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Cisco Certified Network Associate (CCNA)
 Exam 200-301Cisco Certified Network Associate (CCNA 2020)Demo Questions
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200-301 Cisco Certified Network Associate (CCNA) 2020
 NO.1
 How do TCP and UDP differ in the way that they establish a connection between two endpoints?
 A. TCP uses synchronization packets, and UDP uses acknowledgment packets.
 B. UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN,SYN ACK and ACK bits
 C. UDP provides reliable message transfer and TCP is a connectionless protocol
 D. TCP uses the three-way handshake and UDP does not guarantee message delivery
 Answer: D
 NO.2
 What is the default behavior of a Layer 2 switch when a frame with an unknown destination MAC address is
 received?
 A. The Layer 2 switch drops the received frame
 B. The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN.
 C. The Layer 2 switch sends a copy of a packet to CPU for destination MAC address learning.
 D. The Layer 2 switch forwards the packet and adds the destination MAC address to its MAC address table
 Answer: B
 NO.3
 What is the destination MAC address of a broadcast frame?
 A. 00:00:0c:07:ac:01
 B. ff:ff:ff:ff:ff:ff
 C. 43:2e:08:00:00:0c
 D. 00:00:0c:43:2e:08
 E. 00:00:0c:ff:ff:ff
 Answer: B
 NO.4
 Refer to exhibit. Which statement explains the configuration error message that is received?
 A. It is a broadcast IP address
 B. The router does not support /28 mask.
 C. It belongs to a private IP address range.
 D. It is a network IP address.
 Answer: A
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NO.5
 Refer to the exhibit. When PC 1 sends a packet to PC2, the packet has. Which source and destination IP address
 when it arrives at interface Gi0/0 on router R2?
 A. source 192.168.10.10 and destination 10.10.2.2
 B. source 192.168.20.10 and destination 192.168.20.1
 C. source 192.168.10.10 and destination 192.168.20.10
 D. source 10.10.1.1 and destination 10.10.2.2
 Answer: C
 NO.6
 Refer to the exhibit. Which command would you use to configure a static route on Router1 to network
 192.168.202.0/24 with a non-default administrative distance?
 A. Router1(config)#ip route 192.168.202.0 255.255.255.0 192.168.201.2 1
 B. Router1(config)#ip route 192.168.202.0 255.255.255.0 192.168.201.2 5
 C. Router1(config)#ip route 1 192.168.201.1 255.255.255.0 192.168.201.2
 D. Router1(config)#ip route 5 192.168.202.0 255.255.255.0 192.168.201.2
 Answer: B
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NO.7
 Refer to the exhibit. What does router R1 use as its OSPF router-ID?
 A. 10.10.1.10
 B. 10.10.10.20
 C. 172.16.15.10
 D. 192.168.0.1
 Answer: B
 NO.8
 Refer to the exhibit. If OSPF is running on this network, how does Router 2 handle traffic from Site B to
 10.10.13/25 at Site A?
 A. It sends packets out of interface Fa0/2 only.
 B. It sends packets out of interface Fa0/1 only.
 C. It cannot send packets to 10.10.13 128/25
 D. It load-balances traffic out of Fa0/1 and Fa0/2
 Answer: D
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NO.9
 Refer to the exhibit.
 An engineer is bringing up a new circuit to the MPLS provider on the Gi0/1 interface of Router1. The new
 circuit uses eBGP and teams the route to VLAN25 from the BGP path. What is the expected behavior for the
 traffic flow for route 10.10.13.0/25?
 A. Traffic to 10.10.13.0.25 is load balanced out of multiple interfaces
 B. Route 10.10.13.0/25 is updated in the routing table as being learned from interface Gi0/1.
 C. Traffic to 10.10.13.0/25 is a symmetrical
 D. Route 10.10.13.0/25 learned via the Gi0/0 interface remains in the routing table
 Answer: D
 NO.10
 Which IPv6 address block sends packets to a group address rather than a single address?
 A. 2000::/3
 B. FC00::/7
 C. FE80::/10
 D. FF00::/8
 Answer: C
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NO.11
 When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)
 A. 2000::/3
 B. 2002::5
 C. FC00::/7
 D. FF02::1
 E. FF02::2
 Answer: D, E
 NO.12
 Which command should you enter to configure a device as an NTP sever?
 A. ntp sever
 B. ntp peer
 C. ntp authenticate
 D. ntp master
 Answer: D
 NO.13
 Which command enables a router to become a DHCP client?
 A. ip address dhcp
 B. ip helper-address
 C. ip dhcp pool
 D. ip dhcp client
 Answer: A
 NO.14
 Which option about JSON is true?
 A. uses predefined tags or angle brackets () to delimit markup text
 B. used to describe structured data that includes arrays
 C. used for storing information
 D. similar to HTML, it is more verbose than XML
 Answer: B
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NO.15
 Which API is used in controller-based architectures to interact with edge devices?
 A. overlay
 B. northbound
 C. underlay
 D. southbound
 Answer: D
 NO.16
 Refer to the exhibit. Which type of route does R1 use to reach host 10.10.13.10/32?
 A. floating static route
 B. host route
 C. default route
 D. network route
 Answer: D
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NO.17
 Refer to the exhibit. An extended ACL has been configured and applied to router R2. The configuration farted
 to work as intended. Which two changes stop outbound traffic on TCP ports 25 and 80 to 10.0.20.0/26 from the
 10.0.10 0/26 subnet while still allowing all other traffic? (Choose two)
 A. Add a "permit ip any any" statement to the beginning of ACL 101 for allowed traffic.
 B. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic
 C. The source and destination IPs must be swapped in ACL 101
 D. The ACL must be configured the Gi0/2 interface in bound on R1
 E. The ACL must be moved to the Gi0/1interface outbound onR2
 Answer: A, E
 NO.18
 What is a benefit of using a Cisco Wireless LAN Controller?
 A. Central AP management requires more complex configurations
 B. Unique SSIDs cannot use the same authentication method
 C. It supports autonomous and lightweight APs
 D. It eliminates the need to configure each access point individually
 Answer: D
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NO.19
 Answer:
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NO.20
 Answer:
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實驗操作題 - VLAN Troubleshooting Refer to the exhibit.
 Your colleague has built a Layer 2 network in your client locations. You must verify the configuration
 and fix any issues identified as per customer requirements.
 Customer requirements:
 Verify if switch ports are assigned correct VLANs as shown in topology. Identify and fix any
 misconfiguration found in three switches
 Verify if trunk links are operational between switches and the IEEE 802.1Q trunk encapsulation
 method is used. Identify and fix any misconfiguration found in trunk configuration
 You must make sure ports connected between switches are set as trunk ports
 We are not sure about the details but here are the faults in this simulation:
 Native VLAN mismatch between SW1 & SW3
 Switchport mode mismatch: one in access mode while the other end in trunk mode -> need to
 change from access to trunk mode
 One port in VLAN 500 while other port in VLAN 600

Page 13
                        

建議用以下指令作每一個 Switch 的設定，(紅色字眼為主要解決該 Switch 問題的關鍵指令)
 SW1:
 SW1# config t
 SW1(config)# int e0/0
 SW1(config-if)# switchport trunk encapsulation dot1q
 SW1(config-if)# switchport mode trunk
 SW1(config-if)# int e0/1
 SW1(config-if)# switchport trunk encapsulation dot1q
 SW1(config-if)# switchport mode trunk
 SW1(config-if)# switchport trunk native vlan 1
 SW1(config-if)# int e0/2
 SW1(config-if)# switchport mode access
 SW1(config-if)# switchport access vlan 500
 SW1(config-if)# int e0/3
 SW1(config-if)# switchport mode access
 SW1(config-if)# switchport access vlan 600
 SW1(config-if)# end
 SW1# copy running-config startup-config
 SW2:
 SW2# config t
 SW2(config)# int e0/0
 SW2(config-if)# switchport trunk encapsulation dot1q
 SW2(config-if)# switchport mode trunk
 SW2(config-if)# int e0/2
 SW2(config-if)# switchport mode access
 SW2(config-if)# switchport access vlan 500
 SW2(config-if)# int e0/3
 SW2(config-if)# switchport mode access
 SW2(config-if)# switchport access vlan 600
 SW2(config-if)# end
 SW2# copy running-config startup-config
 SW3:
 SW3(config)# int e0/0
 SW3(config-if)# switchport trunk native vlan 1
 SW3(config-if)# switchport trunk encapsulation dot1q
 SW3(config-if)# switchport mode trunk
 SW2(config-if)# end
 SW3# copy running-config startup-config
 (Trunk 兩邊介面的 Native VLAN 必需相同，否則會造成 Native VLAN mismatch 的問題，可用 show int trunk 指令確認。)
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VLAN
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Encapsulation Trunk mode
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“Native VLAN mismatch”
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Native VLAN

Page 18
                        

實驗操作題 : ACL Troubleshooting
 考試題目要求：
 A corporation wants to add security to its network. The requirements are:
 - Host B should be able to use a web browser (HTTP) to access the Finance Web Server.
 - Other types of access from host B to the Finance Web Server should be blocked.
 - All access from hosts in the Core or local LAN to the Finance Web Server should be blocked.
 - All hosts in the Core and on local LAN should be to access the Public Web Server.
 You have been tasked to create and apply a numbered access list to a single outbound interface.
 They can contain no more than three statements that meet these requirements.
 Access to the router CLI can be gained by clicking on the appropriate host.
 All passwords have been temporarily set to "cisco".
 切換或隱藏右圖的按
 鈕：Hide Topology 或
 Show Topology
 用滑鼠 click “Console” 電腦以
 開啟 “Corp1” router 的 Terminal
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輸入 “enable” 指令進入 Privileged Mode，密碼為 “cisco”，然後進入 Configure Mode 設定 Access
 List。(注意每組 Access List 所設定的指令不可多過 3 行
 輸入 “show ip int f0/1” 指令查看 Access List 是否在此介面執行。
 - Outgoing access list is 100
 來源地: Host B 目的地: Finance
 Web Server Port # 80: HTTP
 “deny” 攔截
 “ip” All traffic
 “any” 來源地: (任何電腦)
 “host 172.22.188.25” 目的地:
 (Finance Web Server)
 後容許其他
 Packet 通過
 選擇 f0/1 介面 “out” 的
 方向執行 Access List
 Extended Access List
 編號 100-199
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用滑鼠 click 向 Host B，畫面便會出現一個網頁瀏覽器 (Browser)，然後輸入
 “http://172.22.188.25” 測試 “Host B” 是否成功連接到 “Finance Web Server”，成到的話會顯示
 以下訊息 “You have successfully connected to Finance Web Server.”。
 然後再 click 向 Host A、Host C、Host D、打開網頁瀏覽器 (Browser) 測試其餘這三部電腦是否
 成功被所設定的 Access List 攔截到 “Finance Web Server”，成到攔截的話會顯示以下訊息 “There
 was an error connecting to the host you specified. Please check your network setting and
 try again.”。
 後返回 Router 用 “copy run start” 指令複製所有設定至 NVRAM，輸入 “exit” 離開。
 注意!! 在考試時題目內的 Router 名、IP Address、甚至要求可通過 Access List 連接 Finance Web
 Server 的電腦 (Host) 也有機會改變，有時 Host A, 有時 Host B, Host C …..到時留意試題便可。
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