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 1
 Quidway Eudemon Series Firewall
 IntroductionQuidway Eudemon Series firewall is Huawei's new generation hardware based high speed state firewall, which supports
 not only state monitor/inspection and NAT but dynamic and static blacklist filtering as well. Besides, Quidway Eudemon
 has strong anti-attack ability, and can provide rich statistics analysis and detailed classified hierarchical logs. Eudemon
 supports QOS, VPN and various other features, which are fundamental to a perfect solution to the networking application
 Quidway Eudemon consists of 4 models: Eudemon 100, Eudemon 200, Eudemon 500 and Eudemon 1000. All 4 models
 are based on Huawei's dedicated security hardware platform and VRP routing software platform. All 4 models share a
 common security feature set, only differs on performance and interface. Networks of any scale can find a security guaran-
 tee in Eudemon series.
 Eudemon100
 Eudemon 200
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2
 Product FeaturesHigh-Performance Processing: Eudemon series provides a high-performance security guarantee using NP
 technology(Eudemon 100 and 200 use software routing technology, not NP ). Besides, the Eudemon firewall supports tens
 of thousands of ACL rules. The Eudemon 500 provides a maximum throughput of 2 Gbit/s and the Eudemon 1000, 3 Gbit/s.
 Multiple Security Zones: In addition to the 4 predefined security zones (Local zone, Trust zone, Untrust zone and
 Demilitarized Zone (DMZ)), Eudemon supports more than 10 user-defined security zones. Besides, the Eudemon can
 define security zones based on VLANs.
 Multiple Functional Modes: Eudemon series provides multiple working modes to facilitate networking application.
 Routing mode is suitable to initial network construction. Transparent mode meets the general networking requirements,
 and protects the Eudemon from intrusions. Composite mode combines the benefits of both routing mode and transparent
 Eudemon 500
 Eudemon 1000
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 3
 mode. Besides, Eudemon series provides a rich set of routing capabilities.
 Enhanced Packet Filtering: The black list items of Eudemon can be added manually, automatically by attack
 defending functions and automatically by ICMP or TCP/UDP filtering.
 Using application specific packet filter (ASPF) technique, Eudemon series can inspect sessions and states based on TCP/
 UDP protocol, block Java applets and ActiveX controls, and map port to applications.
 Multiple NAT Applications: In addition to One-to-One IP translation, pool based IP translation, policy and IP based
 translation, PAT, ACL based translation, Eudemon's NAT supports "internal server" services and multiple ALGs like FTP,
 NBT, ICMP, H.323, SIP, HWCC, DNS, ILS, PPTP, OICQ, SIP, MGCP, RSTP and MSN.
 Powerful Attack-Defending Capability: Eudemon series can efficiently block worm virus and IP spoofing.
 The DoS attacks that can be blocked by Eudemon include SYN flood, ICMP flood, UDP flood, Land attack, Smurf attack,
 Fraggle attack, WinNuke attack, ICMP redirection/unreachable, Ping of death, Tear drop, etc. Scanning and snooping
 attacks can be blocked by Eudemon Series include IP scanning, port scanning, IP source routing option, IP routing record
 options, network structure snooping via traceroute, etc.
 IDS Cooperation: The Eudemon Series can cooperate with Intrusion Detective Systems. The IDS devices contain
 complete information about the attacking behaviors and IDS cooperation make it possible to fully utilize the capabilities of
 both IDS and Eudemon series simultaneously.
 Carrier-class Reliability: Eudemon series adopts double power supply modules that support 1+1 backup and hot
 swap. All the service interface cards and fans of the Eudemon firewall are hot swappable.
 The Eudemon series support backup group which can protect communications from the interruptions of firewall failures.
 Two Eudemon firewalls can work in active/standby or load balancing working modes. The Eudemon series support Huawei
 Redundancy Protocol (HRP) which ensures a smooth active/standby switchover when a malfunction occurs.
 Traffic Monitoring: Various limitations can be put to connections by Eudemon based on destination/source IP addresses,
 incoming/outgoing direction of a zone, percentage of various packet types and connection number.
 The Eudemon series can police traffic through the limitation on committed information rate, committed burst size and
 excess burst size. The Eudemon series can perform multiple statistics on the input and output IP packets.
 Access and Authentication: The authentication schemes provided by Eudemon series include local authentication,
 standard Remote Access Dial-in User Service (RADIUS) authentication, Huawei RADIUS+ authentication and Huawei
 Terminal Access Controller Access Control System (HWTACACS). Authentication can be carried out in plain mode or MD5
 mode.
 The Eudemon series can be used as PPPoE server. Cooperating with Huawei Portal Server, the Eudemon series can
 provide secure on-line IP detection and prevent spoof attacks. Cooperating with Huawei Comprehensive Access Manage-
 ment Server (CAMS) accounting system, the Eudemon series can provide various accounting schemes.
 Secure VPN Application: The Eudemon series support IPSec, L2TP, GRE and can provide services of access
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4
 control, connectionless integrity, data-origin authentication, anti-replay, encryption and data flow classification. Various
 VPN can be built, such as L2TP VPN, GRE VPN, L2TP over IPSec VPN, GRE over IPSec VPN, IPSec over L2TP and
 IPSec over GRE.Using the Eudemon firewall, users can build Intranet VPN, Access VPN and Extranet VPN.
 QoS Guarantee: QoS functions supported by Eudemon series include Traffic classification, Traffic policing and
 shaping, Congestion management, and Congestion avoidance.
 The Eudemon firewall provides special QoS guarantees for the multimedia and Next Generation Network (NGN) services.
 Enhanced Log Management: The Eudemon series can provide NAT log, ASPF traffic log, attack-defending log,
 traffic monitoring log, blacklist log and multiple kinds of statistics. Logs can be output in binary or syslog (text) format.
 Specially developed log server software can cooperate with Eudemon series to facilitate log browsing, analyzing, querying,
 exporting, and backing up. Especially, Eudemon 500 and Eudemon 1000 are capable of outputting log in high speed with
 a little effect on performance.
 Rich and Flexible Maintenance and Management: The Eudemon firewall supports SNMP (V1/V2c/V3)
 protocol and can be managed by Network Management Station (NMS) The Eudemon firewall provides both command line
 and (GUI) for configuration and management.
 Compliant Test and Verification Standards: The Eudemon firewall is designed in compliance with the
 national standards in China, North America, Europe, Australia and Japan. It meets the requirements of UL, CE, FCC,
 FCC-part15, Electro Magnetic Compatibility (EMC), VCCI and safety certification and network access requirements.
 Software Specifications
 Description Eudemon 100 Eudemon 200 Eudemon 500 Eudemon 1000
 Maximum throughput > =100Mbps > =400Mbps > =1200Mbps > =3000M
 Number of concurrent 200,000 500,000 500,000 800,000
 connections
 Maximum number of 3,000 PCS 20,000 PCS 20,000 PCS 20,000 PCS
 ACL rules
 Number of newly-established 5000 20,000 100,000 100,000
 connections per second
 Number of VPN 3000 3000 3000 3000
 Connections
 Specifications
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 Hardware Specifications
 Description Eudemon 100 Eudemon 200 Eudemon 500 Eudemon 1000
 Number of extended slots 2 4
 Fixed interface Two 10/100M Ethernet ports
 One AUX port
 One Console port
 Processor MPC8240 250MHz PowerPC 750 733MHz PowerPC 750 733MHz + NP
 NVRAM (Non-Volatile 128KB 512KB
 Random Access Memory)
 Boot ROM (Boot Read 512KB
 only memory)
 SDRAM (Synchronous Default: 128MB Default: 256MB
 Dynamic Random Access
 Memory) Maximum: 256MB Maximum: 512MB
 Flash Memory 8MB 32MB
 Dimension (W x H x D) 442mm x 44.4mm 436.2mm x 130.5mm
 (excluding rubber feet) x 413mm x 420mm
 Weight 6kg 18kg 18.7 kg
 Input voltage AC: 100 to 240V (50/60Hz)
 DC: -48V to -60V
 Maximum input current AC: 2A
 DC: 5A
 Operating temperature 0°C to 40°C
 Operating relative humidity 10 to 85% (non-condensing) 5 to 85% (non-condensing)
 Mean Time Between 12.67 years 37.54 years 37.54 years 37.54 years
 Failures (MTBF)
 Standards and protocols Supports state monitor of SMTP, H.323, SIP, HTTP, FTP, TCP, UDP
 supported NAT supports H.323, SIP, ICMP, DNS, NetMeeting, NBT, MGCP,QQ/MSN,PPTP
 Supports PPP, PPPOE, ARP, DHCP Server, L2TP, GRE, IPSec/IKE, QOS, SNMPv3, SSH,
 RADIUS, etc.
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 Table 4-1 Interface module of the Eudemon 100 firewall
 Interface module Cable Remark
 FW-1FE Ethernet cable Optional: 1 PCS
 Table 4-2 Interface module of the Eudemon 200 firewall
 Interface module Cable Remark
 FW-FIC-1FE Ethernet cable Optional: 1 PCS
 FW-FIC-2FE Ethernet cable Optional : 2 PCS
 FW-FIC-1SFX Single-mode optical cable Optional, you need to choose and purchase it in the optical
 cable suite.
 FW-FIC-1MFX Multi-mode optical cable Optional, you need to choose and purchase it in the optical
 cable suite.
 FW-FIC-4cE1 4E1 75 ohm transit cable; 4E1 cable is required and other cables are optional that
 4E1 120 ohm transit cable you need to choose and purchase in the cable suite.
 FW-FIC-4cT1 T1 100 ohm twisted-pair cable Optional, you need to choose and purchase it in the cable suite.
 and network interface connector
 FW-FIC-1ASM Single-mode optical cable Optional, you need to choose and purchase it in the optical
 cable suite.
 FW-FIC-1AMM Multi-mode optical cable Optional, you need to choose and purchase it in the optical
 cable suite.
 FW-FIC-1GEUB Ethernet cable Optional
 FW-FIC-1GE-SFP Multi-mode optical cable The optical mode is required (either single-mode or multi-mode).
 Single-mode optical cable The optical cable is optional. You need to choose and pur
 chase it in the optical cable suite.
 Table 4-3 Interface module of the Eudemon 500 and 1000 firewall
 Interface module Cable Remark
 FW-HIC-8FE Ethernet cable Optional, you need to purchase eight piece of cables if you
 use the 8FE interface module.
 FW-HIC-1GE-SFP Ethernet cable The interface module is required and can be electric,
 Single-mode optical cablesingle-mode or multi-mode optical.
 Multi-mode optical cableThe optical cable is optional that you need to choose and
 purchase it in the optical cable suite.
 FW-HIC-2xGE-SFP Ethernet cable The interface module is required and can be electric,
 single-mode or multi-mode optical.
 Single-mode optical cable The optical cable is optional that you need to choose and
 Multi-mode optical cable purchase it in the optical cable suite.

Page 9
                        

HU
 AW
 EI
 TE
 CH
 NO
 LO
 GI
 ES
 7
 ApplicationsAttack-Defending ApplicationThe Eudemon firewall can work with an IDS system to implement the IDS cooperation.
 Hybrid networking of the Eudemon firewall and the IDS system
 • The Eudemon firewall is deployed at the edge of network to guard against attacks from interior and exterior networks.
 • The IDS device is deployed on the key location in the Intranet to identify the attacks from the hackers, and the log host
 records the detailed attack log.
 • Viable deployment solution includes: mirroring port of the device, IDS, LAN Switch and firewall can cooperate with each
 other to guard against various attacks.
 Table 4-4 Service slot of the Eudemon 200, 500 and 1000 firewall
 Service slot Remark
 FW-FIC-IPSEC IPSEC encryption module
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 NAT Application
 Based on the combination of policy-based NAT and the secure filtering function, the Eudemon firewall can establish a
 more secure network to better guard against attacks from hackers and illegal accesses.
 NAT application of the Eudemon firewall
 • Only specific users in the corporation can access the Internet, e-commerce and e-bank. This effectively controls the
 access of internal hosts to the external resources and forms a protection barrier between the internal networks and
 external networks.
 • Branches or reliable partners can access the internal server hosts (e.g., WWW and FTP servers) located in the DMZ
 through the firewall, but can not access other internal resources.
 • The firewall can deny any other external users' accesses to resources in the Intranet and the DMZ and protects the
 Intranet against the external attacks.
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 Security Protection to Multimedia Communication
 As shown in Figure 5-3, the Eudemon firewall is deployed at the edge of an access network and provides security protec-
 tions as listed below:
 Security protection to multimedia
 • When deployed at the edge of access network: The Eudemon firewall inspects information coming into and going out the
 network. It can prevent a core network from being attacked by external networks or interior security troubles.
 • When deployed at the convergence point of an operator NGN network and an IP/MPLS core network: the Eudemon
 firewall guarantees secure communications between the two networks.
 • Provides NAT ALG function for H.323, SIP or other protocols to guarantee secure multimedia communication.
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 Dual-System Hot Backup Application
 The Eudemon firewall provides dual-system hot backup, so the user's data will not be disrupted due to switchover be-
 tween the active and standby firewalls.
 Dual-system hot backup of the Eudemon firewall
 • Two Eudemon firewalls in the headquarters form a hot backup group, which consists of an active firewall and a standby
 device, and provide security functions such as ACL, ASPF, traffic monitoring and NAT.
 • Two Eudemon firewalls are interconnected with each other.
 • The LAN Switch devices in the Intranet and the routers in the Extranet are connected with each Eudemon firewall and
 form a mesh connection.
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 Load Balancing and Backup with Multiple Outgoing Routes
 The Eudemon firewall provides outgoing routes to multiple ISPs and implements load balancing and backup.
 Load balancing and backup
 • As a NAT device, the Eudemon firewall can flexibly implement policy based NAT functions according to the 5-tuple
 (transport layer protocol, source address, destination address, source port and destination port) and meet requirements
 to NAT in a broadband network environment of multiple ISPs connections, in other word providing a flexible high-speed
 NAT gateway.
 • Performs traffic classification based on equivalent route and routing policy and implements load balancing on outgoing
 traffic and backup of multiple ISPs.
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 Traffic Monitoring Application
 The Eudemon firewall monitors the traffic on the ISP networks. The traffic includes.
 • Dial-up users who access the Extranet.
 • Private users who access the Extranet.
 • External users who access the local Web server.
 Traffic monitoring of the Eudemon firewall
 • The ISP network consists of LAN Switch, Network Access Server (NAS) and Web server. The LAN Switch is connected
 to the ISP egress router through the Eudemon firewall.
 • The traffic from NAS and various private users converges on the ISP egress router that is connected to the backbone IP
 network through ATM, Packet over SONET/SDH (POS) or Gigabit Ethernet port (GE).
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Huawei End-to-End Solutions
 Router SeriesQuidway NetEngine 5000 Terabit Switching Router
 Quidway NetEngine 80 Core Switching Router
 Quidway NetEngine 40 Series Universal Switching Routers
 Quidway NetEngine 20 Series High-Performance Edge
 Routers
 Quidway NetEngine 16E/08E/05 Series Multi-Service Edge
 Routers
 Quidway AR 46 Series Enterprise Core Routers
 Quidway AR 28 Series Modular Branch Routers
 Quidway AR 18 Series Access Routers
 LAN Switch Series Quidway S8500 Series 10G Core Routing Switches
 Quidway S8016 Multi-Service Backbone Routing Switch
 Quidway S6500 Series Gigabit Routing Switches
 Quidway S5516 Gigabit Routing Switch
 Quidway S5000 Series Gigabit Intelligent Layer 2 Ethernet
 Switches
 Quidway S3500 Series Intelligent Routing Switches
 Quidway S3000 Series Intelligent Layer 2 Ethernet Switches
 Quidway S2000 Series Enterprise Desktop Switches
 Security & VPN ProductsQuidway Eudemon 1000/500/200/100 Series Firewalls
 Quidway Eudemon 2000 Series Session Border Conctrollers
 Quidway SecPath Series Security Gateways
 VoIP Products and SolutionQuidway A8010 Expert VoIP Gateway
 Quidway A8010 Mini-Expert VoIP Gateway
 Quidway A8010 VoIP GateKeeper
 BRASQuidway MA5200G Broadband Intelligent Access Server
 Quidway MA5200F Compact Broadband Intelligent Access
 Server
 Access ServersQuidway A8010 Expert Remote Access Server
 Quidway A8010 Mini-Expert Remote Access Server
 WLAN Products and SolutionHuawei C9012 WLAN Authentication Server
 Quidway W1006E WLAN Access Point
 Quidway W1003 WLAN Access Point
 Quidway W1003A WLAN Access Point
 Quidway WL100M WLAN Cardbus Adapter
 Huawei WG202 GPRS+WLAN Combo Card
 Network Management SolutioniManager N2000 Datacomm Management System
 iManager NSM VPN Manager
 iManager NSM QoS Manager
 iTellin AAA System
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