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This document describes how you use the Duet Enterprise for
Microsoft SharePoint and SAP Setupwizard to configure Duet
Enterprise 2.0. The setup wizard guides you step by step through
the basic,security, and scenario configurations. Depending on your
landscape, you can choose to configure a DuetEnterprise online,
on-premise or hybrid landscape.
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This guide describes how to install and configure a fresh Duet
Enterprise 2.0 system using the DuetEnterprise for Microsoft
SharePoint and SAP Setup wizard.

This wizard guides you step by step through the basic, security,
and scenario configurations. Depending onyour landscape, you can
choose to configure a DE online, on-premise or hybrid landscape. It
even takescare of the information that is required by the
SharePoint administrator.

The wizard performs all the configuration steps on SAP NetWeaver
Gateway system, and some requiredsteps on the SAP system (like
establishing trusts or creating logical ports).

While running the wizard, you can skip some steps, if they
should not be automated due to security /traceability reasons (for
example, when you only want to run the wizard in your Sandbox /
Test environment,but only part of it in your productive
environment).

Also, if you encounter an error for a certain step, skip this
step, perform it manually, and continue using thewizard.

At any point on the wizard, you can use the Check Configuration
Status button on the wizard menu tocheck the state of the Duet
Enterprise system. This button launches the Duet Enterprise
ConfigurationChecks (/n/iwses/check_tool), which provides detailed
status about each configuration step in the wizard.

Installing Duet Enterprise 2.0

Before proceeding to below document, follow below points:

Check list document: It should be filled by both SAP and
SharePoint administrator. Checklistdocument URL is mentioned at the
end of this document in the References section.

Decide what kind of user mapping has to be done, using the same
or different ID. If user mapping issame then LDAP configuration in
the wizard can be skipped.

If SharePoint On-Premise URL is http then we dont require any
SharePoint SSL certificate, we canskip the step in the wizard.

Prerequisites

Before you install Duet Enterprise 2.0, ensure you have the
following in your landscape:

SAP NetWeaver 7.02 SP08

Latest kernel version installed

Latest SPAM update

SAP Crypto Library version 1.555.32 or higher

Notes to be referred:o 1560585 SAP NetWeaver Gateway 2.0 Release
Note

o 1569624 Installing SAP NetWeaver Gateway 2.0

o 1718520 - Duet Enterprise 2.0: Release Information Note

o

1637043 - Installing Duet Enterprise 2.0o 1551982 - Cross-site
request forgery protection for stateless

o 1567128 - Unauthorized use of application functionso 1806700
Installation Wizard Duet Enterprise 2.0

Create required roles at SAP NetWeaver Gateway and SAP Business
Suite system

Create required users at SAP NetWeaver Gateway and SAP Business
Suite system

Decide whether you need to have SSL between SAP NetWeaver
Gateway and SAP Business Suitesystem

Remarks: The steps described below for the installation of Duet
Enterprise 2.0 and SAP NetWeaverGateway is applicable only if you
are an SAP customer. If you are a Microsoft customer, please
contactMicrosoft for details on how to obtain the Duet Enterprise
bits and install the same.
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Executing LCM Wizard Screen

1. Go to transaction /n/IWSES/LCM.

2. Select the required radio button. Here we choose the third
option as we are connecting SAPNetWeaver Gateway to both SharePoint
On-Premise and Online.

3. Click Next.4. As shown in the screen below, enter numbers in
the fields highlighted with cursor:

o Connect to SAP System(s): Enter the number of SAP backend
systems you want to connectto.

o Connect Gateway to SharePoint: In the SharePoint On- Premise
Configuration, enter thenumber of SharePoint servers you want to
connect to SAP NetWeaver Gateway system.

o Tenancy Configuration: In the SharePoint Online Configuration,
enter the number ofSharePoint online tenancies.
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o Connect Gateway to SharePoint: In the SharePoint Online
Configuration, enter the numberof SharePoint servers you want to
connect to SAP NetWeaver Gateway system

o Role Sync: Depending on required number Connect to SAP System
and update the numberfor Role Sync. For e.g. if you have 3 Connect
to SAP system and you give 1 for Role syncthen roles will be
synched from only one backend, as Role Sync wizard has ran only
once.

o Workflow: Depending on required number Connect to SAP System
update the number forWorkflow. For e.g. if you have 2 Connect to
SAP system and you give 2 for Workflow thenwizard runs twice to
configure Workflow.

o Reporting: Depending on required number Connect to SAP System
update the number for

Reporting. For e.g. if you have 2 Connect to SAP system and if
you give 1 for Reporting thenwizard runs once to configure
Reporting.

5. Click Next
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Basic Configuration using LCM Wizard Screen

1. In the below screen it will perform the following:o Create
RFC destination IWFND_ODATA_PUSHo Update bgRFC configurationo
Define settings for Idempotent serviceso Create SSL Self Signed
Certificate, if not presento

Activate HTTP Security Session Managemento Activate SAP
NetWeaver Gatewayo Activate SharePoint Server as a consumero Check
SAP Crypto Lib versiono Check profile parameters for SSO and SSLo
Activate the Services

2. Click Next.
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3. Below is the output for the step 1:

4. For details about the configuration, refer to section
Manually Configuring Duet Enterprise -> Pre-Configuration Steps
in the SAP Duet Enterprise 2.0 Configuration Guide available on SAP
Service

MarketPlace at http://service.sap.com/instguides SAP Business
Suite Applications Duet

Enterprise Duet Enterprise 2.0.5. Click Next.
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6. Enter the required details to connect to SAP Business Suite
system as shown below:

7. Click Next.

Below is the output

8. Click Next.

We will now export and import certificates between SAP NetWeaver
Gateway and SAP Business Suitesystem.
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9. Click the Export PSE to temp file button (as highlighted in
the screen shot below)

10. Click the Import in Remote System button, as highlighted in
the screen shot below:

11. Click Next12. Refer to section Duet Enterprise
Authentication under Chapter 3 of the SAP Duet Enterprise
Security

Guide on SAP Service MarketPlace at
http://service.sap.com/instguides SAP Business Suite

Applications Duet Enterprise Duet Enterprise 2.0.
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13. Below is the output:

14. Click Next.On the next screen, you will require to add the
information shared by your SharePoint administrator.Note: Ensure
you have the required information to fill out this screen,

15. Enter the following information that is obtained from your
SharePoint administrator:o Location of SharePoint Duet Root
Certificateo Details for LDAP setup (if the user mapping is not
same)

16. Click Next.

17. You can refer to section User Management of the SAP Duet
Enterprise Security Guide on SAP

Service MarketPlace at http://service.sap.com/instguides SAP
Business Suite Applications Duet Enterprise Duet Enterprise
2.0.

18. Below is the output:
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SharePoint On-Premise Configuration using LCM Wizard Screen

1. Enter the following information provided by your SharePoint
administrator:o SharePoint SSL Certificate, if SharePoint web app
is HTTPso Domain nameo Name of the Issuer


	
7/27/2019 Duet Enterprise Set-up Wizard.pdf

14/47

How to Use Duet Enterpr ise for Microso ft SharePoint and SAP
Setup Wizard

SAP COMMUNITY NETWORK SDN - sdn.sap.com | BPX - bpx.sap.com | BA
- boc.sap.com | UAC - uac.sap.com

2011 SAP AG 14

2. Click Next.Users get added.

3. Click Back.4. Click Next.5. Below is the output:

6. For details on how to perform the above steps manually, refer
to the Mapping SharePoint On-Premise Users section of the SAP Duet
Enterprise Security Guide on SAP Service MarketPlace at

http://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.

7. Click Next.8. We Create RFC which connects to SharePoint.

1. Enter proper name for RFC like SHAREPOINT_DE
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2. Enter description3. Enter the following information that is
obtained from your SharePoint administrator:

Web app URL User Password

9. Click Next.10. You can refer to section Connection Settings:
SAP NetWeaver Gateway to Microsoft SharePoint of the

SAP Duet Enterprise Configuration Guide on SAP Service
MarketPlace athttp://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.

11. Below is output:

o 11. Click Next.
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SharePoint Online Configuration using LCM Wizard Screen

1. Enter the following information that is obtained from your
SharePoint Administrator:o SharePoint Tenancy IDo As per your
network settings enter Proxy host and Proxy Serviceo ACS Metadata
URLo Application IDo Application Secreto Tenancy Domain

2. Click Next.3. For details on how to perform the above steps
manually, refer to the Security Configurations forSharePoint Online
Users section of the SAP Duet Enterprise Security Guide on SAP
Service

MarketPlace at http://service.sap.com/instguides SAP Business
Suite Applications Duet

Enterprise Duet Enterprise 2.0.
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4. Below is the output:

5. Importing SharePoint Online Certificate and Mapping users.
Here we are importing SharePointOnline SSL Certificate and we are
doing user mapping where user IDs are Different.
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6. Below is the output:

7. For details on how to perform the above steps manually, refer
to the Mapping SharePoint OnlineUsers section of the SAP Duet
Enterprise Security Guide on SAP Service MarketPlace at

http://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.

8. Click Back.

9. Click Next.
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10. Creating RFC to connect to SharePoint Online We will now
create RFC to connect to SharePointOnline tenancyEnter the
following details:a. RFC Name, for example, SHAREPOINT_DE-b.
Description.c. SharePoint URL: This information will be provided by
your SharePoint administrator.d. Proxy Host and Proxy Port, if it
exists any in your network.

11. Click Next.12. For details on how to perform the above steps
manually, refer to the Creating a Type G RFC

Destination section of the SAP Duet Enterprise Configuration
Guide on SAP Service MarketPlace at

http://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.

13. Below is output:

14. Click Next.

Role Sync Configuration using LCM Wizard Screen

Role Sync is used for synchronizing roles to SharePoint. Based
on Roles end user will be able to use SharedReports and Role based
subscription for workflow. We can also use Role sync to grant
access to SharePointobject based on SAP roles.

1. To create a system alias, proceed as follows:a. Enter the
System Alias Name.
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b. Select the checkmark on the pop-up screen.c. Click the
Activate button.

d. Select Expert Mode and click Continue button.

e. Click Continue button.f. Click Back.

g. For details on how to perform the above steps manually, refer
to the Activate Role Sync BC Setsection of the SAP Duet Enterprise
Configuration Guide on SAP Service MarketPlace at

http://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.

3. To assign roles to consumers, proceed as follows:a. Click the
button Assign Roles to Consumers and go through the note once
before clicking

continue.
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b. Click New Entries.c. Select the System Alias.d. Select
Consumer type SHAREPOINT_DE.

e. Click the Save button.f. Select System Alias row and
chooseTable View -> Other View.
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g. Select Maintain Roles and click Continue.

h. Click New Entries.i. Select the Role.

j. Click Save Button.k. Click Back.l. For details on how to
perform the above steps manually, refer to the Enable Consumer
Role

Settings section of the SAP Duet Enterprise Configuration Guide
on SAP Service MarketPlace at

http://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.

4. To synchronize roles to consumers, proceed as follows:a.
Click the Synchronize Roles to Consumers button and then click
continue.
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e. Below is output:

f. For details on how to perform the above steps manually, refer
to the Create a System Aliassection of the SAP Duet Enterprise
Configuration Guide on SAP Service MarketPlace at

http://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.

g. Click Next.2. To activate BAdI, proceed as follows:

a. Click the button Activate Badi and click continue.

b. Successfully created enhancement implementation in system
message is displayed.
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c. On the ERP screen click the Save button.

d. Click Activate button.

e. Click Back.f. For details on how to perform the above steps
manually, refer to the Create BadI

Implementations to fetch List of Users for Roles section of the
SAP Duet Enterprise

Configuration Guide on SAP Service MarketPlace at
http://service.sap.com/instguides SAP

Business Suite Applications Duet Enterprise Duet Enterprise
2.0.
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3. To Activate Task Provider proceed as follows:a. Click button
Activate Task Provider and click continue.

b. Select the check box against Provider ID BWF_D.

c. Click Save button.d. Click Back button.e. For details on how
to perform the above steps manually, refer to the Activate Task
Provider

section of the SAP Duet Enterprise Configuration Guide on SAP
Service MarketPlace at

http://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.
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4. Maintain SAP NetWeaver Gateway Settingsa. Click the button
Maintain SAP NetWeaver Gateway Settings and click continue.
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b. Below screen appears

c. Required entries are filled and click Save buttond. Click
Back.
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5. Enter the password and select the check box which is
highlighted.

a. Click nextb. Below is the output

c. Click Next.
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iv. Select option Expert Mode and click Continue button.

v. Click Back.

vi. For details on how to perform the above steps manually,
refer to the ActivateReporting BC Set section of the SAP Duet
Enterprise Configuration Guide on SAP

Service MarketPlace at http://service.sap.com/instguides SAP
Business Suite

Applications Duet Enterprise Duet Enterprise 2.0.b. To configure
mail notification settings, proceed as follows:

i. Click the button Configure Mail Notification Settings and
click Continue.
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ii. Select the INT node and then choose Create. Select the SMTP
radio button andclick Continue button.

iii. Fill the fields Node and Description as shown below and
click Continue.
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iv. In the Mail-Host field, enter the address of the server
where the e-mail addresses ofthe users of the consumer environment
are stored. In the Mail-Port field, enter theSMTP port to connect
to this server. Choose Continue.
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v. Select the Internet radio button and click Continue.

vi. In the Address area text box, enter the domain of the users'
e-mail addresses. ClickContinue.
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vii. Accept the default options and click Continue until the
wizard is completed.

viii. Click Job. The SAP connect: Active and Scheduled send jobs
dialog appears.

Choose Create.
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ix. Choose the Schedule for INT option and Continue.

x. In the Send Job: Select Variant window, choose Continue to
proceed with thedefault options

xi. Specify the interval that defines how often queued
notification mails must be sentfrom SAP NetWeaver Gateway to the
consumer.

xii. Save your settings.xiii. Click Backxiv. For details on how
to perform the above steps manually, refer to the Configuring

Notification Mails section of the SAP Duet Enterprise
Configuration Guide on SAP

Service MarketPlace at http://service.sap.com/instguides SAP
Business Suite

Applications Duet Enterprise Duet Enterprise 2.0.xv. Click
Next.
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f. For details on how to perform the above steps manually, refer
to the Managing SAP SystemAliases section of the SAP Duet
Enterprise Configuration Guide on SAP Service MarketPlace at

http://service.sap.com/instguides SAP Business Suite
Applications Duet Enterprise DuetEnterprise 2.0.

3. SAP Business Suite Configurationa. To create a type H RFC
destination, proceed as follows:

Note: Perform this operation only if you need SSL
communication

i. From previous step we had created Type H RFC at SAP Business
suite system.

Update the same.ii. Select option SSL: Activeiii. Select SSL
Certificate: ANONYM SSL Client (Anonymous) needs to be
selected.
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b. To create logical port click Create Logical Port button and
click Continue.
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a. To create Number Ranges, proceed as follows: Click Create
Number Ranges Buttonand click Continue.

o Entry is added to the system.
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Sharing Information to SharePoint Admin using LCM Wizard
Screen

This file contains information about the URLS of Role Sync,
Workflow and Reporting. It also containsthe SAP NetWeaver Gateway
SSL Certificate.

1. Click button Exporting file to desktop and sharing to
SharePoint Administrator.

2. Save the file to desktop.

3. Click Next.4. Select Launch Checktool at the finish button
and then click Finish.
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Check Tool Configuration Status using LCM Wizard Screen

1. Once Configuration is done you can launch configuration check
tool to check if everything isconfigured. Launch the Check tool
using the transaction/n/iwses/check_tool.

2. Click the execute button shown in screen shot below:

3. Below is the error we get if the entries are not
maintained:Check tool will let us know what all configurations are
done. Like in the below screen shot it showstraffic lights Red,
Green and Yellow.

Green light indicates required configurations are done.Yellow
light indicates some warnings are there.Red light indicates
required configuration are not done or configurations are missing,
so you can

expand the node, click on the details of the error and there
will be help document besides to navigatewhat configuration is
missing
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a. If the entries are not maintained, go to transaction SM30 and
enter /IWSES/C_CT_PRMS inthe Table/View field and click
Maintain.
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b. Add new entries:o MAILHOST (copy the values what was
maintained under Reporting)o MAILPORT (copy the values what was
maintained under Reporting)o ROUTINGADDRESS - (copy the values what
was maintained under Reporting)

o Save the entries.4. Run the Configuration check tool again and
there will be no errors.5. Similarly if you have come across any
errors use the help icon next to the error to resolve the
issues.
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