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Chapter 1. IntroductionVisualAge Generator provides multiple options for client/server communicationsupport (see Figure 1) as part of the VisualAge Generator runtime environmentsupport products (VisualAge Generator GUI Runtime Support, VisualAge GeneratorWorkgroup Services, and VisualAge Generator Host Services).
 Figure 1. VisualAge Generator Client/Server Implementation Options
 This book studies the issues associated with selecting and implementing one of theclient/server communication configurations available for a VisualAge Generatorclient/server application system.
 The residency project that produced this book focused on the implementation ofselected client/server communication configurations so that we could explore thebasic functions of VisualAge Generator client/server communication support and offersample working configurations to help you in your environment.
 Although the project scope was restricted to selected client/server communicationconfigurations, the basic concepts behind the implementation of client/servercommunication can be understood and applied to any supported VisualAge Generatorclient/server target runtime environment.
 In this chapter, we discuss:
 • The focus of the project that produced this publication
 • The role and responsibilities of each component in an open client/server systembased on the Open Blueprint
 Copyright IBM Corp. 1997 1
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• How each of the VisualAge Generator options for client/server communicationprovides support for the services defined in the Open Blueprint.
 Before you read this chapter, you may wish to review ″Chapter 1. IntroducingClient/Server Application Development″ in the Developing VisualAge GeneratorClient/Server Applications manual. The referenced discussion is short, but veryappropriate; we therefore request that you at least review that chapter before readingour publication.
 1.1 Project Scope and ObjectivesVisualAge Generator provides a powerful development platform for buildingclient/server application systems.1 The capability provided by VisualAge Generatorclient/server communication enables you to connect VisualAge Generator clients andservers in an almost endless number of configurations that support a variety ofcommunication services and protocols (see Figure 2).
 Figure 2. VisualAge Generator Client/Server Configuration Options
 Even with the power of VisualAge Generator, the design and implementation of aclient/server system presents a challenge. There are significant design decisions andimplementation issues that must be resolved.
 During implementation, there are additional issues that must be resolved. Our view ofimplementation issues is linked to the use of VisualAge Generator during developmentand the configuration options for client/server communication provided by andsupported with VisualAge Generator.
 In this publication, we focus on these implementation issues:
 • How VisualAge Generator Developer can be used to improve the testing ofclient/server application systems.
 1 VisualAge Generator is also a very good tool for host (3270 screen) application development, but the focus of thisbook is client/server system implementation.
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• What the major differences are between the multiple client/server communicationand configurations options supported by VisualAge Generator applications inthree areas:
 − Performance− Administration− Cost.
 • How to configure a working VisualAge Generator client/server system using CICS-or DCE-based communication services options.
 The work done to gain the experiences that are presented in this book reflect thefunctions available in VisualAge Generator Version 2.2.
 We do not focus on the use of VisualAge Generator′s proprietary middleware in thisbook. This option for client/server communication has already been studied and isdocumented in Implementing VisualGen Client/Server Communication, GG24-4235.
 Our assessment of VisualAge Generator ′s client/server communication options wasbased on a view of open client/server systems as defined in IBM′s Open Blueprint.This assessment shows that the client/server middleware options such as DCE andCICS which are not VisualAge Generator proprietary, are the more appropriate andstrategic choices.
 Given our focus and belief in the value of these open client/server communicationoptions we discuss arguments for a transition from the VisualAge Generatorproprietary middleware to these other client/server communication options.
 This book does not attempt to explain all of the functions, options, and configurationissues related to implementing a VisualAge Generator client/server application. It isnot intended to be your only guide in the process of implementing a VisualAgeGenerator client/server application system. You should also use the publicationDeveloping VisualAge Generator Client/Server Applications as a reference and sourcefor initial guidance.
 Significant skill with the underlying technologies used to support VisualAge Generatorclient/server communication may be required to configure a working applicationsystem.
 1.2 Positioning VisualAge Generator Client/Server in the OpenBlueprint
 In this section, we examine how VisualAge Generator and supported communicationservices components, such as Distributed Database Architecture (DRDA), CustomerInformation Control System (CICS), Distributed Computing Environment (DCE), andVisualAge Generator proprietary middleware support fit within the open client/serverarchitecture of the IBM Open Blueprint.
 The IBM Open Blueprint provides an architecture for open and flexible client/serversolutions. The IBM Open Blueprint is discussed in detail in:
 • Introduction to the Open Blueprint: A Guide to Distributed Computing• Open Blueprint Technical Overview
 In the Open Blueprint, the processes and functions of an open client/server systemare positioned in an architecture of interrelated application system components (seeFigure 3 on page 4).
 Chapter 1. Introduction 3
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Figure 3. Components of the Open Blueprint
 1.2.1 Open Blueprint Components
 The components of the Open Blueprint are listed below:2
 Application-enabling services:
 Presentation services define the interaction between applications and the user.
 Applications and development tools help the application developer implementdistributed applications that use standard interfaces and the facilities of the OpenBlueprint.
 Application/Workgroup services provide common functions, such as mail, whichare available for use by all applications.
 2 The Open Blueprint descriptive information presented in this chapter is from Introduction to the Open Blueprint: AGuide to Distributed Computing.
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Data access services allow applications and resource managers to interact withvarious types of data.
 Distributed-systems services:
 Communication services provide mechanisms for parts of a distributedapplication or resource manager to talk to each other.
 Object management services provide common object services includingtransparent access to local and remote objects.
 assist the communication between parts of distributed applications and resourcemanagers by providing common functions such as directory and security.
 Network services:
 Common transport semantics support protocol-independent communication indistributed networks. Transport services provide the protocols for transportinginformation from one system to another, such as SNA/APPN*, TCP/IP, OSI,NETBIOS, and IPX**.
 Signalling and control plane provides the ability to establish subnetwork-specificconnections.
 Subnetworking provides functions dealing with specific transmission facilities,such as various kinds of LANs, WANs, channels, asynchronous transfer mode(ATM) and emerging technologies such as wireless.
 Systems management:Provides facilities for a system administrator or automated procedures tomanage the network operating system.
 Local Operating System Services:Operate within the confines of single system in a network. Examples of localservices are managing memory and dispatching work.
 The components defined as part of the Open Blueprint can help you to understand therole and responsibilities that each logical component of an open client/server systemshould perform. One or more products, or your application system if you choose towrite your own component services type of function, should implement the servicesthat are specific to each component in the Open Blueprint. In a client/server system,some of these services are critical, so we review them in detail.
 1.2.2 Critical Services
 When considering the implementation issues related to building client/server systemswe focus on these services that are provided by components of the Open Blueprint:
 Application/Workgroup servicesApplication services provide high-level application- or workgroup-orientedfunctions. They include:
 Transaction MonitorTransaction monitor is an industry term for functions that traditionally havebeen included in IBM ′s transaction processing systems. The TransactionMonitor provides an environment for the development and execution ofapplications, embodied in the transaction programs. The monitor typicallyprovides an application programming interface and support for efficienttransaction execution.
 The transaction monitor supports a large number of users concurrentlysharing access to the transaction programs and the resources they use.Transaction monitors allocate system and application resources
 Chapter 1. Introduction 5
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beforehand, such as address spaces, data, and other facilities. Thepreallocation allows transaction programs to be scheduled efficiently.
 The transaction monitor uses the transaction manager directly, in manycases, to simplify the application programming implementation of thetransaction. A transaction monitor also typically provides some applicationdevelopment and system management support for the transactionprograms. No formal standards have yet been established for thetransaction monitor application programming interfaces.
 The CICS transaction monitor API has been implemented on all major IBMplatforms and on many non-IBM platforms. The IMS transaction monitorAPI has been implemented on a variety of platforms supportingapplications associated with MVS systems. The Encina transaction monitorAPI has been implemented across a range of UNIX platforms.
 Distribution servicesDistribution services make a single-system view of the network possible.
 Naming and directoryThe naming and directory service provides a consistent approach tonaming and keeping track of network resources and their attributes.
 Naming provides the facilities required to refer to such network resourcesas servers, files, disks, applications, and disk queues. The use of aconsistent naming model allows a resource to be accessed by name, evenif a characteristic such as its location is changed.
 The directory service maintains information about the characteristics of aresource, such as its name, network address, and creation date.
 SecurityThe security service protects network resources from unauthorized use byregistering users (both system and human) and their authorization levels,by authenticating users, and by auditing access.
 In earlier centralized systems, the operating system authenticated useridentities and authorized access to resources. Individual workstations in anetwork are not necessarily secure. Therefore, in a distributedenvironment, security operations must be performed by an independent setof services. Security in a distributed environment must support singlesign-on and address such challenges as preventing eavesdropping,impersonation, and forgery.
 The Open Blueprint security service specification lets administratorsregister users and resource managers, provides for the mutualauthentication of clients and servers, and enables resource managers toprovide access to resources only to authorized users. The Open Blueprintsecurity service also defines services for auditing user activity. Theseservices include DCE specifications and incorporate and expand on theKerberos specification from MIT. These security services meet relevantX/Open and POSIX specifications.
 TimeThe time service regulates the date and time across a network. Thetransaction manager coordinates resource recovery across the varioussystems in the network.
 The systems and applications that operate across a distributedenvironment need a consistent time reference to schedule activities (suchas recovery) and determine the sequence and duration of events. Differentcomponents of a distributed application obtain time from clocks on differentcomputers. The distributed time service, based upon DCE, synchronizessystem clocks in a network to provide time services with a limited, butknown degree of accuracy for distributed applications.
 6 VisualAge Generator Client/Server Communications
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Transaction managerIn transaction processing, application processing is divided into units ofwork called transactions. A transaction may involve only a limited numberof interactions with a user at a workstation, but it may involve manyinteractions with many resource managers across the network. Thetransaction manager provides synchronization services so that multipleresource managers can act together to ensure that resources retain theirintegrity. The resources managed separately by each remain consistentaccording to relationships imposed externally, typically by the application.
 The current use of the term transaction manager differs from earlier usage.This new terminology has been adopted to accurately reflect technicalgoals and the functional parts of the Open Blueprint and to correlate withstandard industry terminology.
 Major IBM products such as Customer Information Control System (CICS),Encina**, and Information Management System (IMS*) are combinations ofthe transaction manager, the transaction monitor, and other functions.
 A distinguishing feature of transaction processing is that all the resourcechanges associated with a transaction must be committed before thetransaction is complete. If there is a failure during execution of thetransaction, all of the resource changes must be removed. Resourcesmanaged in this manner are recoverable.
 These services should be implemented as part of a client/server system. If not, theirabsence should be acknowledged so that application design changes can beconsidered, if required. This is not the same as saying that these services should beimplemented by VisualAge Generator.
 The main message we take from the IBM Open Blueprint in the context of this bookabout VisualAge Generator client/server communications implementation is that eachcomponent performs a specialized task and is both providing services to, and usingservices of, other components defined in the architecture.
 Thus VisualAge Generator (a development tool) and the generated VisualAgeGenerator applications do not deliver these types of services themselves but rely onother components in the system that are specifically designed to perform these otherservices.
 What we must assess is the combination of VisualAge Generator applications in anestablished client/server environment based on one of the available VisualAgeGenerator client/server communication options. How well the combined technologiesand components of the Open Blueprint are integrated determines the overall value ofthe solution.
 1.2.3 Integration Objectives
 The guiding integration objectives that should be considered when makingclient/server communication decisions are also identified in the Open Blueprintdocumentation. The following scenarios are key focus areas for integration:
 Single Sign-onLets the user have a single identification within the network. Here, network couldrefer to one business or physical network or to multiple networks. Single sign-onlets users log on with a single password and have access to all the networkfacilities for which they are authorized.
 Network-wide securityProtects network resources and users. It encompasses three basic areas:
 • Data encryption to protect data in the network• Authentication of users and resource managers
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• Resource access control to manage what a particular user can do
 Authentication involves identifying the client and validating the server.
 Network-wide directoryProvides information about resources in a network.
 The directory eliminates the need for product-unique ways to locate resources,and shields users from keeping track of where resources are located.
 Global transparent accessEnables a user to access data or applications in a network or networks withoutconcern for where they reside.
 Each of the client/server communication options supported by VisualAge Generatorsupports the basic services and integration objectives defined in the Open Blueprintas discussed in the next section.
 1.3 VisualAge Generator Communication Services CapabilitiesVisualAge Generator provides several methods of implementing client/server ordistributed computing (see Figure 4).
 Figure 4. VisualAge Generator Client/Server and Distributed Computing Options
 VisualAge Generator′s primary support for client/server systems is based on the useof a remote procedure call (RPC) communication service between the client and theserver. This allows programmers to simply use the CALL statement to call serverapplications and not worry about how the CALL is implemented at run time. VisualAgeGenerator and client/server communication implement the difficult parts ofcross-system client/server RPC support.
 VisualAge Generator applications can also use the conversational and messagequeuing flavors of a communication service, but this support requires more design
 8 VisualAge Generator Client/Server Communications
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and coding work on the part of the application programmer. These options are notdiscussed in this book.
 VisualAge Generator client/server configurations can also be based on the use ofremote database access as provided by DRDA. Although DRDA is not used directly byVisualAge Generator applications but by the Database Management System (DBMS)on behalf of VisualAge Generator applications, we mention it here because from theview of a system architect, DRDA is another valid choice when designing aclient/server application system. The DRDA configuration option is discussed inChapter 5, “Database-Enabled Client/Server” on page 103.
 Several methods are available for the implementation of RPC support when usingVisualAge Generator:
 CICS-based client/server communicationSupports calls to VisualAge Generator servers in CICS runtime environments.
 DCE RPC support (secure and nonsecure)Supports calls to VisualAge Generator servers on Windows NT, OS/2, AIX, andMVS runtime environments.3
 VisualAge Generator middleware client/server communicationSupports calls from workstation platforms to other selected workstation or hostruntime environments.4
 In 1.2, “Positioning VisualAge Generator Client/Server in the Open Blueprint” onpage 3, we identified services that should be provided as part of a client/serversystem. We also identified integration objectives that can be used to guideclient/server communication configuration decisions. In the following sections wereview the support for these services and integration objectives as provided by theavailable VisualAge Generator RPC implementation options. We also consider theissues identified in 1.1, “Project Scope and Objectives” on page 2.
 1.3.1 CICS
 VisualAge Generator has an affinity for CICS. Many VisualAge Generator client/serverand 3270 stand-alone application functions are optimized for the CICS environment.VisualAge Generator applications can be implemented on almost all of the availableflavors of CICS (MVS, VSE, OS/2, and Windows NT).
 Our review of VisualAge Generator client/server systems that use the CICS-basedimplementation of RPC support assumes the use of CICS Client or CICS OS/2 Clientsoftware for client/server communication support. The use of a mixed environmentwhere VisualAge Generator middleware is used to connect to CICS is discussed in1.3.3, “VisualAge Generator Middleware” on page 13.
 3 VisualAge Generator intends to provide support for DCE RPC calls to MVS servers in future updates to VisualAgeGenerator client/server communication support.
 4 The VisualAge Generator middleware support provided with V1.0 was based on technology licensed from anothercompany. This licensed middleware function, packaged as part of VisualAge Generator runtime support products,continues to be available in V2.2 of VisualAge Generator. IBM developed VisualAge Generator middlewareoptions for implementing VisualAge Generator client/server communication RPC support, such as IMS APPC andCA/400, which are also available with V2.2.
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CICS support for the Open Blueprint services, integration objectives, andimplementation issues identified previously are reviewed below:5
 TransactionMonitor
 Excellent . CICS, both a transaction monitor and a transactionmanager, is used by thousands of customers around the world formission-critical application systems. The CICS transaction monitorAPI has been enabled on all major IBM and many non-IBM platforms.
 Naming andDirectory
 Excellent . CICS naming conventions and the ability to refer to namesin one CICS region that are physically implemented in anotherconnected CICS region provides application design flexibility andsupport for distributing the workload required to manage differentresources. (Think in terms of file-owning regions, application-owningregions, and terminal-owning regions.)
 Time Strong in a CICS-based network on a set of hosts or on a set ofworkstations.
 Each CICS region will present time and date based on the localoperating system. CICS-based networks do not coordinate time butthere are methods of achieving this at the operating system level.
 TransactionManager
 Excellent on MVS, VSE, AIX, and Windows NT platforms.
 Strong on OS/2 and Windows NT platforms.6
 CICS is both a transaction manager and a transaction monitor. CICSfully implements the required support for recoverable resourcesacross multiple platforms when a server-based LUW managementdesign is implemented. Not all CICS platforms can provide completeresource management for a client-based LUW design. Because ofthis and, more important, to increase platform portability of yourapplication system and overall systems performance, a server-basedLUW management approach is recommended regardless of the optionchosen for client/server communications.
 5 We have combined the assessment of the Open Blueprint security service support with the single sign-on andnetwork-wide security integration objectives. This discussion point is termed system security.
 6 CICS OS/2 provides full support for recoverable resources when the resource is owned by CICS (files as well asrecoverable transient data queues and temporary storage). When other resources are used, such as a relationaldatabase, CICS OS/2 provides a level of resource commitment coordination but does not fully implement acoordinated resource management environment. (For example, a CICS synch point is processed independently,but in concert with, a DB2/2 commit work.) This means that CICS OS/2 does not implement complete resourcemanagement support for relational databases (such as DB2/2) while CICS/6000 does provide complete resourcemanagement support for IBM and non-IBM relational databases.
 The currently available version of CICS NT is based on the CICS OS/2 product. The next version of CICS NT willbe based on the CICS/6000 product. The resource coordination support for CICS NT will equal that provided bythe CICS/6000 code used as a base.
 VisualAge Generator significantly reduces concern over this issue when a server-based logical unit of work (LUW)management design is used. VisualAge Generator will expand commit and rollback requests as follows:
 EZECOMIT CICS SYNCPOINT and SQL COMMIT WORKEZEROLLB CICS SYNCPOINT CANCEL and SQL ROLLBACK
 7 Depends on the CICS release level. Recent versions of CICS for host platforms support other security managersonly; that is, CICS stopped providing its own security system.
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SystemSecurity
 Excellent in a single system, Strong in a CICS-based network.
 CICS has its own security system as well as support for other securitymanagers.7 These other security managers can be IBM products suchas RACF on the host or UPM on the workstation. Non-IBM productson the host include options such as CA-ACF2 and CA-TOP SECRET.
 VisualAge Generator user authentication support provides options onhow the user ID and password are obtained from the end-user orend-user ′s workstation configuration. A fairly secure option is theVisualAge Generator-provided user exit that uses a dialog to obtainthe user ID and password from the end-user that will be passed to theselected client/server communications option.
 End-user logons to a LAN server resource are not automaticallydetected and used for client/server communication userauthentication and authorization. Doing so would require customizedcode.
 CICS propagates user ID and password details from a CICS Cliententry point to the target CICS region and throughout a CICS-basednetwork.
 CICS OS/2 provides support for using the workstation-based securitymanager User Profile Manager (UPM) as the authentication andauthorization check point. Other configurations allow CICS OS/2 tobypass security checking and let other connected CICS regionsimplement authentication and authorization processing.
 Network-widedirectory
 Strong . CICS can support directory processing by chaining CICSregions together. Definitions in one region can point to other regionswhere the resource may exist (or be redefined to another location).
 Globaltransparentaccess
 Strong . CICS-based servers can be on either local or remoteplatforms. The operating system used to support the CICS targetenvironment is not a major concern when using the service.VisualAge Generator applications can communicate across CICSregion boundaries. ASCII/EBCDIC conversion issues can be fullyautomated by VisualAge Generator and ignored by the applicationprogrammer in most situations. When required, VisualAge Generatorapplication programmers can take control of ASCII/EBCDICconversion processing to implement special requirements.
 Performance Excellent . The fastest configuration available for VisualAge Generatorclient/server system using a CICS target server platform uses aCICS-based client/server communication configuration. That is,connect your clients to CICS servers using CICS Client software if atall possible!
 DCE- and VisualAge Generator middleware-based client/servercommunication options support CICS target server platforms, but eachperforms a bit slower than a CICS Client-enabled configuration. (Theperformance implications of DCE- or VisualAge Generatormiddleware-based client/server communication are reviewed underthose headings.)
 Actual performance depends on network load, message size, targetserver platform, server workload, and client/server communicationconfiguration.
 Chapter 1. Introduction 11
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Administration Strong . Defining a connection between a CICS Client-enabledworkstation and a target CICS OS/2 or CICS NT workstation requiresthat one file be updated (see 3.2.3, “CICS Client” on page 44). CICSClient provides support for the NetBIOS, TCP/IP, and IPX protocolswhen connecting to workstation targets. MVS and VSE connectionsrequire SNA LU6.2 definitions and sessions.
 Cost A Factor . While CICS Client software is an addition to therequirements for an end-user client workstation, we feel the benefitsoutweigh the issue of the additional configuration requirement in thelong term.
 1.3.2 Distributed Computing Environment
 Support for DCE-based client/server communication is new with VisualAge GeneratorV2.2. A choice of DCE for client/server communication support may be partially basedon its merits (as assessed below) and partially on its strategic nature. DCE is viewedas an open, industry-supported, standard method of implementing secure client/serversystems.
 Organizations may decide to put significant emphasis on DCE as part of a networkapplication-support strategy. By providing a DCE-based client/server communicationoption, VisualAge Generator is moving toward a role as a strategic open client/serversystem enablement tool.
 Transactionmonitor
 None when DCE is used to support client/server communication withservers on native OS/2 or AIX platforms. Excellent when DCE is usedto support client/server communication with servers on IMS/DC andCICS MVS platforms.00 VisualAge Generator applications do not obtaintransaction manager services from the DCE environment. Only whenthe application is running in a CICS or IMS/DC runtime environmentdo transaction management services exist.
 Naming anddirectory
 Excellent . The fundamental architecture of DCE enables naming anddirectory services.
 Time Excellent . While applications running on different platforms obtaintime information from the local operating system, DCE configurationsenforce the synchronization of time on multiple connected workstationoperating systems.
 Transactionmanager
 None when DCE is used to support client/server communication withservers on native OS/2 or AIX platforms. Excellent when DCE is usedto support client/server communication with servers on transactionprocessing platforms such as IMS/DC and CICS MVS. VisualAgeGenerator applications do not obtain transaction manager servicesfrom the DCE environment. Only when the application is running on atransaction processing platforms such as CICS or IMS/DC dotransaction management services exist.
 12 VisualAge Generator Client/Server Communications
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Systemsecurity
 Excellent . The method of managing user ID and password data in anetwork used by DCE is very secure. VisualAge Generator supportstwo DCE-based client/server communication options: DCE andDCESECURE. The secure DCE option increases the level of control byensuring that the DCE configuration allows a specific user to access aspecific server (DCE service).
 A DCE cell provides a single point of user definition, authentication,and authorization control. DCE will propagate user ID and passworddetails from a DCE entry point to the target server platforms. Thiswould allow one user ID/password pair to be used for native OS/2 andAIX server access and also the MVS CICS or IMS/DC host serverplatforms also supported by DCE.
 Network-widedirectory
 Excellent .
 A DCE cell provides a single point of server (service) definition andthe mapping to the physical location where the server (service) exists.
 GlobalTransparentAccess
 Excellent .
 All requests for a server (service) that is accessed using DCE-basedclient/server communication support are resolved at a single point.This protects users from having to know if or when changes takeplace in how servers (services) have been distributed in the network.
 Performance Excellent . While there is some overhead in a DCE-based client/servercommunication environment because of the directory lookupassociated with the first CALL to a server on a given target platform,subsequent calls know where the servers are located and no lookupis required. (See 4.2, “DCE Client/Server Scenarios” on page 56 fordetails.)
 Actual performance will depend on network load, message size,target server platform, server workload, and client/servercommunication configuration.
 Administration Strong . A DCE-based client/server communication environment canbe configured from a single location.
 Cost A Factor . While DCE Client software is an addition to therequirements for an end-user client workstation, we feel the benefitsoutweigh the issue of the additional configuration requirement in thelong term. A DCE cell (directory) configuration is also required. Thissoftware is typically more expensive. However, a DCE cell can beconfigured on one of many different operating system platforms andcan be used across a network of different workstation types.
 1.3.3 VisualAge Generator Middleware
 VisualAge Generator has provided a proprietary middleware solution for client/servercommunication since the first release of the product. The other options (pure CICS-and DCE-based client/server communication) have been added since the first release.
 The VisualAge Generator middleware option is initially attractive because it isincluded as part of the VisualAge Generator runtime installation. But the VisualAgeGenerator middleware option also has a reputation for being difficult to configure,slow, and not fully reliable in some situations. (You could say you get what you payfor in this situation.)
 Chapter 1. Introduction 13
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Many configurations are supported by VisualAge Generator middleware functions.(These are reviewed in detail in Implementing VisualAge Generator Client/ServerCommunication, GG24-4235.) Some of the available options, such as LU2 support, areextremely valuable when a client workstation does not have a LAN connection (tokenring or Ethernet) to the enterprise network.
 Other options, such as using TCP/IP to connect clients with servers running on OS/2and AIX are attractive because no additional software is required, keeping costs down,but the configuration lacks support for the services and integration objectivesidentified earlier.8
 Using VisualAge Generator middleware to connect with CICS targets, given that agateway configuration that requires two hops to satisfy the server request ismandatory, is not viewed as a reasonable option when compared with theperformance and relative ease of configuration of a CICS-based client/servercommunication solution.
 Transactionmonitor
 None when used to connect with native OS/2 or AIX applications.
 Excellent when used to connect with IMS/DC.9
 Average when used in a gateway (two-hop) configuration with CICS asthe target server platform.
 Naming anddirectory
 Average . VisualAge Generator middleware configurations can useeither a linkage table or both a linkage table and an RTABLE as partof a client/server communication configuration to control the mappingof server request to physical location. Linkage tables are requiredwith other client/server communication options but they can beone-line entries that basically say “go ask CICS” or “go ask DCE”
 where the server is located.
 Time Average . Applications running on different platforms obtain timeinformation from the local operating system. Methods exist tosynchronize time on multiple, connected, workstation operatingsystems. Designs that solicit time from a server on a trusted platformare recommended when time (date) information is critical.
 Transactionmanager
 None when used to connect with native OS/2 or AIX applications.
 Excellent when used to connect with IMS/DC.
 Average when used in a gateway (two-hop) configuration with CICS asthe target server platform.
 8 The VisualAge Generator development lab may provide middleware support for TCP/IP client/servercommunication processing between selected client and server platforms in the future. Customer requests for thisconnection option are being evaluated. The services provided may not equal those provided by the CICS- orDCE-based client/server communication options.
 9 VisualAge Generator VisualAge Generator middleware support for the IMS/DC target is not as closed as otherVisualAge Generator middleware options. See ′Appendix E. VisualAge PowerServer APIs ′ in the DevelopingVisualAge Generator Client/Server Applications product manual.
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Systemsecurity
 Excellent to Limited . Depends on target platform and configuration.
 VisualAge Generator middleware provides options for local exits toperform user authentication and authorization. Gateway functions willpropagate the user ID and password provided at the client through tothe next hop on the call to a server.
 Local control of user ID authentication and authorization is required.It is possible to use the exits to link VisualAge Generator middlewarewith other security managers such as UPM or to just pass the user IDand password to the target runtime platform for actual authorizationprocessing.
 Network-widedirectory
 Strong to Limited . Depends on target platform and configuration.
 The directory is implemented as part of the client/servercommunication configuration defined in the linkage table and, if used,the RTABLE.
 Globaltransparentaccess
 Strong to Limited . Depends on target platform and configuration.
 As with the directory, access is via the client/server communicationconfiguration defined in the linkage table and, if used, the RTABLE.
 Performance Strong to Limited . Depends on target platform and configuration.
 When the target platform is CICS, there is a penalty for using theVisualAge Generator middleware client/server communication option.The mandatory gateway configuration when targeting a workstationCICS environment adds a second hop (call propagation) to the serverrequest.
 Actual performance will depend on network load, message size,target server platform, server workload, and client/servercommunication configuration.
 Administration Limited . VisualAge Generator middleware configurations are moredifficult. The use of a linkage table and one or more RTABLEs andDNA.INI control files makes the whole process of configuring aworking client/server system more difficult.
 Cost A Factor . VisualAge Generator middleware support is provided aspart of the runtime environment for VisualAge Generator applications.The only problem with using VisualAge Generator middleware is thatfor all configurations, except those with IMS/DC and OS/400 targets,the middleware cannot be reused by non-VisualAge Generatorapplications.
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1.3.4 Summary
 Table 1. Summary of VisualAge Generator Client/Server Communication Support for Open BlueprintIntegration Objectives
 Objective CICS DCEVisualAge Generator
 Middleware
 Transactionmonitor
 Excellent
 Excellent with MVS CICS orIMS/DC server targets.
 None when used withworkstation server targets.
 Strong with MVS CICS orIMS/DC server targets.
 None when used withworkstation server targets.
 Naming anddirectory
 Excellent Excellent Basic
 Time Strong Excellent Strong
 Transactionmanager
 Excellent
 Excellent with MVS CICS orIMS/DC server targets.
 None when used withworkstation server targets.
 Strong with MVS CICS orIMS/DC server targets
 None when used withworkstation server targets.
 Systemsecurity
 Excellent to Strong
 Strong with MVS CICS orIMS/DC server targets.
 Excellent when used withworkstation server targets.
 Basic
 Network-widedirectory
 Strong Excellent Basic
 Globaltransparent
 accessStrong Excellent Basic
 Performance Excellent Excellent Strong to Limited
 Administration Excellent Strong Strong to Limited
 Cost A factor A factorNot a factor (provided by
 VisualAge Generator)
 1.4 Implementing Client/Server Systems with VisualAgeGenerator
 The process of selecting from the list of available protocols and configurations can bedifficult. This book attempts to guide you through the complexities.
 There are numerous implementation and configuration options for client/servercommunication, and you must understand these options and make decisions aboutthem early in the development cycle. Selecting a client/server configuration requiresthat application designers or architects and VisualAge Generator programmersunderstand the functional and operational attributes of each possible configuration.
 In making decisions about the design and implementation of a VisualAge Generatorclient/server application system, ask the following questions:
 • What are the protocol options for VisualAge Generator client/servercommunication?
 • Which option best fits my needs and current systems environment?
 • Which LUW management options are available in each client/servercommunication configuration?
 16 VisualAge Generator Client/Server Communications
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• If data conversion is required, how will it be managed?
 • Can I change my client/server implementation choice without affecting the overallfunction of the VisualAge Generator client/server application system?
 • Will testing VisualAge Generator client/server applications using the VisualAgeGenerator Developer Interactive Test Facility (ITF) provide a true simulation of theoperation of the application in the target runtime environment?
 In the rest of this book, we review the available VisualAge Generator client/serverconfiguration options.
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Chapter 2. Testing Applications with VisualAgeGenerator Developer ITF
 One of the powerful aspects of VisualAge Generator is the fact that you can test thesource code of your application independent of the runtime environment by using theITF. Database identification and access is controlled by the ITF.
 In an ITF environment, both GUI and server applications run in a fully interpretedmode; that is, testing using ITF simulates the runtime environment.10 Of course,because the entire application (clients and servers) are interpreted during testing inITF, processing is slower than it would be during runtime.
 The ITF can also be configured to call executable versions of called applications (ornon-VisualAge Generator programs) instead of continuing to interpret, in test mode,the called application.11
 Using executable versions of called applications can affect database identification andaccess as well as LUW management.
 VisualAge Generator Developer ITF processing is enhanced with V2.2 to providesupport for calling generated applications while still running some code from themember specification library (MSL) while both the executable and the MSL versionsaccess the database. Commit-point processing is coordinated between ITF and theruntime environment.
 Please consult the appropriate VisualAge Generator documentation for additionaldetails.
 This chapter discusses how calling generated applications is implemented by the ITFand the implications for database identification and access authorization.
 2.1 Calling Generated ApplicationsWhen a call statement is detected during ITF source code testing, the call to a calledbatch application (server) can be processed such that it is either:
 1. Executed in interpretive mode using the server code in the MSL
 2. Implemented with a call to a generated local or remote application
 10 The goal of the ITF is to provide an exact simulation of the actual runtime environment. This goal is met in mostsituations. Differences can occur when there are inconsistencies in the client/server configuration, LUWmanagement control techniques, and environment variable settings. If you think ITF is not simulating the runtimebehavior of your application, use your product support process to tell the IBM VisualAge Generator developmentlab, which wants to know about and, if possible, correct the inconsistency.
 11 Search on the text string “Calling external programs” in the VisualAge Generator Developer help facility for moreguidance on using linkage tables with the ITF.
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The VisualAge Generator linkage table is used to tell the ITF to directly call generatedserver applications in the server runtime environment. The active linkage table, if oneis defined in the ITF general preferences profile, is searched for a :CALLLINK entrythat matches the called application (or non-VisualAge Generator program) name. Theuse of executable code will occur if a :CALLLINK linkage table entry is found for theapplication or program that is being called. If a match is not found in the linkage tablereferenced in the ITF general preferences profile, then testing will continue using thecalled application source found in the active MSL.
 2.1.1 Runtime Processing of Remote Calls
 When the ITF calls a generated application the processing is very similar to whathappens when a generated GUI client application calls a server. When a generatedGUI client application calls a remote server application:
 • An accessible linkage table file indicates how the call should be implemented.
 • The client/server communication configuration required to call the serverapplications should also be enabled.
 The active linkage table at runtime is the first linkage table found of either:
 1. The linkage table identified during generation, minus the path information (Thelinkage table is searched for in the current directory and then in the DPATH.)
 2. The linkage table referenced by the active setting of the CSOLINKTBLenvironment variable (If path information is not provided, the current directory issearched. DPATH is not searched.)
 2.1.2 ITF Processing of External Calls
 Linkage table processing for an ITF call differs slightly from that used during runtime.ITF uses the existence of the application in the linkage table identified in the ITFgeneral preferences profile to determine whether a call is to be implemented usinginterpreted source code or a generated application, and if a generated application,whether the call will be a local or a remote call. Two methods are defined as part ofthe LINKTYPE option in the matching linkage table entry for how the application (orprogram) is called in executable form by the ITF:
 LINKTYPE=oslinkA local call to an executable running on the same platform as theVisualAge Generator Developer (OS/2) is issued. The called application orprogram is located using the LIBPATH settings for the operating system.
 LINKTYPE=remoteA remote call that is resolved using VisualAge Generator client/servercommunication support. Standard client/server communication processinglogic is used. This begins with a second review of the active linkage table.Client/server communication call processing logic rereads the activelinkage table. At this stage the active linkage table is the first found of:
 1. A linkage table with the same name as that referenced in the ITFgeneral preferences profile (The drive and directory information is notused to locate the linkage table. Client/server communicationprocessing searches for the linkage table in the current directory andthen in the OS/2 DPATH configuration setting.)
 2. The linkage table referenced by the active setting of the CSOLINKTBLenvironment variable (If path information is not provided, the currentdirectory is searched. DPATH is not searched.)
 20 VisualAge Generator Client/Server Communications
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Note: This processing neither guarantees nor requires that the linkage table identifiedin the ITF general preferences profile is that referenced by the CSOLINKTBLenvironment setting.
 2.2 Database Identification and AuthorizationThe methods and options for database identification and authorization processing areaffected by several factors:
 • Use of ITF interpreted logic• Database environment variables• Use of calls to generated applications• Client/server communication environment variables
 Database identification controls the name of the database to be used when SQLstatements are issued in an application running in a workstation environment.
 Database authorization determines whether the application and the user are allowedto access the tables in the target database and what qualifier is to be used forunqualified table names.
 2.2.1 ITF Database Identification
 The ITF uses the VisualAge Generator Developer database profile settings to identifythe active database and other relevant database control information.
 When the application is run from the MSL, any database access is based on the DB2/2configuration on the developer′s workstation. Access might be restricted to localDB2/2 databases, or, by using distributed database support, to a database on anotherworkstation or host platform.
 To identify a database to be used during the test session when no explicit databaseconnects have been coded in the application, indicate the database name in theVisualAge Generator Developer profile. Select Profile and then Databasepreferences... to change the name of the database used.
 To issue SQL statements the VisualAge Generator Developer must be bound to thetarget database. The first time the database is accessed through ITF or otherVisualAge Generator Developer SQL activity (such as SQL Record definition),VisualAge Generator binds the eze2db2.bnd package to the database.
 In addition to allowing VisualAge Generator Developer and the ITF to interact with thedatabase, the bind also determines the format in which date and time values arereturned to VisualAge Generator. If the format is incorrect, you can manually bind thepackage to the database using the correct date/time format parameter:
 db2 bind eze2db2.bnd datetime XXX
 The XXX indicates the datetime format to be used. See the DB2 documentationappropriate for your DB2 database system for more information about binding apackage to the database.
 Chapter 2. Testing Applications with VisualAge Generator Developer ITF 21
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2.2.2 ITF Database Authorization
 When ITF interprets application logic all SQL activity is dynamic. If database tablesare not explicitly qualified, the user profile manager (UPM) node logon ID (for aremote database) or the UPM local logon ID is used to determine access authority andas the table qualifier for unqualified tables. The UPM node logon ID defaults to locallogon ID if a node logon was not explicitly performed. See 5.2.1.3, “Identifying theDatabase Authorization ID” on page 107 for a detailed discussion of UPM processing.
 If you are going to access a remote DB2/MVS database, you can identify the ID to beused to qualify table names in the VisualAge Generator Developer databasepreferences profile.
 The use of the CSOUEXIT environment variable (see 2.2.4, “Runtime DatabaseAuthorization” on page 23) can override the UPM value if the ITF is used to callgenerated applications. When a generated application is called, the runtimeconfiguration is used to control processing. If the CSOUEXIT environment variable isset for runtime processing, this can impact subsequent VisualAge GeneratorDeveloper and ITF database authorization. The user ID and password obtained fromthe CSOUEXIT identified authentication routine will be used for all subsequent SQLprocessing by VisualAge Generator Developer and the ITF.12
 CSOUEXIT authentication is used for both database access and remote call security(such as a call using the CICS Client ECI) so you may have to coordinate userID/password values across multiple platforms when you mix ITF SQL access and callsto local and remote generated applications.
 2.2.3 Runtime Database Identification
 If you call a generated version of an application from the ITF, you may use a differentdatabase than you would if the MSL source was interpreted. This is because thedatabase used by the generated application is identified by an environment variablewhile ITF interpreted logic accesses the database identified in the VisualAgeGenerator Developer database preferences profile (which defaults to the EZERSQLDBenvironment variable if a value is not provided).
 When ITF calls a generated application, database access is based on the physicallocation (workstation or host) of the called application (or program) and the databaseconfigured for the target runtime platform.
 The database that is used during runtime execution of the application on a workstationis determined by one of the following environment variables (when no explicitdatabase connects have been coded in the application):
 • FCWDBNAME_appl• ELARTRDB_tttt• EZERSQLDB• DB2DBDFT
 See 5.2.1.4, “Identifying the DB2 Database” on page 108 for a detailed discussion onthe use of these environment variables. The setting of the appropriate environmentvariable can be changed before you start the application or call the application fromthe ITF. You may need to start the VisualAge Generator Developer environment froman OS/2 command line if you want to customize any database or client/servercommunication environment variable settings.
 12 Note that this processing may change if Fixpaks are applied to VisualAge Generator.
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Note: Environment variable changes made in a command session (OS/2 window) arelocal. Global settings must be made in the CONFIG.SYS file.
 Other environment variables can affect database selection for VisualAge Generatorapplications. Please review Running VisualAge Generator Applications on OS/2, AIX,and Windows for additional guidance.
 2.2.4 Runtime Database Authorization
 Database authorization processing is impacted by the client/server communicationconfiguration and target runtime environment.
 Local calls can use UPM or CSOUEXIT processing to obtain the authorization ID usedfor database access.
 Remote calls to CICS targets will use CSOUEXIT processing to obtain the user ID andpassword used for the CICS ECI interface. The user ID identified in the ECI call is notalways used for database authorization. Processing depends on the target CICSplatform and configuration.
 If you have used the CSOUEXIT environment variable to configure client/servercommunication control for user authentication, you can impact the databaseauthorization ID used by ITF after a local or remote generated application has beencalled.
 Chapter 2. Testing Applications with VisualAge Generator Developer ITF 23
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Chapter 3. CICS-Based Client/ServerVisualAge Generator provides very good support for CICS-based client/servercommunication. VisualAge Generator server applications can be generated for mostof the available CICS platforms. Multiple approaches (two-, three-, and N-tier) toclient/server system configuration are available.
 In many situations CICS is the best choice for implementing client/server applicationsystems. CICS provides an unprecedented spectrum of possibilities:
 • Synchronous and asynchronous communication services• Support for a broad range of protocols• Distributed data• Distributed unit of work• Multiple LUW management options• Support for external security managers• Security management in an N-tier environment• Transaction management and monitoring• Good performance in a multiuser transaction environment• Stability of the operating environment• Homogeneous environment on all CICS platforms.
 It is very important in the complicated world of client/server that application systemsare implemented in an environment that is as homogeneous as possible. CICSprovides almost all of the services that are crucial to a reliable and stableclient/server system.
 3.1 CICS ConfigurationThe available CICS configuration options and protocol choices available are reviewedin this section.
 3.1.1 Options
 VisualAge Generator supports multiple configuration options in a CICS-basedclient/server communication environment (see Figure 5 on page 26).
 Copyright IBM Corp. 1997 25
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Figure 5. CICS Client/Server Configurations
 CICS Clients can provide direct access to CICS servers for two-tier configurations,such as when a GUI client is directly connected to a CICS server. This two-tierapproach often provides the best available performance. For a detailed description ofCICS Client configurations, see CICS Clients Unmasked.
 CICS is also ideal for N-tier architectures. This type of configuration allows remoteprocedure calls (RPCs) to be satisfied at the first CICS platform or to be passed on toanother connected CICS platform. Applications can execute on the first server (actingas an application server) or pass through the server (acting as a gateway) to anotherCICS server by using Distributed Program Link (DPL) support.
 Figure 5 shows both two-tier and N-tier configuration options for client calls to serverresources.
 Notice that ITF is capable of acting as a client in VisualAge Generator client/servercommunication environments. This allows application calls being tested in ITF to beimplemented using the actual executable in the actual target runtime environment.ITF uses the same client/server communication as a GUI client application.
 3.1.2 Protocol Choices
 Table 2 on page 27 shows the protocol options supported in CICS-based client/servercommunication configurations.
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Table 2. DCE-Based Client/Server Communication Protocol Options
 PlatformMVS CICS Host
 ServicesVSE CICS Host
 Services
 AIX CICS/6000Workgroup
 Services
 CICS OS/2Workgroup
 Services
 CICS/NTWorkgroup
 Services
 OS/2 CICSClient
 LU 6.2 LU 6.2 LU 6.2 TCP/IPLU 6.2 TCP/IPIPX NetBIOS
 TCP/IP IPXNetBIOS
 TwoTierWindows CICS
 Client(3.1, 95, NT)
 LU 6.2 LU 6.2 LU 6.2 TCP/IPLU 6.2 TCP/IPIPX NetBIOS
 TCP/IP IPXNetBIOS
 AIX CICS/6000Workgroup
 ServicesLU 6.2 LU 6.2 LU 6.2 TCP/IP LU 6.2 TCP/IP LU 6.2 TCP/IP
 ThreeTier
 CICS OS/2Workgroup
 ServicesLU 6.2 LU 6.2 LU 6.2 TCP/IP
 LU 6.2 TCP/IPIPX NetBIOS
 LU 6.2 TCP/IPIPX NetBIOS
 CICS/NTWorkgroup
 ServicesLU 6.2 LU 6.2 LU 6.2 TCP/IP
 LU 6.2 TCP/IPIPX NetBIOS
 LU 6.2 TCP/IPIPX NetBIOS
 Protocol options between CICS Client and server platforms provide two-tier support.Connections between CICS server platforms provide N-tier support.
 3.1.3 Processing Flow
 Figure 6 shows the basic processing flow for a CICS-based client/servercommunication configuration.
 Figure 6. CICS Client/Server Communication Processing Flow
 The VisualAge Generator client uses the environment variable CSOLINKTBL to identifythe linkage table that will be used to determine how the remote call will beimplemented.
 The LOCATION parameter is used to identify the CICS server that will receive theapplication request. (This CICS server platform could pass the request on to anotherCICS server using DPL support.)
 Chapter 3. CICS-Based Client/Server 27

Page 42
                        
                        

The SERVERID parameter identifies the transaction ID to execute on the CICS server.If none is provided, the default transaction CPMI is used. The choice of a transactionID can affect security processing as performed by the CICS server. On hostenvironments the transaction ID chosen can affect the database connection andauthorization that may be required during the execution of the server application. Youmay need to identify a transaction ID that is also defined in the CICS resource controltable (RCT) so that the appropriate DB2 plan is used for server processing.
 User ID and password information is obtained, based on the active VisualAgeGenerator client/server communication configuration, and is packaged as part of thecall to the identified CICS server platform. The method of obtaining the user ID andpassword information will depend on the setting of the CSOUEXIT environmentvariable, the version of CICS Client software, and the target CICS server platform.
 CICS Client processing uses the CICSCLI.INI file to find information about how theremote procedure call to the requested CICS server will be implemented. Protocoland destination options are identified in the CICSCLI.INI file.
 Finally, control is passed from the CICS Client to the CICS server via the ECI interface.
 On the server side, CICS authorization is performed as required in the CICS serverconnection configuration. This can be based on the transaction ID associated with theserver request. The transaction-invoked CPMI (or user-defined if a SERVERID value isspecified in the linkage table) executes the DFHMIRS CICS-supplied catcher programwhich, in turn, starts the called application specified in the APPLNAME parameter ofthe active linkage table entry used for this call.
 The LUW can be committed either at the server or by the client, which depends on theapplication design and the linkage table entry being used.
 3.2 CICS Client/Server ScenariosVisualAge Generator client applications, be they GUI or text clients, can accessservers on one or more CICS server platforms. The supported CICS server platformsare these:
 • CICS OS/2• CICS NT• CICS/6000• MVS CICS• VSE CICS
 VisualAge Generator client applications can access CICS servers using CICS Clientsupport from these client platforms:
 • OS/2• Windows NT• Windows 95• Windows 3.11
 In this section, we discuss the configuration of:
 • VisualAge Generator Workgroup Services on the three workstation CICS platforms(OS/2, Windows NT, and AIX)
 • VisualAge Generator client applications that use CICS Client support forclient/server communication.
 Figure 7 on page 29 shows this configuration.
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Figure 7. CICS Configuration Implemented during Residency Project
 Configuring CICS servers can be a complex task, depending on the target operatingsystem. However, configuring CICS-based client/server communication support forVisualAge Generator clients is very easy using the CICS Client software.
 This is one of the reasons we recommend the use of CICS-based client/servercommunication support (as opposed to VisualAge Generator middleware options forCICS targets).
 3.2.1 CICS OS/2 Server
 The CICS OS/2 server workstation we set up provided support for:
 • CICS OS/2 transaction execution• Generation of VisualAge Generator GUI client and server applications• COBOL compilation• C+ + compilation• Local DB2/2 database access• CICS Client connections.
 We wanted to support CICS Client connections to this server platform using bothNetBIOS and TCP/IP options. The output of generation activity was shared with otherworkstations in our configuration using LAN Server. Generation processing isdiscussed in Appendix A, “Sample Applications” on page 163.
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3.2.1.1 Software
 The primary software installed on our CICS OS/2 server platform is listed in Table 3
 The installation of each of the products shown in Table 3 automatically updates theOS/2 CONFIG.SYS as required for basic product operation. Any additional updates toCONFIG.SYS that we made are identified in 3.2.1.2, “Configuration and Customization.”
 Table 3. Primary Software Installed on CICS OS/2 Server WorkstationOS/2 WARP Connect with WIN-OS2Version 3.00 Component ID 562267200Current CSD level: IPU8000Prior CSD level: IPU8000
 IBM OS/2 LAN Requester WIN-OS2Version 4.00 Component ID 562246101Current CSD level: IP08000Prior CSD level: IP08000
 IBM TCP/IP Version 3.0 for OS/2Version 3.00 Component ID 562281300Current CSD level: UN00001Prior CSD level: UN00001
 IBM CICS for OS/2Version 3.00 Component ID 33H206100Current CSD level: UN00000Prior CSD level: UN00000
 IBM VisualAge for COBOL for OS/2Version 1.10.1 Component ID 562279300Current CSD level: IWZ1101 (1)Prior CSD level: IWZ1100
 VisualAge C++ CompilerVersion 3.00 Component ID 562201703Current CSD level: CTC300Prior CSD level: CTC300
 IBM DB2 for OS/2 Single-UserVersion 2.10 Component ID 562204401Type 32-bitCurrent CSD level: WR08000Prior CSD level: WR08000
 IBM OS/2 User Profile Management - ExtendedVersion 4.00 Component ID 562246105Current CSD level: IP08000Prior CSD level: IP08000
 IBM VisualAge Generator Developer for OS/2Version 2.02.00 Component ID 562258000Current CSD level: 0000001 (2)Prior CSD level: 0000001
 IBM VisualAge Generator Workgroup ServicesVersion 2.02.00 Component ID 562258500Current CSD level: 0000001 (2)Prior CSD level: 0000001
 Note:
 1. We had to apply service, termed CSD1, to IBM VisualAge COBOL before it would workfor VisualAge Generator application preparation.
 2. We installed the Refresh versions of VisualAge Generator Developer and WorkgroupServices. This would be equal to the generally available (GA) version of VisualAgeGenerator V2.2 with FixPak 1 applied. We highly recommend that you start with atleast this level of V2.2.
 3.2.1.2 Configuration and Customization
 To finish setting up our CICS OS/2 server workstation, we completed the followingtasks:
 • CICS OS/2 customization
 • VisualAge Generator Workgroup Services CICS configuration
 • Sample application generation and preparation
 • CICS OS/2 transaction definition.
 These tasks are reviewed in detail below. You should review the appropriate chaptersin Installing VisualAge Generator Workgroup Services before beginning this activity.
 CICS OS/2 Customization: We performed the following tasks to implement acustomized CICS OS/2 environment for our sample application servers.
 1. Start CICS OS/2 to begin customization.
 2. Define a private CICS OS/2 System Initialization Table (SIT).
 Changes to CICS OS/2 should be made using a private SIT and not that shippedwith CICS OS/2.
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Note: We highly recommend that you make all changes to SIT values using yourown SIT entry. If you make a mistake and damage the SIT, you can start CICSOS/2 using the CICSGRP environment variable to load only the default SITprovided by CICS OS/2. This will allow you to modify your damaged SIT andrecover.
 Use the CICS OS/2 CEDA transaction to edit the default SIT. Choose the option toadd a new SIT and enter custom values for group name and description. Thesevalues are entered on page 1 of the SIT entry, as shown in Figure 8 on page 32.We chose a SIT name of VGWGSSIT. (All three SIT definition pages are shown inFigures 8 through 10.)
 3. Define a unique CICS OS/2 system name and application ID.
 Each CICS OS/2 region should have a name and application ID other than thedefault (CICS and CICSOS2) as they exist after the initial installation. We chosethe name of CWGS and the application ID of CICSWGS2. This is defined on pagetwo of the SIT, as shown in Figure 9 on page 32.
 4. Define protocols supported for CICS Client access.
 The CICS OS/2 SIT controls which protocols are supported for CICS Client accessand how many connections can be active for each protocol. The number ofconnections is enforced for NetBIOS, but this number does not seem to beenforced for TCP/IP connections.
 NetBIOS connection support seems to allocate the memory required for eachpossible session during CICS OS/2 startup. (There is a delay in the CICS OS/2monitor window when the FAA5570I NetBIOS Listener starting for CICSWGS2 onadapter 0 message is displayed.) protocols supported for CICS Client access.
 TCP/IP support seems to dynamically add the memory required for eachconnection. This suggests that you consider using only TCP/IP connections if youhave the option and are concerned about memory use on the CICS OS/2 serverplatform.
 We want to support both NetBIOS and TCP/IP for client connections. We defined aNetBIOS listener adapter of 0, which means the first token ring card in the system,and support for three NetBIOS system connections. For TCP/IP, we defined a hostname of *, which means the active TCP/IP host name, a port designation of 1435,and support for three TCP/IP system connections. Our CICS OS/2 server hostname is ITSCSRV1. These definitions are also on page 2 of the SIT as shown inFigure 9 on page 32.
 5. Enable UPM-based security.
 We chose to use UPM as the security manager for our CICS OS/2 server. Threesecurity manager options are available with CICS OS/2:
 UPM OS/2 User Profile Manager. UPM delivered with CM/2, DB2/2, andupgraded if LAN Requestor or LAN Server is installed.
 SNT Sign-on Table. CICS security scheme.
 NONE Private security. Do not choose this option unless you have a workingsecurity exit configured for CICS OS/2 . The choice of NONE does notmean no security, it means that CICS OS/2 will ask your configuredCICS security exit (FAAEXP07) to make access decisions. If you do nothave a security exit configured after you have selected the NONEoption and shut down CICS OS/2, you cannot start CICS OS/2 againuntil:
 • A working security exit exists.• An alternative SIT is used to start CICS OS/2.
 The SIT entry selecting UPM as the security manager is shown in Figure 10 onpage 33.
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6. Shut down CICS OS/2 with the CQIT transaction or by closing the CICS OS/2monitor window.
 � � FAASIT2 System Initialization Table-1 More : +
 Group Name. . . . . . . . . . . . : VGWGSSITDescription . . . . . . . . . . . : CICS OS/2 SIT FOR VG/WGS2
 System Sizes
 CWA size. . . . . . . . . . . . . : 0Maximum TWA size. . . . . . . . . : 1024Trace table size. . . . . . . . . : 500
 Task Control
 Maximum number of tasks . . . . . : 6 (1-99)Minimum free tasks. . . . . . . . : 2 (0-99)Task Classes. . . . . . . . . . . . 1 2 3 4 5 6 7 8 9 10Maximum tasks in Class. . . . . . : 1 1 1 1 1 1 1 1 1 1 (0-99)Default Process Priority. . . . . : 86 (0-255)CICS System Priority. . . . . . . : 0 (0-255)� �
 Figure 8. CICS OS/2 SIT—Page 1. The values for group name and description were definedas part of CICS OS/2 customization. The maximum transaction work area (TWA) size wasaltered as part of the tasks defined for VisualAge Generator Workgroup Services CICSconfiguration.
 � � FAASIT3 System Initialization Table-2 More : - +
 Group Name. . . . . . . . . . . . : VGWGSSIT
 System CommunicationsLocal System ID . . . . . . . . . : CWGSLocal System Appl ID. . . . . . . : CICSWGS2Default Remote System ID. . . . . :
 NetBIOS SupportNetBIOS Listener Adapter. . . . . : 0 (0, 1 or B)Maximum NetBIOS Systems . . . . . : 3 (0-254)
 TCP/IP SupportTCP/IP Local Host Name. . . . . . : *TCP/IP Local Host Port. . . . . . : 1435 (* or 1-65535)Maximum TCP/IP Systems. . . . . . : 10 (0-999)
 PNA SupportLoad PNA Support. . . . . . . . . : N (Y or N)PNA Model Terminal. . . . . . . . :
 � �
 Figure 9. CICS OS/2 SIT—Page 2
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� � FAASIT4 System Initialization Table-3 More : -
 Group Name. . . . . . . . . . . . : VGWGSSIT
 Security
 Security Manager. . . . . . . . . : UPM (SNT, UPM or NONE)
 Miscellaneous
 Initial Transaction ID. . . . . . : CLOGDump on Abend . . . . . . . . . . : N (Y or N)Date Format . . . . . . . . . . . : MMDDYY (ddmmyy,mmddyy,yymmdd)External File Manager Name. . . . :User Conversion Table . . . . . . :EBCDIC code page. . . . . . . . . : 00037 (0-65535)
 � �
 Figure 10. CICS OS/2 SIT—Page 3
 VisualAge Generator Workgroup Services CICS Configuration: This activity integratesVisualAge Generator Workgroup Services with CICS and sets up the control files thatsupport preparation processing and starting CICS OS/2 with Workgroup Servicessupport. Refer to the appropriate topics in Installing VisualAge Generator WorkgroupServices before beginning this activity.
 1. Customize Workgroup Services ELAENV.CMD (environment setup command file)
 The ELAENV.CMD is called as part of the ELARUNC.CMD that starts CICS OS/2with Workgroup Services support. ELAENV.CMD is also called as part ofVisualAge Generator preparation processing for applications that will run in aCICS OS/2 environment.
 Note: If you review the internals of the ELAENV.CMD you will see that it has logicwhich prevents it from running twice (see Figure 11).
 /*---------------------------------------------------------------------*//* Determine if this program has already been run in this environment. *//*---------------------------------------------------------------------*/if GetValue(execname||′ _RUN′ ) = ′ ′ then
 do
 ...′&WGS ELAENV Logic′
 ...end /* end-if this program has not been run */
 exit
 Figure 11. Control Logic in ELAENV.CMD to Limit to One Pass Execution
 If you are not aware of the bypass logic in the ELAENV.CMD and change thecommand settings to correct problems discovered during preparation, you maynot realize why your changes do not seem to take effect. You need to open a newOS/2 window or reset the ELAENV_RUN environment variable to nulls so that thelogic of ELAENV.CMD does not immediately force an exit.
 We made the following changes to the settings in the ELAENV.CMD that controlwhere products are installed and which COBOL product (IBM or Micro Focus) weare using in our environment (see Figure 12 on page 34).
 Chapter 3. CICS-Based Client/Server 33

Page 48
                        
                        

os2_install_drive = ′ C:′ela_install_drive = ′ D:′cics_install_drive = ′ D:′cobol_install_drive = ′ D:′
 ela_install_dir = ′ \VGWGS2′cics_install_dir = ′ \CICS300′cobol_install_dir = ′ \IBMCOBOL′
 default_ezernls = ′ ENU′default_database = ′ SAMPLE′
 ela_bit_mode = ′ 3 2 ′ela_cics_group = ′ VGWGS′
 cics_version = ′ 3 . 0 ′
 call_cicsenv = 1
 user_work = ′ E:\VGCS\GENOUT\OS2CICS′
 cobol_type = ′ IBM′
 Figure 12. Control Settings in ELAENV.CMD
 2. Change the LIBPATH settings in CONFIG.SYS for IBM COBOL.
 Because we have chosen to use IBM COBOL, we will be running generatedVisualAge Generator applications in 32-bit mode in CICS OS/2. During theinstallation of VisualAge Generator Workgroup Services, there is no way todetermine which COBOL runtime environment, Micro Focus COBOL (16-bit) orIBM COBOL (32-bit) that you will use at runtime.
 You need to ensure that D:\VGWGS2\LIB\32 and not D:\VGWGS2\lib\16. is in thesettings for LIBPATH.
 If you do not correct the CONFIG.SYS LIBPATH setting, you will get the followingCICS error when you use VisualAge Generator programs:
 FAA5513E Process ′ id′ terminated abnormally, RC = ′ rc′
 3. Customize Workgroup Services ELARUNC.CMD.
 You can customize settings in the ELARUNC.CMD file to have a VisualAgeGenerator communications gateway (used by VisualAge Generator middlewaresupport) started as part of the starting CICS OS/2. You can also have the MicroFocus CICS OS/2 option called instead of calling CICS OS/2 directly.
 We did not make either of these optional choices, so these control settingsremained unchanged.
 We did ask that CICS OS/2 be started with a cold start to ensure that any previousabends were cleaned up completely (we were testing quite a bit of code). Thiswas done by modifying the parameters passed to the ELARUNC.CMD file atinvocation. We added /C as a parameter in the Start CICS OS/2 with IBMVisualAge Generator Support program icon.
 4. Start CICS OS/2 using the Start CICS OS/2 with IBM VisualAge Generator Supporticon in the Workgroup Services folder.
 The steps that remain are done inside CICS OS/2.
 5. Define Workgroup Services to CICS OS/2 by importing VisualAge Generatorsupplied definitions using the CAIM transaction.
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The following steps are required:
 a. Back up the file FAAAEFIE.BTR in the \CICS300\RUNTIME\DATA directory.
 b. Copy the file ...\VGWGS2\ELAEX300.BTR to the \CICS300\RUNTIME\DATAdirectory as file name FAAAEIE.BTR.
 c. Run the CAIM transaction to import the contents of the FAAAEIE.BTR file.This file contains the VisualAge Generator Workgroup Services definitionsused in CICS OS/2.
 The CAIM transaction menu options suggested in the section ″Importing theVisualAge Generator Workgroup Services CICS Resources″ of the InstallingVisualAge Generator Workgroup Services did not work for us when using CICSOS/2 V3.
 The following discussion, extracted from an online discussion about CICS OS/2,tells us why and what to do instead.
 ---------------------------------------------------Subject: Problems with CAIM import in CICS OS/2 3.0
 After successfully installing CICS OS/2 3.0 we tried toimport a group definition using the CAIM transaction.We have placed a FAAAEFIE.BTR file in the C:\CICS300\RUNTIME\DATAdirectory. During import we keep getting error FAA1315.This tells us that the FAAEFIE file is unavailable.
 What do we do now?
 -------------------------------------------------Subject: Problems with CAIM import in CICS 3.0
 I read a previous append regarding the FAA1315W error code whenissuing CAIM transaction. As suggested I tried to enable theFAAAFIE.BTR file using CEMT.
 The file became enabled but when I try to execute the CAIM transactionI get the same error. When I checked again with with ″CEMT I FILE″transaction I see that the FAAAEFIE.BTR file was closed and disabledagain.
 I also tried an approach where I used the CEDA transaction to modifythe file definition for FAAAEFIE.BTR and set the open option to yes.
 When I restarted CICS the file was open and enabled but when I issuedthe CAIM transaction I got the same error.
 Do I miss something?
 -------------------------------------------------Subject: Problems with CAIM import in CICS 3.0
 If my memory serves me correctly, this ″feature″ was added just beforeCICS OS/2 V3.0 was shipped.
 I believe you can still import and export groups resetting the fileopen and enabled each time.
 We expect to fix this ″feature″ in CSD1.
 Apologies for the inconvenience.
 -------------------------------------------------Subject: Problems with CAIM import in CICS 3.0
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Until you get the fix in CSD1 one way to work with the file closingproblem is not to use the ′ Backup′ option in CAIM. If you use CEMTto enable the file, then run CAIM, the import will work as long asthe backup option is not used.
 After the import has run it will be necessary to use CEMT to enablethe file.
 So we used the CEMT transaction to ensure that the FAAAEIE.BTR file wasenabled and then used the CAIM transaction to import the VGWGS group. Thisfile contains the VisualAge Generator Workgroup Services definitions.
 We did not import the EZERSMP group. There is an empty/missing file referencedin the EZERSMP group that causes messages to be displayed when starting CICSOS/2. We did not want to use the VisualAge Generator sample applications, so bynot importing the EZERSMP group we avoid triggering these warning messages.
 6. Update customized SIT to set the Transaction Work Area (TWA) to 1024
 VisualAge Generator transactions in a CICS environment use TWA resources.CICS must be told to reserve the number of bytes used by VisualAge GeneratorCICS applications. The SIT entry for TWA is visible in Figure 8 on page 32.
 7. Shut down CICS OS/2 with the CQIT transaction or by closing the CICS OS/2monitor window.
 8. Start CICS OS/2 using the Start CICS OS/2 with IBM VisualAge Generator Supporticon in the Workgroup Services folder.
 9. Verify that VisualAge Generator Workgroup Services is installed and functioningusing the ELAM transaction.
 The programs behind the ELAM transaction were written in VisualAge Generator.Running the ELAM transaction exercises Workgroup Services functions andproves that VisualAge Generator Workgroup Services was installed andcustomized properly.
 We go one step further by entering an invalid option on the selection menu shownby the ELAM transaction. This forces Workgroup Services to look up an errormessage in the error message table associated with the application. When yousee the message ELA00304A Type a valid selection number, then Press Enter. youhave forced message-table to be accessed.
 Note: During our testing of incomplete servers, we triggered hard abends in theCICS OS/2 environment. Occasionally, strange behavior would occur after suchan abend. If we had broken VisualAge Generator Workgroup Services support inCICS OS/2 none of our applications would function. The ELAM transaction wouldcontinue to show a menu. But, if we entered an invalid option on the ELAM menu,an unexpected and unformatted error messages would show up on the terminalscreen and the CICS OS/2 monitor window. This told us that Workgroup Serviceswas broken. To fix it, we had to cold start CICS by adding /C as an option to CICSinvocation.
 10. Set up database support for VisualAge Generator applications.
 The default DB2/2 database that will be accessed by a VisualAge Generatorapplication running in CICS OS/2 (or on OS/2) is controlled by VisualAgeGenerator using these environment variables:
 EZERSQLDB Defines the default database.ELARTRDB_tttt Defines the database to be used for a specific CICS transaction
 where tttt is the transaction ID.
 We could either set the value for EZERSQLDB in CONFIG.SYS or use theELAENV.CMD file option for setting the default database name for VisualAgeGenerator Workgroup Services applications. We defined a default database nameof SAMPLE in the ELAENV.CMD file (see Figure 12 on page 34).
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11. Enable database access for VisualAge Generator applications.
 CICS OS/2 does not use the user ID and password information obtained from theECI call to support DB2/2 database access. This means an active local UPMlogon (as opposed to a LAN Requestor logon) must exist to support DB2/2database access for all programs running in CICS OS/2.
 If no valid local logon (with the appropriate DB2/2 database access) is activewhen a VisualAge Generator application that contains SQL access is started, aLocal Logon dialog is shown on the CICS OS/2 server workstation. This logonrequest is triggered by the SQL CONNECT TO database logic contained in allVisualAge Generator applications that contain SQL statements. The connect isissued before an SQL statement is issued—it will be issued even if the logic pathdoes not use any of the SQL statements contained in the application.
 If nobody is at the server to enter a valid user ID and password when the locallogon dialog is shown, the server will wait and eventually time out. Werecommend that you add a local logon for DB2/2 access to the STARTUP.CMD forthe workstation or the ELARUNC.CMD used to start CICS OS/2.
 Sample application generation and preparation: Two sample application servers weregenerated for the CICS OS/2 target runtime platform. They support remote calls fromVisualAge Generator clients using either CICS-based or VisualAge GeneratorMiddleware-based client/server communication support.
 We have two servers that are part of the sample application that must be generatedfor CICS OS/2: VGC2OS2 and VGC3OS2. Server VGC2OS2 will be called by thesample application GUI client. Server VGC3OS2 will be called by a sample applicationserver when a three-tier server call to CICS OS/2 is requested. The generationprocess is as follows:
 1. Define linkage table for CICS OS/2 sample application servers.
 We recommend that the remote linkage convention (linktype=remote) be used forany CICS-based server. This allows the server to be called from either a local orremote application. The calling application could be a client (text or GUI) or justanother server application running either in CICS or on some other runtimeplatform.
 Figure 13 shows the linkage table entries we used to generate the VGC2OS2 andVGC3OS2 applications.
 :CALLLINK APPLNAME=VGC2OS2 LIBRARY=VGC2OS2 REMOTECOMTYPE=cicsclientPARMFORM=commdata LINKTYPE=remote LUWCONTROL=server SERVERID=VGCS.
 :CALLLINK APPLNAME=VGC3OS2 LIBRARY=VGC3OS2 REMOTECOMTYPE=cicsPARMFORM=commdata LINKTYPE=remote LUWCONTROL=server SERVERID=VGCS.
 Figure 13. Linkage Table for CICS OS/2 Sample Application Servers
 During generation, the critical options are PARMFORM and LINKTYPE. We can changethe REMOTECOMTYPE value used during the actual call from a client or non-CICSserver and still reach these CICS server applications.
 2. Define generation options for CICS OS/2 and IBM COBOL.
 We used the default options file provided by VisualAge Generator(EFKOPDFT.OPT) as a starting point but we did add one option:
 /COBOL=IBM
 We need this option since we are using IBM COBOL. The default, forcompatibility with previous releases of VisualAge Generator, is to generate MicroFocus COBOL if no COBOL option is specified.
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If you do not request IBM COBOL and you do not have Micro Focus COBOLinstalled, you get a message telling you that COBCLI.LBR cannot be found duringapplication preparation (compile process).
 3. Generate CICS OS/2 sample application servers (VGC2OS2 and VGC3OS2)
 Figure 14 contains the generation commands we used to generate the sampleapplication servers used in CICS OS/2.
 EZE2GEN GENERATE VGC2OS2 /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=OS2CICS/trace=stmt,sqlio >e:\vgcs\genout\vgc2os2.log
 EZE2GEN GENERATE VGC3OS2 /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=OS2CICS/trace=stmt,sqlio >e:\vgcs\genout\vgc3os2.log
 Figure 14. Generate Statements for CICS OS/2 Sample Application Servers
 We included the /trace generation option so that we could trace the execution ofthe server applications in CICS OS/2. This option is not recommended forproduction servers, because of the heavy overhead associated with an applicationthat includes trace support. You must turn trace support on before theapplications are traced in a CICS environment. The VisualAge GeneratorWorkgroup Services ELAZ transaction is used to start trace support for VisualAgeGenerator applications. See Installing VisualAge Generator Workgroup Servicesfor guidance on using the ELAZ transaction.
 Our generation output directory is the same as the user_work directory identifiedin the ELAENV.CMD file (see Figure 12 on page 34).
 Because of this, we must lower CICS OS/2 before preparation. If we do not stopCICS OS/2 and we have called previous versions of the servers, preparation willfail because the dynamic link library (DLL) has been loaded and is locked by theCICS OS/2 process. The following message results:
 EZE4238I The COBOL compile is starting for member VGC2OS2PP 5622-793 IBM VisualAge for COBOL for OS/2 1.1 in progress ...End of compilation 1, program VGC2OS2, no statements flagged.ILink : fatal error LNK1083: cannot open run file - The file is open.EZE4240E A COBOL compiling error occurred for member VGC2OS2
 If we had used a different generation-output directory, we would not haveproblems with locking. However, we would have to copy the DLLs to a directoryreferenced by the user_work setting in the ELAENV.CMD file or by the CICSWRKenvironment variable. The user_work directory value is added to the CICSWRKenvironment variable by the ELAENV.CMD logic.
 CICS OS/2 Transaction Definition: To directly run a program in CICS, you must havea transaction definition. The transaction definition identifies the program that shouldbe started when the transaction ID is entered.
 When a program is run in CICS OS/2 using the External Callable Interface (ECI)programming interface you can identify a transaction ID to be used to support therequested program. VisualAge Generator supports the definition of a transactionvalue in the ECI call by using the SERVERID linkage table option.
 By default, CICS OS/2 uses the transaction CPMI when no transaction ID is identifiedas part of the ECI call. The CPMI transaction will start a program named DFHMIR.This mirror program issues a CICSLINK to the program requested using the ECIinterface. The process is as follows:
 • Define a private transaction for sample application servers called using the CICSOS/2 ECI.
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The CPMI transaction is part of CICS. We typically do not modify CICS-provideddefinitions but instead use our own.
 Use the CEDA transaction to add a new Program Control Table (PCT) entry namedVGCS. The VGCS transaction must still start the program DFHMIR. This isbecause we specify the VGCS transaction as part of the ECI call created byVisualAge Generator when a client requests a server using theREMOTECOMTYPE=cicsclient SERVERID=VGCS linkage table entry option (see Figure 13 onpage 37).
 3.2.2 CICS/6000 Server
 The CICS/6000 server workstation we set up provided support for
 • CICS/6000 transaction execution• Preparation of VisualAge Generator server applications• Local DB2/6000 database access• CICS Client connections.
 We wanted to support CICS Client connections to this server platform using the TCP/IPprotocol option. The generation activity performed on the CICS OS/2 server, whichalso supports VisualAge Generator application generation, directs files to this AIXworkstation for preparation processing.
 3.2.2.1 Software
 The primary software installed on our CICS/6000 server platform is listed in Figure 15.
 AIX V4.1.3CICS for AIX V2.1.0ENCINA server V2.1.0Workgroup Services for AIX V2.2.0C Set++ for AIX V3.1.3DB2/6000 V2.1.0
 DB2/6000 options installed:- DDCS- DB2 Server, Single Userand Client Enabler
 - Communications support:DRDA AS, IPX, TCP/IP, SNA
 Figure 15. Software Installed to Support CICS/6000 Server
 3.2.2.2 Install Process for VisualAge Generator Workgroup Services for AIX
 If an earlier version of VisualAge Generator Workgroup Services is already installed, itmust be removed before installing a new version.
 For example, if VisualAge Generator Workgroup Services Version 2.0 is installed, itcan be removed using the following command if you are logged in as user root:
 installp -u vgwgs20.obj
 To install the new VisualAge Generator Workgroup Services image, use the followingcommand:
 installp -ad vgwgs22v.img all
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The VisualAge Generator Workgroup Services image file vgwgs22v.img is specific to theversion of AIX, CICS/6000, and DB2/6000 installed on our RS/6000 workstation. If youhave different base software, you need to use a different installation image forVisualAge Generator Workgroup Services. For details, refer to Chapter 10, “InstallingVisualAge Generator Workgroup Services for AIX” in the Installing VisualAgeGenerator Workgroup Services.
 3.2.2.3 Customization for Running Applications on AIX/CICS Server
 After the installation of the required software, you must configure CICS/6000 andVisualAge Generator Workgroup Services.
 Note: You have to be logged in as root before performing the actions described inthis section.
 Configuring CICS/6000 Support for CICS Client TCP/IP Connection: TCP/IP is apopular and flexible protocol that can be used to support CICS Client connections to aCICS/6000 region.
 To enable TCP/IP connection support you must define a listener for your CICS/6000region and add a new service name to the TCP/IP configuration. The configurationthat we describe is based on our CICS/6000 region named vgsmc. The process is asfollows:
 1. Create a listener definition (LD).
 The listener detects requests to your CICS region and is associated with a TCP/IPport. Use SMIT to create a listener:
 smit - Applications
 - Customer Information Control System (CICS) Version 2- Manage CICS Regions- Define Resources for a CICS Region- Manage Resources- Listeners- Add Listener
 Fill in the following fields:
 Listener Identifier = CICSLDRegion name = vgsmcUpdate, Install or Both = UpdateGroup to which resource belongs = cicsActivate resource at cold start = yesProtocol type = TCPTCP Adapter address = ″″TCP Service name = ″″
 The TCP Adapter Address and the Service name are left blank. This means weare using the defaults; CICS can use any of the TCP/IP adapters on the machineand uses the 1435 service port. You can also specify a service:
 TCP Service name = cicstcp1
 This name has to be added to the ′ /etc/services′ file.
 2. Add a service name to the /etc/services file (if required)
 When you have specified a service name in the LD, you must add this name witha unique port number to the file. For example,
 cicstcp1 1435/tcp # TCP listener for region vgsmc
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You can find more information about CICS/6000 TCP/IP connections in Chapter 3,“Network Configuration for CICS on Open Systems” in the CICS on Open SystemsIntercommunication Guide.
 Customize CICS/6000 to Support VisualAge Generator Workgroup Services: Thisactivity teaches CICS about VisualAge Generator Workgroup Services, includingcontrol files that support preparation processing and starting CICS OS/2 withWorkgroup Services support. You should refer to the appropriate topics in InstallingVisualAge Generator Workgroup Services before beginning this activity.
 Customization has two steps:
 1. Set the environment variables in the environment file for the CICS/6000 region.
 The environment file can be found in the directory /var/cics_regions/regionName.For the SAMPLE database on AIX, we use the following settings:
 DB2INSTANCE=db2EZERNLS=ENUFCWDB2DIR=/usr/lpp/db2_02_01FCWDBUSER=db2FCWDBPASSWORD=DB2EZERSQLDB=SAMPLEFCWLIBPATH=/u/vgcsres/genoutFCWDPATH=/u/vgcsres/genoutLIBPATH=/usr/lpp/vgwgs22/lib
 The VisualAge Generator sample application servers used in CICS/6000 arephysically located in the home directory genout. User ′db2′ is the owner of theDB2 instance named db2. When you want to switch on the trace option, you haveto set these variables also:
 FCWTROPT=31FCWTROUT=/var/cics_regions/vgsmc/data/FCWTRACE.OUT
 For additional configuration guidance please review Installing VisualAgeGenerator Workgroup Services.
 2. Define Workgroup Services to CICS/6000 using the definitions supplied by theVisualAge Generator.
 Add Workgroup Services programs, transactions and other definitions to the CICSfor AIX permanent and runtime databases, by running the following commands forregion ′vgsmc ′:
 export CICSREGION=vgsmc fcwcicsinstall cicsinstall -r vgsmc -g VGWGS
 CICS/6000 and VisualAge Generator Workgroup Services have to reference thesame DB2 object library db2.o. See “Create a DB2 Shared Object” on page 42for a description of how to accomplish this task.
 3.2.2.4 Application Generation and Preparation for CICS/6000 Server
 Before you start generating, you must
 • Create a DB2 shared object.• Create an AIX user and customize the profile.• Check REXEC authority.
 To generate the application, you must
 • Define the appropriate options to support preparation on AIX.• Create a linkage table.
 Chapter 3. CICS-Based Client/Server 41

Page 56
                        
                        

After generation, make the applications active by defining them to CICS.
 Create a DB2 Shared Object: CICS transactions and Workgroup Services both refer tothe DB2 shared object at run time. This DB2 object library is needed in thepreparation of the VisualAge Generator applications.
 • To create the DB2 shared object, issue the following commands:
 cd /user/lpp/db2_02_01/libar -vx libdb2.amv shr.o db2.o
 • To create the symbolic links,
 1. Run the db2ln script which can be found in /usr/lpp/db2_02_01/cfg.
 2. Then issue this command:
 ln -s /usr/lpp/db2_02_01/lib/db2.o /usr/lib/db2.o
 Create an AIX User and Customize the User Profile: To support VisualAge Generatorapplication preparation for the CICS/6000 target runtime environment you need to beable to transfer the generated C+ + source and the preparation command file to therequired RS/6000 workstation. To do this, create a user that has all the requiredenvironment variables defined in the user profile:
 1. Use SMIT to create an AIX user named vgcsres.
 2. Add the following lines to the vgcsres user profile:
 # Set the DB2 variables for VG preparationexport DB2INSTANCE=db2export FCWDB2DIR=/usr/lpp/db2_02_01export PATH=/u/db2/sqllib/bin:$PATH
 As an alternative, you can also execute the profile of the DB2/6000 instance thatyou want to use. Add the following line to the user ′s profile:
 . /home/db2/sqllib/db2profile
 User ′db2′ is the owner of the DB2/6000 instance.
 Setup REXEC Authority to Support Preparation Processing: The generated C+ +source code has to be transferred to an AIX directory and then the preparation scriptwill be executed. To perform this action, the OS/2 generation machine must haveremote execution (REXEC) authority. Execute the following command on an OS/2prompt of the generator machine to see whether or not it has REXEC authority:
 rexec vgrisc -l vgcsres -p secret ls
 You need to specify a hostname, a user ID and password. In our example, these are′vgrisc,′ ′vgcsres,′ and ′secret,′ respectively. If you have the authority, the ls (the AIXdir command) will be executed.
 The hostname, user ID, and password are used later as values for these generationoptions: /DESTHOST, /DESTUID, and /DESTPASSWORD.
 Generation Options for AIX CICS: The following preferences in the options file areused for the generation of our sample application:
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/SYSTEM=AIXCICS/CICSENTRIES=RDO/COMMENTLEVEL=1/GENHELPMAPS/GENMAPS/GENTABLES/CHECKTYPE=ALL/LOCVALID/NOSQLVALID/SQLDB=SAMPLE/DBUSER=db2/DBPASSWORD=db2/DESTHOST=vgrisc.raleigh.ibm.com/DESTUID=vgcsres/DESTPASSWORD=vgrisc/DESTDIR=′ / home/vgcsres/genout′/LISTINGONERROR/GENOUT=e:\vgcsres\GENOUT\%EZEPID%\%EZEENV%
 Linkage Table for AIX CICS: The linkage table for generating remote applications forCICS/6000 used in the sample application is shown in Figure 16.
 :CALLLINK APPLNAME=VGC2AIX LIBRARY=VGC2AIX REMOTECOMTYPE=cicsclientPARMFORM=commdata LINKTYPE=remote LUWCONTROL=server SERVERID=VGCS.
 :CALLLINK APPLNAME=VGC3AIX LIBRARY=VGC3AIX REMOTECOMTYPE=cicsPARMFORM=commdata LINKTYPE=remote LUWCONTROL=server SERVERID=VGCS.
 Figure 16. Linkage Table for CICS/6000 Sample Application Servers
 Figure 17 contains the generation commands we used to generate the sampleapplication servers used for CICS/6000.
 EZE2GEN GENERATE VGC2AIX /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=AIXCICS/OPTIONS=h:\vgcs\vgcaix.opt/trace=stmt,sqlio >e:\vgcs\genout\VGC2AIX.log
 EZE2GEN GENERATE VGC3AIX /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=AIXCICS/OPTIONS=h:\vgcs\vgcaix.opt/trace=stmt,sqlio >e:\vgcs\genout\VGC3AIX.log
 Figure 17. Generate Statements for CICS OS/2 Sample Application Servers
 Preparation starts automatically unless you specify the /NOPREP option.
 Defining Programs to CICS/6000: The generation process also creates a script thatdefines the generated application in CICS. It adds a program definition and atransaction definition to the CICS tables. When you do not want to define transactionsfor your server programs, all programs can run under the CPMI mirror transaction.However, for main applications (text clients) that run in CICS/6000, you are required tospecify a transaction. Otherwise you have no way to start the application!
 The CICS script for an application is named ′ < appl icat ionName>c.scr ′. A script foradding application VGC2AIX to CICS is shown in Figure 18 on page 44.
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#! /bin/ksheval ″cicsadd -r $CICSREGION -c pd -P VGC2AIX RSLKey=public PathName=″ /home/vgcsres/genout/VGC2AIX.dll″ ″eval ″cicsadd -r $CICSREGION -c td -P VGCS RSLKey=public ProgName=VGC2AIX ″
 Figure 18. VisualAge Generator Script to Add Application Definitions to CICS/6000
 The generated script does not contain the flag ′RSLKey=publ ic ′. We added this flagto set the authority to call the program and transaction remotely. We also changedthe transaction ID to VGCS.
 To run the script, you must first change its attributes:
 chmod +x vgc2aixc.scr
 Then you can execute the script by typing
 vgc2aixc.scr
 Now the applications are defined in CICS. To make them active, shut down andrestart CICS.
 3.2.2.5 Operations in CICS/6000
 Formal CICS/6000 education or experience is required to administer and operate aproduction CICS/6000 environment. Two common operations are discussed here.
 Shutting Down and Restarting CICS/6000: There are special considerations when youuse a DCE, Encina SFS, and CICS/6000 configuration. Shutting down and restartingCICS is clearly described in the CICS/6000 publications.
 Problems when Starting or Restarting CICS/6000: Sometimes a CICS/6000 region willnot restart because it is locked. This is typically due to an incorrect shutdown. Tounlock CICS/6000, issue the following command on an AIX prompt (as user root):cicsrlck -r <regionName> For example, type cicsrlck -r vgsmc
 3.2.3 CICS Client
 A VisualAge Generator GUI client application can use CICS-based client/servercommunication support when CICS Client software is available on the clientworkstation. To have a GUI client application call a server located on one of thesupported CICS server platforms, the following is required:
 • A linkage table with the REMOTECOMTYPE=cicsclient option.
 The client/server communication option used by a GUI application to call a remoteserver is determined dynamically. In linkage table syntax, this is termedREMOTEBIND. GUI applications and the VisualAge Generator ITF always performruntime binding. That is, GUI applications and the ITF decide how the call to aserver is to be made (when the call is about to be made), based on the:CALLLINK linkage table entry for the remote server application.
 For a GUI application, the active linkage table is defined by the setting of theCSOLINKTBL environment variable. The contents of the linkage table are readinto memory when the VisualAge Generator GUI runtime support code (EZE2RUNor EZERUN) is started.
 Linkage table processing when using the ITF to access generated servers isdiscussed in 2.1, “Calling Generated Applications” on page 19.
 • A valid working CICS Client configuration (defined in the CICSCLI.INI file) thatpoints to the required CICS server.
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CICS Client definitions are made very simply. A CICSCLI.INI configuration file caninclude multiple server definitions. CICS Client software supports ECI calls andremote CICS terminals. The terminal support is very useful for testing thefunction of a server definition. When the terminal can connect to the server, youare ready to test the actual ECI call.
 • Control over which CICS server is to be called.
 The CICSCLI.INI file can contain multiple active CICS server definitions. When youstart a CICS terminal, you are asked to select one of the available serverdefinitions. By default, the first definition is used for an ECI call.
 You can use the LOCATION=systemname linkage table option to name the target CICSserver. The systemname value corresponds to the Server = xxxxxxx value in theCICSCLI.INI configuration file. If you think multiple CICS servers might beaccessed using CICS Client software, include the LOCATION option in your linkagetable definition.
 • A valid working server in the target CICS system.
 Setup of the workstation CICS server system setup is discussed in 3.2.1, “CICSOS/2 Server” on page 29. The target server must be generated with a linkagetable with the LINKTYPE=remote and the PARMFORM=commdata options.
 3.2.3.1 Option File and Linkage Table for GUI Application Generation
 We used the default option file (EFKOPDFT.OPT) for GUI application generation. TheGUIs in our sample application were generated for both the OS/2 and Windows clientplatforms (see Figure 19).
 EZE2GEN GENERATE VGPING /MSL=VGPINGZ/GENOUT=e:\VGCS\GENOUT\OS2 /linkage=h:\vgcs\applst.lkg/system=OS2gui >e:\vgcs\genout\VGPING.log
 EZE2GEN GENERATE VGPINGSD /MSL=VGPINGZ/GENOUT=e:\VGCS\GENOUT\OS2 /linkage=h:\vgcs\applst.lkg/system=OS2gui >e:\vgcs\genout\VGPINGsd.log
 EZE2GEN GENERATE VGHELP /MSL=VGPINGZ/GENOUT=e:\VGCS\GENOUT\OS2 /linkage=h:\vgcs\applst.lkg/system=OS2gui >e:\vgcs\genout\vghelp.log
 EZE2GEN GENERATE VGPING /MSL=VGPINGZ/GENOUT=e:\VGCS\GENOUT\wingui /linkage=h:\vgcs\applst.lkg/system=wingui >e:\vgcs\genout\VGPING.logNT
 EZE2GEN GENERATE VGPINGSD /MSL=VGPINGZ/GENOUT=e:\VGCS\GENOUT\wingui /linkage=h:\vgcs\applst.lkg/system=wingui >e:\vgcs\genout\VGPINGsd.logNT
 EZE2GEN GENERATE VGHELP /MSL=VGPINGZ/GENOUT=e:\VGCS\GENOUT\wingui /linkage=h:\vgcs\applst.lkg/system=wingui >e:\vgcs\genout\VGHELP.logNT
 Figure 19. Sample Application Generation Commands for GUI Client. Embedded GUIapplications are generated as a result of the /GENEMBEDDEDGUIS default generation option.
 Sample application servers are generated with support for remote calls. Generationof the servers is discussed in the platform-specific CICS server topics:
 • 3.2.1, “CICS OS/2 Server” on page 29• 3.2.2, “CICS/6000 Server” on page 39.
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GUI client applications must also be generated with remote call support for serversthat will be called remotely. If the LINKTYPE=remote linkage table option is not used for acalled application when the GUI application is generated, the call is implemented as alocal call. Local calls from a GUI application are not affected by a runtime linkagetable definition.
 The linkage table option of REMOTEBIND=runtime is always used by a GUI application, butonly for calls generated as remote. Figure 20 shows the linkage table entries used forgeneration for the remote CICS workstation-based servers that are called by the GUIclient in our sample application.
 :CALLLINK APPLNAME=VGC2OS2 LIBRARY=VGC2OS2 PARMFORM=commdataLUWCONTROL=server LINKTYPE=remote.
 :CALLLINK APPLNAME=VGC2AIX LIBRARY=VGC2AIX PARMFORM=commdataLUWCONTROL=server LINKTYPE=remote.
 Figure 20. Linkage Table used to Generate Sample Application GUI Client for CICSServers
 The LOCATION and SERVERID :CALLLINK options are not required at generation time.
 3.2.3.2 CICS Client Configuration
 We configured CICS Client access for CICS server systems on three workstations. Thedefinitions provided terminal and ECI support. Once working, VisualAge GeneratorGUI applications and VisualAge Generator ITF can use these connections with theappropriate :CALLLINK linkage table entries.
 CICS Client configurations, as defined in the CICSCLI.INI file, are very similar for OS/2,Windows 95, and Windows NT. Figure 21 on page 47 contains the server definitionsection of a CICSCLI.INI file.
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;***********************************************************************;* IBM CICS Client - Initialization File *;***********************************************************************;
 ...
 ;-----------------------------------------------------------------------; Server section - This section defines a server to which the client may; connect. There may be several Server sections.;
 Server = CICSNETB ; Arbitrary name for the server Description = NetBIOS Server ; Arbitrary description for the server Protocol = NETBIOS ; Matches with a Driver section below NetName = CICSWGS2 ; The server′ s NetBIOS name Adapter = 0 ; Use NetBIOS on LAN adapter 0 UpperCaseSecurity = Y ; Fold Userid and Password to uppercase InitialTransid = CLOG ; Initial terminal transaction name
 Server = CICSWGS2 ; Arbitrary name for the server Description = TCP/IP Server ; Arbitrary description for the server Protocol = TCPIP ; Matches with a Driver section below NetName = itscsrv1.almaden.ibm.com ; The server′ s TCP/IP address Port = 1435 ; Use the default TCP/IP CICS port
 Server = CICSAIXR ; Arbitrary name for the server Description = CICS/6000 RTP ; Arbitrary description for the server Protocol = TCPIP ; Matches with a Driver section below NetName = vgrisc.raleigh.ibm.com ; The server′ s TCP/IP address Port = 1435 ; Use the default TCP/IP CICS port...
 Figure 21. CICSCLI.INI Defintions for Workstation CICS Servers. Only a port ion of thefull CICSCLI.INI file is shown. The definitions for the communication drivers used for eachsupported protocol are given at the bottom of the full CICSCLI.INI file. See the CICSCLI.INI fileincluded as part of a CICS Client installation on your selected target operating system foradditional descriptive information and CICS Client communication driver configuration.
 Multiple protocol options are supported when connecting CICS Client with CICS serversystems. The protocol you select may be based on existing company standards, localpreferences, or compatibility with other products used on the end-user ′s clientworkstation.
 CICS Client protocol support is reviewed in 3.1.2, “Protocol Choices” on page 26. Foradditional guidance on CICS Client configuration options, please consult CICS Clientdocumentation and CICS Clients Unmasked, SG24-2534-01.
 3.2.3.3 GUI Client Configuration and Execution
 Control of server location, client/server communication configuration, and methods ofobtaining user ID/password data used as part of the call in some client/servercommunication options are determined by the runtime settings for GUI applicationexecution.
 The following settings and commands configure VisualAge Generator GUI runtimesupport options and start the GUI client application:
 SET CSOLINKTBL=d:\filenameName of linkage table to be read to support runtime binding of remote calls
 SET CSOUEXIT=userauthName of user authentication routine that provides user ID and password valuesused in client/server communication
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SET CSOUID=uuuuu and SET CSOPWD=pppppEnvironment variables used as source of user ID and password values if thedefault (CSOUIDPW) user authentication exit is used.
 SET CSOTROPT=nSets client/server communication trace options. A value of two traces allclient/server calls.
 SET CSOTROUT=d:\filenameDefines location of client/server communication trace output file.
 EZE2RUN OPEN guiapplStarts GUI application.
 Figure 22 shows the linkage table entries used at run time (referenced byCSOLINKTBL) for the remote CICS workstation-based servers that are called by theGUI clients in our sample application.
 :CALLLINK APPLNAME=VGC2OS2 LIBRARY=VGC2OS2 PARMFORM=commdataLUWCONTROL=server LINKTYPE=remote REMOTECOMTYPE=cicsclientSERVERID=VGCS LOCATION=CICSWGS2.
 :CALLLINK APPLNAME=VGC2AIX LIBRARY=VGC2AIX PARMFORM=commdataLUWCONTROL=server LINKTYPE=remote REMOTECOMTYPE=cicsclientSERVERID=VGCS LOCATION=CICSAIXR.
 Figure 22. Linkage Table used for Runtime GUI Client Calls to CICS Servers. TheREMOTECOMTYPE=cicsclient option identifies the use of CICS-based client/server communicationsupport. The LOCATION option is used to identify the target CICS system name as defined in theCICS Client configuration file. The SERVERID option identifies the CICS transaction ID that shouldbe used as part of the ECI call. If SERVERID is not used, the default transaction ID of CPMI is usedto support the request.
 When we run the sample application and call a server using CICS-based client/servercommunication support, if we use the CSOTROPT=2 environment variable setting, wethen can see in the CSOTRACE.OUT file how the processing is implemented (seeFigure 23).
 <Jan 15 09:43:53>->CMINIT<Jan 15 09:43:53><-CMINIT - 0.029291 s<Jan 15 09:43:53>->CMCALL<Jan 15 09:43:53> Calling application VGC2OS2<Jan 15 09:43:53> ->readFromLinkTbl<Jan 15 09:43:53> <-readFromLinkTbl - 0.207975 s<Jan 15 09:43:53> ->loadAndInitDriver<Jan 15 09:43:53> <-loadAndInitDriver - 0.323233 s<Jan 15 09:43:53> ->CMDV_INIT<Jan 15 09:43:53> ->CICSCLIENT:CMDV_INIT<Jan 15 09:43:53> <-CICSCLIENT:CMDV_INIT - 0.028159 s<Jan 15 09:43:53> <-CMDV_INIT - 0.084962 s<Jan 15 09:43:53> ->CICSCLIENT:CMDV_CALL<Jan 15 09:43:59> CMDV_CALL: LuwType=SERVER<Jan 15 09:43:59> ->CICSCLIENT ECI_CALL<Jan 15 09:44:06> <-CICSCLIENT ECI_CALL - 7.567954 s<Jan 15 09:44:06> <-CICSCLIENT:CMDV_CALL - 14.583481 s<Jan 15 09:44:06><-CMCALL - 15.405744 s
 Figure 23. CSOTRACE.OUT Entries for GUI Client Call to CICS OS/2 Server
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See Appendix A, “Sample Applications” on page 163 for information on using thegenerated GUI client application.
 3.2.3.4 VisualAge Generator Developer ITF as a Client
 In ITF, a called batch application (server) can be interpreted or called as a generatedapplication when a linkage table is identified in the ITF general preferences profile.
 When the ITF calls a generated application, the generated application acts very muchlike a GUI client application. A valid client/server communication configuration isrequired.
 Calling generated applications from ITF can impact database identification andauthorization processing (see Chapter 2, “Testing Applications with VisualAgeGenerator Developer ITF” on page 19).
 3.2.4 CICS-to-CICS Connections
 Any CICS server platform can connect to any other CICS server platform. Connectionsbetween CICS OS/2 and MVS CICS are reviewed in Chapter 6, “DBCS-EnabledClient/Server Configurations” on page 139. In this section we review the CICSdefinitions required to support remote program calls from CICS/6000 to CICS OS/2 andfrom CICS OS/2 to CICS/6000 using TCP/IP-based connections.
 3.2.4.1 Implement Support for TCP/IP in CICS OS/2
 To implement a CICS/6000 to CICS OS/2 connection that uses TCP/IP, ensure thatCICS OS/2 is configured to support TCP/IP-based connections. The CICS OS/2 SITentries required to support TCP/IP are discussed as part the CICS OS/2 configurationtask Define on page 31 and shown in Figure 9 on page 32.
 3.2.4.2 Implement a CICS OS/2 Connection Definition in CICS/6000
 To support the call from a program in CICS/6000 to a program in CICS OS/2, you haveto connect the two systems by enabling the selected communication protocol (TCP/IP)and identifying the target system. To establish TCP/IP communications support forCICS/6000 you create a listener definition. We used the same listener definition weused to support a CICS Client TCP/IP connection to CICS/6000 (see “ConfiguringCICS/6000 Support for CICS Client TCP/IP Connection” on page 40). A CICS/6000communications definition is required to point to the target CICS OS/2 system (seeFigure 24 on page 50).
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New Communication Identifier [WGS2] Communication Identifier WGS2 Region name vgsmc2 Update Permanent Database OR Install OR Both Update Group to which resource belongs [] Activate the resource at cold start? yes Resource description [Communications Definition] Number of updates 9 Protect resource from modification? no Connection type cics_tcpName of remote system [CICSWGS2] SNA network name for the remote system [] SNA profile describing the remote system [] Default modename for a SNA connection [] Gateway Definition (GD) entry name [] Listener Definition (LD) entry name [CICSLD]TCP address for the remote system [itscsrv1.almaden.ibm.com]TCP port number for the remote system [1435] DCE cell name of remote system [/.:/] Timeout on allocate (in seconds) [0] Code page for transaction routing [IBM-037] Set connection in service? yes Send userids on outbound requests? sent Security level for inbound requests verify UserId for inbound requests [VGCS] Transaction Security Level (TSL) Key Mask [none] Resource Security Level (RSL) Key Mask [none] Transmission encryption level none
 Figure 24. CICS/6000 Communications Identifier for CICS OS/2 System
 The program on the remote CICS OS/2 system must also be defined to CICS/6000 as aremote program (see Figure 25).
 New Program Identifier [vgc3os2]Program Identifier vgc3os2Region name vgsmc2Update Permanent Database OR Install OR Both UpdateGroup to which resource belongs [itso]Activate resource at cold start? yesResource description [Program Definition]Number of updates 1Protect resource from modifications? noProgram enable status enabledRemote system on which to run program [WGS2]Name to use for program on remote system [VGC3OS2]Transaction name on remote system for program [VGCS]Resource Level Security Key [public]Program path name []Program type programUser Exit number [0]Is a user conversion template defined? noIs this a program that should be cached? no
 Figure 25. CICS/6000 Program Definition for Remote CICS OS/2 Program
 With the connection implemented and the remote program defined, you can use theVGPING sample application to implement a call from the GUI client to the tier-2 serverVGC2AIX and then to the tier-3 server VGC3OS2. Figure 26 on page 51 shows theVGPING sample application GUI with the results after such a call.
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Figure 26. VGPING Sample Application GUI after Three-Tier Call: GUI to CICS/6000 toCICS OS/2
 3.2.4.3 Implement a CICS/6000 Connection Definition in CICS OS/2
 To support the call from a program in CICS OS/2 to a program in CICS/6000, you haveto connect the two systems by enabling the selected communication protocol (TCP/IP)and identifying the target system. TCP/IP communications support for CICS OS/2 isdefined in the SIT. The TCP/IP definitions in our CICS OS/2 SIT can be seen inFigure 9 on page 32. A CICS OS/2 connection and session table (TCS) entry isrequired to point to the target CICS/6000 system (see Figure 27).
 FAATCS5 Connection and Session Table
 Connection Name. . . . . . . . . . . : CAIXGroup Name . . . . . . . . . . . . . : VGCSConnection Type. . . . . . . . . . . : TCP (APPC, NETB or TCP)Connection Priority. . . . . . . . . : 086 (0-255)Description. . . . . . . . . . . . . : DPL TO VGRISC AT RTP
 Session DetailsSession Count. . . . . . . . . . : 10 (1-99)Session Buffer Size. . . . . . . : 40000 (512-40000)Attach Security. . . . . . . . . : V (L=Local, V=Verify)Partner Code Page. . . . . . . . : 00037
 TCP/IP DetailsLocal host name. . . . . . . . . : *Remote host name . . . . . . . . : VGRISC.RALEIGH.IBM.COMRemote host port . . . . . . . . : * (1-65535, or *)
 Figure 27. CICS OS/2 Communications Identifier for CICS/6000 System
 The program on the remote CICS/6000 system must also be defined to CICS OS/2 as aremote program (see Figure 28 on page 52).
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FAAPPT2 Processing Program Table-1
 Program Name . . . . . . . . . . . . : VGC3AIX
 Group Name . . . . . . . . . . . . . : VGCS
 Program Type(P,M,D). . . . . . . . . : P (P, M or D)
 Resident(P,T,N). . . . . . . . . . . : N (P, T or N)
 System ID. . . . . . . . . . . . . . : CAIXRemote Program Name. . . . . . . . . : VGC3AIXRemote Transaction ID. . . . . . . . :
 Description. . . . . . . . . . . . . : DPL TO RTP VGRISC FOR 3-TIER
 Figure 28. CICS OS/2 Program Definition for Remote CICS/6000 Program
 With the connection implemented you can use the VGPING sample application toimplement a call from the GUI client to the tier-2 server VGC2OS2 and then to thetier-3 server VGC3AIX. Figure 29 shows the VGPING sample application GUI with theresults after such a call.
 Figure 29. VGPING Sample Application GUI after Three-Tier Call: GUI to CICS OS/2 toCICS/6000
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Chapter 4. DCE-Based Client/ServerIn some situations, DCE is the best choice for implementing client/server applicationsystems. DCE provides support for:
 • A broad range of protocols• An open security manager• Distributed data• Security management in an N-tier environment• Single logon.
 DCE may be viewed by your organization as a strategic choice for implementingclient/server communication support. VisualAge Generator, by providing support forDCE-based client/server communication, allows you to combine the ease of usebenefits of VisualAge Generator′s support for client/server development andimplementation with an open and strategic choice for client/server communication.
 4.1 DCE ConfigurationSupport for DCE-based client/server communication is new with VisualAge GeneratorVersion 2.2. Two- and three-tier client/server configurations are supported byVisualAge Generator using DCE client/server communication support.
 4.1.1 Options
 VisualAge Generator supports multiple configuration options in a DCE-basedclient/server communication environment. DCE-based client/server communicationsupports the use of VisualAge Generator clients with servers generated for nativeexecution on the AIX, OS/2, and Windows NT workstation operating systems. DCEalso provides support for calls to servers running on the MVS CICS and IMS/VS hosttransaction platforms and the VM/ESA host environment (see Figure 30 on page 54).
 Copyright IBM Corp. 1997 53
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Figure 30. DCE-Based Client/Server Configurations
 4.1.2 Protocol Choices
 Table 4 shows the protocol options supported in DCE-based client/servercommunication configurations.
 Table 4. DCE-Based Client/Server Communication Protocol Options
 PlatformMVS Host Services
 (CICS and IMS)
 AIX WorkgroupServices
 (native or CICS)
 OS/2 WorkgroupServices
 Windows NTWorkgroup
 Services
 OS/2 Client TCP/IP TCP/IPTCP/IP or NetBIOS
 (1)TCP/IP
 TwoTierWindows Client
 (3.1, 95, NT)TCP/IP TCP/IP TCP/IP TCP/IP or IPX (2)
 AIX WorkgroupServices
 (native or CICS)TCP/IP TCP/IP TCP/IP TCP/IP
 ThreeTier
 OS/2 WorkgroupServices
 TCP/IP TCP/IPTCP/IP or NetBIOS
 (1)TCP/IP
 Windows NTWorkgroup
 ServicesTCP/IP TCP/IP TCP/IP TCP/IP or IPX (2)
 Note:
 (1) NetBIOS is supported by IBM Directory and Security Server for OS/2 Warp Version 4.0
 (2) IPX is supported by Gradient PC-DCE/32 for Windows 95, NT
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4.1.3 DCE-Based Client/Server Communication Processing
 Figure 31 shows how client and server platforms interact with the DCE Cell server.
 Figure 31. Distributed Operation in a DCE Cell
 The processing steps performed to support DCE-based client/server communication,as shown in Figure 31, are described below:
 1. The DCE cell server is started on the AIX workstation.
 2. The DCE Client is started on each application server workstation. Thisestablishes an interface to the active DCE cell.
 3. The VisualAge Generator DCE server program, CSODCES, is started on eachapplication server workstation. The parameters for CSODCES are:
 -c or -d This is the optional cleanup parameter. The -c value is thedocumented default.13
 configuration-file nameThe configuration file specifies which VisualAge Generator serverapplications are available (can be called) on the application server.
 13 There is a problem with VisualAge Generator V2.2 at the Fixpak 3 level. The documented default parameter (-c)must be used to trigger the related processing. If -c is not provided, the CSODCES program runs as if the -dparameter was provided, which makes the -d parameter the effective default. The -d parameter, when used,causes an error message (Could not open data file, -d).
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The DCE server program CSODCES requires a DCE logon with the authorityrequired to write entries in the DCE CDS. The DCE logon principal (user) andpassword are provided in the key table (keytab) on the server workstation.
 4. A list of the VisualAge Generator applications available on the application serveris advertised in the DCE cell by the CSODCES program. This list is stored usingthe CDS function of the DCE cell. This information (a list of available VisualAgeGenerator server applications by DCE server workstation name) is now availablefor reference by all (authorized) DCE clients.
 5. The DCE Client is started on the client workstation. Information about serversdefined in the DCE cell is shared with the client (CDS data).
 If secure client/server communications are configured (REMOTECOMTYPE=dcesecure)and the appropriate DCE authorizations are defined, the end user must perform aDCE logon.
 Once DCE Client software has been started and a DCE logon established,VisualAge Generator client applications can call VisualAge Generator serversapplications using DCE RPC support.
 6. The client application issues calls to server applications using DCE-basedclient/server communication support. The request is passed to the DCE serverprogram CSODCES. If the REMOTECOMMTYPE=dcesecure option was selected, the DCEserver program validates the client request with the security server function of theDCE cell.
 4.2 DCE Client/Server ScenariosVisualAge Generator support for DCE-based client/server communication allows a callto a server application from a client to be implemented using DCE-enabled RPCsupport. Location control and any required data type conversions are controlledthrough the :CALLLINK definitions in the active linkage table.
 We implemented DCE-based client/server communication scenarios that supportedGUI client applications on OS/2 and Windows 95, calling server applications on:
 • OS/2• Windows NT• AIX 4.1.3
 The use of DCE-based client/server communication requires that a DCE cell serverexist. We used the AIX 4.1.3 workstation as our cell server.
 OS/2 or Windows NT could also have been configured as a DCE cell server with theappropriate software installed (see your DCE product documentation). For additionalinformation about implementing a DCE cell review, see
 Understanding OSF DCE 1.1 for AIX and OS/2, SG24-4616DCE Cell Design Considerations, SG24-4746
 The setup of these workstation platforms with DCE-based client/server communicationsupport is reviewed in this section.
 4.2.1 Configuration Basics
 Before we discuss the actual implementation tasks, we review terms, the configurationused in our scenario, and the DCE user definitions used in our environment.
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4.2.1.1 DCE-Based Client/Server Communication Terminology
 To understand DCE-based client/server communication support, it may be helpful ifthese terms are defined:
 Application Server WorkstationThe physical workstation where VisualAge Generator server applications areinstalled and run when called by clients. Both the DCE server program and thecalled VisualAge Generator server applications run on this workstation.
 DCE Server ProgramA program named CSODCES is provided as part of VisualAge GeneratorWorkgroup Services. The program reads identified DCE configuration file toidentify the VisualAge Generator server applications that can be called throughthis instance of the DCE server program.
 VisualAge Generator Server ApplicationGenerates the batch application called by VisualAge Generator. Is called onbehalf of requesting client applications by the DCE Server program CSODCES.
 GUI Client WorkstationThe physical workstation where VisualAge Generator GUI client applications areinstalled and run. Calls to VisualAge Generator server applications areprocessed using DCE client support.
 DCE ClientThe software required to support DCE-based client/server communication. DCEClient is required on both the GUI client and application server workstations.
 CDS ClientThe software required on the application server workstation to support theDCE-based client/server communication.
 DCE CellThe named environment or domain that supports communication betweenmember workstations. VisualAge Generator uses the RPC subset of a DCEenvironment to implement client/server communication support.
 4.2.1.2 Configuration Scenario
 Our goal was to implement a DCE-based client/server communication configurationthat provided support for these client and server platforms:
 • AIX DCE cell server (with application server support)• OS/2 DCE Application Server Workstation• OS/2 DCE Client Workstation• Windows NT DCE Application Server Workstation• Windows 95 DCE Client Workstation.
 Figure 32 on page 58 provides an overview of our DCE configuration.
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Figure 32. VisualAge Generator Client/Server Communication DCE Configuration Overview
 All the workstations shown in Figure 32 must have TCP/IP installed and configured tosupport DCE client/server communication. To test whether TCP/IP is installed andconfigured correctly, PING the host name of any of the other workstations from anyworkstation. Each workstation should be able to PING all other workstations that willbe used in the DCE configuration.
 Figure 33 shows the PING command used to test TCP/IP communication to the AIX DCEcell server.
 [H:\vgcs]ping vgrisc.raleigh.ibm.comPING vgrisc.raleigh.ibm.com: 56 data bytes64 bytes from 9.67.172.228: icmp_seq=0. time=187. ms64 bytes from 9.67.172.228: icmp_seq=1. time=125. ms64 bytes from 9.67.172.228: icmp_seq=2. time=125. ms
 ----vgrisc.raleigh.ibm.com PING Statistics----3 packets transmitted, 3 packets received, 0% packet lossround-trip (ms) min/avg/max = 125/145/187
 Figure 33. PING Command Used to Test TCP/IP Communication between Workstations
 Review your TCP/IP documentation for TCP/IP communication configuration guidance.
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4.2.1.3 Client and Server User Definitions
 Before we implement a DCE-based client/server communication environment we needto determine how DCE user definitions (principals or accounts) will be used to controlthe environment. We know that:
 • A client (end user) DCE logon is not required unless a secure DCE-based call(REMOTECOMTYPE=dcesecure) is required.
 • The VisualAge Generator DCE server program (CSODCES) requires a DCEprincipal with appropriate CDS authority to advertise the available VisualAgeGenerator server applications.
 DCE supports the management of sets of user principals with the organization andgroup constructs.
 We define a DCE principal for each end-user and each application-server workstation.DCE organization and group capabilities are used to define roles and authorities foreach set of (client and server) principals.
 The following groups and principals are defined as part of an organization namedvisgen:
 Group Name Principals/Role
 vgusers vguser1 vguser2 vguser3
 DCE principal IDs for end-users. Used for dce_login on clientworkstation.
 vgusradm vgadm1 vgadm2
 DCE principal IDs for administrative end-users. Used for dce_login onclient workstation. Secure DCE-based client/server communication isimplemented to support this group of users.
 vgservers vgos2sj1 vgos2sj2 vgaixsj1 vgaixsj2
 DCE principal IDs for application server workstations. Used forimplicit dce_login, using the principal entry in the keytab on theserver workstation, by the DCE server program CSODCES.
 4.2.2 AIX DCE Cell Server Workstation
 Using AIX for our DCE cell server was an easy choice. DCE cell server support wasalready installed on our target AIX workstation.
 In several of our scenarios, we do not call VisualAge Generator servers that run onAIX. We use the AIX workstation only as the DCE cell server that enables our choiceof DCE-based client/server communication for our VisualAge Generator sampleapplication system. We could have implemented DCE cell server support on the OS/2or Windows NT workstation platforms, or even on a host system if we did not want touse the AIX workstation as the cell server.
 We had the following software on our AIX DCE cell server workstation:
 • AIX Version 4.1.3• AIX DCE Version 2.1 (including CDS, Security, and DTS server support)• DB2 Version 2.1• VisualAge Generator Workgroup Services for AIX Version 2.2 (Fixpak 3).
 We have ignored the other software installed on the AIX workstation as they were notdirectly involved in this DCE-based client/server communication configuration.
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Note: VisualAge Generator Workgroup Services for AIX Version 2.2 was required onlywhen we configured the AIX workstation as a DCE application server workstation. IfVisualAge Generator server applications are not called on the AIX workstation,VisualAge Generator Workgroup Services for AIX Version 2.2 is not required tosupport DCE-based client/server communication.
 4.2.2.1 Managing DCE on AIX
 This publication does not provide a detailed guide to DCE management andadministration. You need DCE product-specfic documentation and possibly training toperform this task. We did learn the following:
 • Starting DCE on AIX
 DCE can be started with the ′rc.dce′ command. DCE can also be started by using′smitty ′. Enter
 smitty dce
 and then choose the Restart DCE/DFS Daemons menu option.
 • Checking whether or not DCE is running on AIX
 Issue this command on AIX to see if DCE processes are running:
 ps -ef | grep dce
 • Stopping DCE on AIX
 DCE can be stopped with the dce.clean command or you can use SMIT (or smitty).
 4.2.2.2 DCE Environment Configuration
 All DCE components of our DCE-based client/server communication configuration willrun within a single DCE cell. We used a DCE cell that was already defined on the AIXworkstation.
 When no DCE cell is defined or you do not want to use an existing DCE cell, you cancreate a new one. Refer to the appropriate DCE manual for your environment forinformation about creating a DCE cell.
 In the following configuration steps, we assume that you already have defined a DCEcell, a clearinghouse, and a cell administrator cell_admin.
 To configure DCE-based client/server communication support, perform the followingsteps:
 1. Create DCE organizations, groups, and users.
 For these steps you have to logon as cell_admin. On AIX, our DCE cell serverworkstation, you can use the dcecp tool or SMIT to support the configurationtasks.
 Note: SMIT (or ′smitty ′) provides a full-screen, panel-driven interface, whichusers new to AIX and/or DCE will probably find much easier to use. The linecommands shown below are the same ones that smitty ends up issuing. They aredisplayed for you to see.
 Figure 34 on page 61 shows the dcecp commands issued (after entering dcecp onthe AIX command line) to create the DCE environment required for ourconfiguration (see 4.2.1.3, “Client and Server User Definitions” on page 59).
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dcecp> organization create visgendcecp> group create vgservers -inprojlist yesdcecp> group create vgusers -inprojlist yesdcecp> group create vgusradm -inprojlist yesdcecp> user create vguser1 -password vguser1 -mypwd xxx -group vgusers -o visgendcecp> user create vguser2 -password vguser2 -mypwd xxx -group vgusers -o visgendcecp> user create vguser3 -password vguser3 -mypwd xxx -group vgusers -o visgendcecp> user create vgadm1 -password vgadm1 -mypwd xxx -group vgusradm -o visgendcecp> user create vgadm2 -password vgadm2 -mypwd xxx -group vgusradm -o visgendcecp> user create vgos2sj1 -password vgos2sj1 -mypwd xxx -group vgservers -o visgendcecp> user create vgos2sj2 -password vgos2sj2 -mypwd xxx -group vgservers -o visgendcecp> user create vgwntsj1 -password vgwntsj1 -mypwd xxx -group vgservers -o visgendcecp> user create vgwntsj2 -password vgwntsj2 -mypwd xxx -group vgservers -o visgendcecp> user create vgaixsj1 -password vgaixsj1 -mypwd xxx -group vgservers -o visgendcecp> user create vgaixsj2 -password vgaixsj2 -mypwd xxx -group vgservers -o visgen
 Figure 34. Defining DCE Organizations, Groups, and Users on AIX Cell Server withdcecp. The cell_admin password is used as part of the dcecp command when creating users.Passwords for the individual users are also defined. The -inprojlist yes parameter ensures thatusers in a group accrue the access rights permitted to the group.
 2. Create base directories for DCE-based client/server communication.
 VisualAge Generator DCE-based client/server communication support demands aspecific base directory structure. This base directory structure as a prequisite.This base directory structure must be created manually and named/.:/Servers/VAGenerator.
 You can use the dcecp tool or SMIT to create the base directory structure.Figure 35 shows the dcecp commands issued (after entering dcecp on the AIXcommand line) to create the base DCE directory structure required for VisualAgeGenerator DCE-based client/server communication.
 dcecp> directory create /.:/Serversdcecp> directory create /.:/Servers/VAGeneratordcecp> exit
 Figure 35. Defining Base DCE Directories on AIX Cell Server with dcecp
 Target directories specific to the particular application system are created for theconfigured SERVERID value in this directory structure after authorities for the basedirectory are defined.
 3. Configure the required application server principal authority for the CDS basedirectory structure.
 A DCE principal is identified in the configuration file passed to the DCE serverprogram CSODCES. The DCE principal is used to enter the DCE cell and createor update the objects in the target directory (/.:/Servers/VAGenerator/SERVERID).14
 To perform these operations certain privileges must be defined for the principal.
 In DCE, authorization for specific tasks is controlled by access control lists (ACLs).Each ACL entry for a user, group, or other DCE resource has a set of allowedauthorities. These are the authorities for CDS ACL entries:
 14 During our testing, we determined that the target directory name, as determined by the SERVERID value, wasrestricted to eight characters. This limit may be removed at a later date. If you require names longer than eightcharacters make a request to the IBM VisualAge Generator development lab for service.
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Token Descriptionr Read entry attributesw Update entry attributesd Delete entryt Test attribute valuesc Change ACLi Create new directory entriesa Administer directory replication
 There are multiple types of ACLs for CDS directories:
 OBJECT ACLControls access to any CDS name (object entries, soft links, childpointers, clearinghouses, and directories).
 INITIAL OBJECT Creation ACLApplies only to CDS directory names. This ACL is assigned to anyobjects (soft links, application-defined object entries, child pointers,and clearinghouse object entries) to be created in the directory in thefuture.
 INITIAL CONTAINER Creation ACLApplies only to CDS directory names. This ACL is assigned to anydirectories to be created in the directory in the future.
 If we look at the OBJECT ACL for the base directory (see Figure 36) we can seethat the group subsys/dce/cds-admin has the required authority.
 acl_edit /.:/Servers/VAGenerator -l
 # SEC_ACL for /.:/Servers/VAGenerator:# Default cell = /.../vgriscunauthenticated:r--t---user:cell_admin:rwdtciauser:hosts/vgrisc/cds-server:rwdtciagroup:subsys/dce/cds-admin:rwdtciagroup:subsys/dce/cds-server:rwdtciaany_other:r--t---
 Figure 36. OBJECT ACL for VisualAge Generator DCE Base Directory
 The easiest (but not the recommended) way to obtain the CDS privileges requiredis to add the application server principal to the CDS administrator group(subsys/dce/cds-admin). If you are logged in as cell_admin, you can issue thedcecp command shown in Figure 37 to add user vgos2sj1 to the CDSadministrator group (cds-admin).
 dcecp> group add subsys/dce/cds-admin -member vgos2sj1
 Figure 37. Adding Application Server Principal to CDS Administrator Group
 The problem is that CDS administrator privleges far exceed the actualrequirements of an application server principal. The DCE server programCSODCES must be able to create and update the objects in the target directory(/.:/Servers/VAGenerator/SERVERID).
 However, the group subsys/dce/cds-admin has the listed authority (rwdtcia) onevery directory in the DCE Cell (this is not shown in Figure 36).
 We can provide the application server principal with the required authority on onlythe base directory (and any future target directories) by adding an entry for the
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application server principals group to the base directory OBJECT, INITIALOBJECT, and INITIAL CONTAINER ACLs (see Figure 38 on page 63). With thistechnique, the ACL authority for the base directory will apply to the targetdirectories (and objects) created in the base directory.
 acl_edit /.:/Servers/VAGenerator -m group:vgservers:rwdtiacl_edit /.:/Servers/VAGenerator -ic -m group:vgservers:rwdtiacl_edit /.:/Servers/VAGenerator -io -m group:vgservers:rwdti
 acl_edit /.:/Servers/VAGenerator -l
 # SEC_ACL for /.:/Servers/VAGenerator:# Default cell = /.../vgriscunauthenticated:r--t---user:cell_admin:rwdtciauser:hosts/vgrisc/cds-server:rwdtciagroup:subsys/dce/cds-admin:rwdtciagroup:subsys/dce/cds-server:rwdtciagroup:vgservers:rwdt-i-any_other:r--t---
 Figure 38. Adding Authority for Base Directory to Application Server Group. Commands to add OBJECT, INITIAL OBJECT, and INITIAL CONTAINER ACLs are shown alongwith a command that lists the current OBJECT ACL entries for the directory. Similar resultswould be seen for an INITIAL OBJECT or an INITIAL CONTAINER ACL list.
 This prepares our base directory for unauthenticated DCE-based client/servercommunication.
 If you are planning on implementing authenticated DCE-based client/servercommunication (REMOTECOMTYPE=dcesecure) you may wish to modify theunauthenticated and any other (any_other) ACL entries of type OBJECT, INITIALOBJECT, and INITIAL CONTAINER before continuing.
 Authenticated DCE-based client/server communication based on VisualAgeGenerator uses the test ACL authority to determine whether a user is allowed touse a service. The current CDS ACL entries (see Figure 38) provide the test ACLauthority to unauthenticated and any other users. In other words, no security isyet available.
 The test authority can be removed from the base directory unauthenticated andany other ACL entries with the commands shown in Figure 39 on page 64.
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acl_edit /.:/Servers/VAGenerator -m unauthenticated:r------acl_edit /.:/Servers/VAGenerator -io -m unauthenticated:r------acl_edit /.:/Servers/VAGenerator -ic -m unauthenticated:r------
 acl_edit /.:/Servers/VAGenerator -m any_other:r------acl_edit /.:/Servers/VAGenerator -io -m any_other:r------acl_edit /.:/Servers/VAGenerator -ic -m any_other:r------
 acl_edit /.:/Servers/VAGenerator -ic -l
 # Initial SEC_ACL for directories created under: /.:/Servers/VAGenerator:# Default cell = /.../vgriscunauthenticated:r------group:subsys/dce/cds-admin:rwdtciagroup:subsys/dce/cds-server:rwdtciagroup:vgservers:rwdt-i-any_other:r------
 Figure 39. Removing Test Authority on Base Directory for unauthenticated andany_other ACL Entries. Commands to modify the OBJECT, INITIAL OBJECT, and INITIALCONTAINER unauthenticated and any_other ACL entries are shown, along with a command thatlists the current INITIAL CONTAINER ACL entries for the directory. Similar results would beseen for an OBJECT or an INITIAL OBJECT ACL list.
 The changes shown in Figure 38 on page 63 and Figure 39 prepare the basedirectory for unauthenticated and authenticated VisualAge Generator DCE-basedclient/server communication without allowing the application server principalsunneeded authorization for the full CDS directory structure.
 4. Create target directory for application information.
 When the CSODCES application is started at the application server, it sends theinformation contained in the configuration file to the CDS Server. This filecontains the values for SERVERID and LOCATION parameters that identify theDCE server program running on an application server workstation that canrespond to requests for VisualAge Generator server applications. The SERVERIDand LOCATION parameter values are also used in the VisualAge Generatorlinkage table.
 As described in Developing VisualAge Generator Client/Server Applications,
 SERVERID Represents an application system or subsystem.
 LOCATION Represents one or more application server workstationsthat process requests for the application system orsubsystem.
 In our configuration, we used a SERVERID value of vgcs. The location valuedepended on the active DCE-based client/server communication scenario.15
 CSODCES will write the information about the location and available serverapplications in a target directory with the same name as the SERVERID value.This directory must exist in a predefined (and hardcoded) base directory named/.:/Servers/VAGenerator.
 CDS objects with names equal to the LOCATION value and the names of theavailable VisualAge Generator server applications will be created in the targetdirectory (/.:/Servers/VAGenerator/SERVERID).
 15 In the manual Developing VisualAge Generator Client/Server Applications DCE examples used a SERVERID valueof TEST. We confused this with the ACL test authority, which is why we did not use a SERVERID value of TEST.
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You can use the dcecp tool or SMIT to create the directory. Figure 40 on page 65shows the dcecp commands issued (after entering dcecp on the AIX command line)to create the target DCE directory required for our VisualAge GeneratorDCE-based client/server communication scenario.
 dcecp> directory create /.:/Servers/VAGenerator/vgcs
 Figure 40. Creating Target DCE Directory on AIX Cell Server with dcecp
 Because we had already implemented our ACL entries for the base directory (seeFigure 38 on page 63 and Figure 39 on page 64) we automatically get theauthority required on the target directory (see Figure 41).
 acl_edit /.:/Servers/VAGenerator/vgcs -l
 # SEC_ACL for /.:/Servers/VAGenerator/vgcs:# Default cell = /.../vgriscunauthenticated:r------user:cell_admin:rwdtciauser:hosts/vgrisc/cds-server:rwdtciagroup:subsys/dce/cds-admin:rwdtciagroup:subsys/dce/cds-server:rwdtciagroup:vgservers:rwdt-i-any_other:r------
 Figure 41. OBJECT ACL List for VisualAge Generator DCE Target Directory
 Our DCE cell is now ready to support VisualAge Generator DCE-based client/servercommunication.
 4.2.3 OS/2 DCE Application Server Workstation
 The OS/2 application server workstation must provide support for DCE client/servercommunications and for execution of VisualAge Generator server applications.
 We used the following software on our OS/2 DCE application server:
 • OS/2 Warp Version 3.0 (at Fixpack 21 or later)• DB2/2 Version 2.1 (for VisualAge Generator server application database support)• VisualAge C+ + for OS/2• VisualAge Generator Workgroup Services for OS/2 Version 2.2 (Fixpak 3)• IBM DSS for OS/2 Warp Version 4.0
 To implement the DCE application server workstation we had to install and configureDCE and then set up the DCE server program CSODCES. We also generated the OS/2server portion of the sample application.
 4.2.3.1 DCE Client Configuration
 DCE client software is required on all workstations in a DCE-based client/servercommunication environment. Because this workstation (OS/2 DCE application serverworkstation) will act as DCE application server, we must also install the CDS clientcomponent of the DCE client software package.
 To configure the DCE client, you must identify the name of your DCE cell and the hostnames of your cell directory server and the security server. In our configuration, weran the CDS, security, and DTS servers on the AIX DCE server workstation. On theDCE application server workstation, we configured CDS, security, and DTS clients. We
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provided these values and made these decisions when configuring DSS for OS/2Warp:
 Host setup Cell name: /.../vgriscDCE host name: vgrisc.raleigh.ibm.comLAN Profile: lan-profile
 Protocols Connection-oriented: yes (checked)Connectionless: yes (checked)
 Startup options Start DCE at system startup: no (not checked)Mode to start components: Single windowSynchronize the host′s clock before configuring DCE and at DCEstartup: yes (checked).Provided a DTS server ID using TCP/IP identification withvgrisc.raleigh.ibm.com as the TCP/IP host name.
 Security client Provided a master security server ID using TCP/IP identificationwith vgrisc.raleigh.ibm.com as the TCP/IP host name.
 Directory client Provided a directory server ID using TCP/IP identification withvgrisc.raleigh.ibm.com as the TCP/IP host name.
 CDS server Cell Administrator and PasswordChose the installation option that supports full configuration ofthe client. When you select this option, the base configurationtasks for the DCE client are performed automatically on both theDCE client workstation and the remote DCE cell server platform.We used the cell_admin ID and provided the current password.
 During our experimentation we disabled our DCE client on OS/2 several times. Whenthis occurred, we would reconfigure to correct the DCE problems. Reconfigurationusing the Configure DCE Services function required these steps:
 1. Select None as the services-to-configure option.
 2. On the Cell Administrator and Password page select Complete local hostconfiguration and run the configuration process.
 Repeat the previous two steps if any errors occur during the process of removingthe configuration of directory, security, or DTS client support.
 3. Reconfigure using the same process as the initial configuration activity once youhave successfully removed the configuration from all clients.
 This would reset our DCE client configuration and allow us to use DCE services again.
 Note: Removing and reestablishing the DCE configuration removed any entries wehad made in the keytab file on the DCE application server workstation. We had to usergy_edit to add the principal again (see Figure 54 on page 77).
 4.2.3.2 Build VisualAge Generator Server Applications
 Three sample application servers were generated for use in the DCE configuration.Two support remote calls from VisualAge Generator clients using DCE-basedclient/server communication support, the third is called as a local server. The serversare described as follows:
 • We have two servers that are part of the sample application that must begenerated for OS/2 with DCE-based client/server communication support:VGD2OS2 and VGD3OS2. Server VGD2OS2 is called by the sample applicationGUI client. Server VGD3OS2 is called by a sample application server when athree-tier server call to an OS/2 platform using DCE-based client/servercommunication is requested.
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• Server VGL3OS2 is generated with a local call interface. VGL3OS2 can be calledby VGD2OS2 to implement an alternative third-tier call.
 Two further steps need to be carried out:
 1. Define linkage table for DCE sample application servers. Figure 42 shows thelinkage table entries we used to generate the VGD2OS2, VGD3OS2, and VGL3OS2applications.
 :CALLLINK APPLNAME=VGD2OS2 LIBRARY=VGD2OS2 REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgos2 REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD3OS2 LIBRARY=VGD3OS2 REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgos2 REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGL3OS2 LIBRARY=VGL3OS2 PARMFORM=oslinkLINKTYPE=dynamic LUWCONTROL=server REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD3WNT LIBRARY=VGD3WNT REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgwnt REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD3AIX LIBRARY=VGD3AIX REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgaix REMOTEBIND=runtimecontable=binary.
 Figure 42. Linkage Table for OS/2 Sample Application Servers with DCE-BasedClient/Server Communication Support. Linkage table entries are included for both theservers being generated and the servers that can be called from VGD2OS2.
 2. Generate sample application servers for OS/2 with DCE-based client/servercommunication support.
 Figure 43 contains the generation commands we used to generate the sampleapplication servers for OS/2 with DCE-based client/server communication support.
 EZE2GEN GENERATE VGD2OS2 /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=OS2>e:\vgcs\genout\VGD2OS2.log
 EZE2GEN GENERATE VGD3OS2 /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=OS2>e:\vgcs\genout\VGD3OS2.log
 EZE2GEN GENERATE VGL3OS2 /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=OS2>e:\vgcs\genout\VGL3OS2.log
 Figure 43. Generating OS/2 Sample Application Servers with DCE-Based Client/ServerCommunication Support. Both the local and the remote DCE-based sample applicationservers are generated for OS/2. This provides support for multiple two- and three-tiercomputing configurations.
 You are now ready to configure and start the DCE server program on this workstation.This process is nearly identical on OS/2, Windows NT, and AIX server platforms. Forthis reason, we describe it only once in 4.2.7, “Running Applications with DCE-BasedClient/Server Communication” on page 75.
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4.2.4 OS/2 DCE GUI Client Workstation
 The OS/2 client workstation must provide support for DCE client/servercommunications and execution of VisualAge Generator GUI client applications.
 We used the following software for the OS/2 DCE GUI Client:
 • OS/2 Warp Version 3.0 (at Fixpack 21 or later)• TCP/IP support• VisualAge Generator GUI Runtime for OS/2 Version 2.2 (Fixpak 3)• IBM DSS for OS/2 Warp Version 4.0
 To implement the DCE GUI client workstation, we had to install and configure DCE.We also generated the OS/2 GUI client portion of the sample application.
 4.2.4.1 DCE Client Configuration
 DCE client software is required on all workstations in a DCE-based client/servercommunication environment. VisualAge Generator GUI application calls usingDCE-based client/server communication use only a subset of the function available ina full DCE client installation. This means that we can install just the slim clientcomponent of DCE. The CDS, security, or DTS client functions do not need to beinstalled on the client workstation as they were on the application server workstation(see 4.2.3, “OS/2 DCE Application Server Workstation” on page 65 or 4.2.5, “WindowsNT DCE Application Server Workstation” on page 70). The slim client software isenough to query the the cell server and send RPC calls to the application serverworkstation.
 To configure the DCE slim client you need the cell name and the TCP/IP names oraddresses of the CDS and security server. In our configuration, we ran the CDS,security, and DTS servers on the AIX DCE server workstation. You do not have toprovide the cell administrator′s password, because configuration tasks are notperformed on the DCE cell server. We provided these values and made thesedecisions when configuring the DCE slim client using DSS for OS/2 Warp:
 Host setup Cell name: /.../vgriscDCE host name: vgrisc.raleigh.ibm.comLAN Profile: lan-profile
 Protocols Connection-oriented: yes (checked)Connectionless: yes (checked)
 Startup options Start DCE at system startup: no (not checked)Mode to start components: Single windowSynchronize the host′s clock before configuring DCE and at DCEstartup: yes (checked).Provides a DTS server ID using TCP/IP identification withvgrisc.raleigh.ibm.com as the TCP/IP host name.
 Slim client Provides a master security server ID using TCP/IP identificationwith vgrisc.raleigh.ibm.com as the TCP/IP host name.Provides a directory server ID using TCP/IP identification withvgrisc.raleigh.ibm.com as the TCP/IP host name.
 During our experimentation, we disabled our DCE client on OS/2 several times. Whenthis occurred, we would reconfigure to correct the DCE problems. Reconfigurationusing the Configure DCE Services function required these steps:
 1. Select None as the services to configure option.
 2. On the Cell Administrator and Password page select Complete local hostconfiguration and run the configuration process.
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Repeat both steps if any errors occur during the configuration removal fromdirectory, security, or DTS client support.
 3. Reconfigure using the same process as the initial configuration activity once youhave successfully removed the configuration of all clients.
 This would reset our DCE client configuration and allow us to use DCE services again.
 4.2.4.2 Build VisualAge Generator Client Platform Applications
 The OS/2 client platform portion of the sample application had to be generated withsupport for remote calls to VisualAge Generator servers using DCE-basedclient/server communication support.
 The sample application GUI client can directly call a second-tier DCE-based serverapplication on the OS/2, Windows NT, or AIX platforms. Third-tier DCE-based serverscould also be called from the OS/2 client platform if we generated the local C+ +server included in the sample application (VGL2OS2).
 The following steps are required to build the VisualAge Generator client platformapplications:
 1. Define linkage table for all possible OS/2 client platform calls to DCE sampleapplication servers.
 Figure 44 shows the linkage table entries we used to generate the sampleapplication GUI client and local C+ + server to support second- or third-tier callsto OS/2, Windows NT, or AIX platforms.
 :CALLLINK APPLNAME=VGL2OS2 LIBRARY=VGL2OS2 PARMFORM=oslinkLINKTYPE=dynamic LUWCONTROL=server REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD2OS2 LIBRARY=VGD2OS2 REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgos2 REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD2WNT LIBRARY=VGD2WNT REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgwnt REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD2AIX LIBRARY=VGD2AIX REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgaix REMOTEBIND=runtimecontable=binary.
 Figure 44. Linkage Table for OS/2 Sample Application Client with DCE-BasedClient/Server Communication Support
 Note: When using DCE-based client/server communication, the LUW is alwayscontrolled by the server. It is not possible to have client LUW control usingDCE-based client/server communication.
 2. Generate a sample application client for OS/2 with DCE-based client/servercommunication support.
 Figure 45 on page 70 contains the generation commands we used to generate thesample application client for OS/2 with DCE-based client/server communicationsupport.
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EZE2GEN GENERATE VGPING /MSL=VGPINGZ/GENOUT=e:-VGCS-GENOUT-OS2 /linkage=h:-vgcs-applst.lkg/system=OS2gui >e:-vgcs-genout-VGPING.log
 EZE2GEN GENERATE VGPINGSD /MSL=VGPINGZ/GENOUT=e:-VGCS-GENOUT-OS2 /linkage=h:-vgcs-applst.lkg/system=OS2gui >e:-vgcs-genout-VGPINGsd.log
 EZE2GEN GENERATE VGHELP /MSL=VGPINGZ/GENOUT=e:-VGCS-GENOUT-OS2 /linkage=h:-vgcs-applst.lkg/system=OS2gui >e:-vgcs-genout-vghelp.log
 EZE2GEN GENERATE VGL2OS2 /MSL=VGPINGZ/GENOUT=e:-VGCS-GENOUT-OS2 /linkage=h:-vgcs-applst.lkg/system=OS2 >e:-vgcs-genout-VGL2OS2.log
 Figure 45. Sample Application Generation Commands for OS/2 Client for DCE-BasedClient/Server Communication. Embedded GUI applications are generated because of the/GENEMBEDDEDGUIS default generation option.
 4.2.5 Windows NT DCE Application Server Workstation
 The Windows NT application server workstation must provide support for DCEclient/server communications and for execution of VisualAge Generator serverapplications.
 We used the following software on our Windows NT DCE application server:
 • Windows NT V3.51 with TCP/IP support• DB2/NT Version 2.1 with SDK support (for VisualAge Generator server application
 database support)• VisualAge C+ + for Windows NT• VisualAge Generator Workgroup Services for Windows NT Version 2.2 (Fixpak 3)• Gradient PC-DCE/32 V 1.0.3a
 To implement the DCE application server workstation, we had to install and configureDCE and then set up the DCE server program CSODCES. We also generated theWindows NT server portion of the sample application. To install DCE support onWindows NT we did the following:
 1. Installed Gradient PC-DCE/32 V 1.0.3a with run-time kit option.2. Installed run-time license pack for Windows NT.
 4.2.5.1 DCE Client Configuration
 DCE client software is required on all workstations involved in a DCE-basedclient/server communication environment.
 The DCE server program CSODCES provided by VisualAge Generator requires a fullDCE client installation. This means that we must install or configure support for theCDS Client as part of the DCE installation.
 To configure full DCE client support with Gradient′s PC-DCE/32, you need the cellname and the TCP/IP names or addresses of the CDS and Security server. In ourconfiguration, we ran the CDS, security, and DTS servers on the AIX DCE serverworkstation. We provided these values and made the following decisions when usingthe PC-DEC/32 configuration notebook for Windows NT.
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Note: The PC-DEC/32 configuration notebook is displayed when the Configure pushbutton is clicked on the DCE Service Panel. The DCE Service Panel can be startedusing the PC-DCE/32 icon in the Windows NT Control Panel.
 On the DCE Client page:
 Cell name: /.../vgriscServer information Security: vgrisc.raleigh.ibm.com as the TCP/IP host name.
 Cell Directory: vgrisc.raleigh.ibm.com as the TCP/IP host name.Configure client daemons
 CheckedWhen you request (check) the Configure Client Daemons optionyou do not have to provide the cell administrator′s principal IDand password because configuration tasks are performed on theDCE cell server.
 Start rpcd UncheckedThis is grayed out (and ignored) when the Configure ClientDaemons option is checked.
 No other options were configured on this page.
 On the Options page none of the available check boxes were selected.
 4.2.5.2 Build VisualAge Generator Server Applications
 Three sample application servers were generated for use in the DCE configuration.Two support remote calls from VisualAge Generator clients using DCE-basedclient/server communication support; the third is called as a local server. The serversare described as follows:
 • We have two servers that are part of the sample application that must begenerated for Windows NT with DCE-based client/server communication support:VGD2WNT and VGD3WNT. Server VGD2OS2 is called by the sample applicationGUI client. Server VGD3OS2 is called by a sample application server when athree-tier server call to an Windows NT platform using DCE-based client/servercommunication is requested.
 • Server VGL3WNT is generated with a local call interface. VGL3WNT can be calledby VGD2WNT to implement an alternative third tier call.
 The following steps are required to build the VisualAge Generator server applications:
 1. Define linkage table for DCE sample application servers. Figure 46 on page 72shows the linkage table entries we used to generate the VGD2WNT, VGD3WNT,and VGL3WNT applications.
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:CALLLINK APPLNAME=VGD2WNT LIBRARY=VGD2WNT REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgwnt REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD3WNT LIBRARY=VGD3WNT REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgwnt REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGL3WNT LIBRARY=VGL3WNT PARMFORM=oslinkLINKTYPE=dynamic LUWCONTROL=server REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD3OS2 LIBRARY=VGD3OS2 REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgwnt REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD3AIX LIBRARY=VGD3AIX REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgaix REMOTEBIND=runtimecontable=binary.
 Figure 46. Linkage Table for Windows NT Sample Application Servers with DCE-BasedClient/Server Communication Support. Linkage table entries for both the servers beinggenerated and servers that can be called from VGD2WNT are included.
 2. Generate sample application servers for Windows NT with DCE-basedclient/server communication support.
 Figure 47 contains the generation commands we used to generate the sampleapplication servers for OS/2 with DCE-based client/server communication support.
 EZE2GEN GENERATE VGD2WNT /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=WINNT>e:\vgcs\genout\VGD2WNT.log
 EZE2GEN GENERATE VGD3WNT /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=WINNT>e:\vgcs\genout\VGD3WNT.log
 EZE2GEN GENERATE VGL3WNT /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=WNNT>e:\vgcs\genout\VGL3WNT.log
 Figure 47. Generating Windows NT Sample Application Servers with DCE-BasedClient/Server Communication Support. Both the local and the remote DCE-based sampleapplication servers are generated for Windows NT. This provides support for multiple two- andthree-tier computing configurations.
 You are now ready to configure and start the DCE server program on this workstation.This process is nearly identical on OS/2, Windows NT, and AIX server platforms. Forthis reason, we describe it only once in 4.2.7, “Running Applications with DCE-BasedClient/Server Communication” on page 75.
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4.2.6 Windows 95 DCE GUI Client Workstation
 The Windows 95 client workstation must provide support for DCE client/servercommunications and execution of VisualAge Generator GUI client applications.
 We used the following software for the Windows 95 DCE GUI Client:
 • Windows 95
 • TCP/IP (as provided by Windows 95)
 • VisualAge Generator GUI Run Time for Windows Version 2.2 (Fixpak 3)
 • Gradient Technologies PC-DCE/32 for Windows 95
 To implement the DCE GUI client workstation we had to install and configure DCE. Wealso generated the Windows 95 GUI client portion of the sample application. To installDCE support on Windows 95, we did the following:
 1. Installed Gradient PC-DCE/32 V 1.0.3a with run-time kit option2. Installed run-time license pack for Windows 95
 4.2.6.1 DCE Client Configuration
 DCE client software is required on all workstations involved in a DCE-basedclient/server communication environment.
 VisualAge Generator GUI application calls using DCE-based client/servercommunication use only a subset of the function available in a full DCE clientinstallation. This means that we can install or configure just the RPC function asprovided by PC-DCE/32. The the CDS, security, or DTS client functions do not need tobe configured on the client workstation as they were on the application serverworkstation (see 4.2.3, “OS/2 DCE Application Server Workstation” on page 65 or4.2.5, “Windows NT DCE Application Server Workstation” on page 70). The base DCEconfiguration is enough to query the the cell server and send RPC calls to theapplication server workstation.
 To configure RPC support with Gradient′s PC-DCE/32, you need the cell name and theTCP/IP names or addresses of the CDS and Security server. In our configuration, weran the CDS, security, and DTS servers on the AIX DCE server workstation. Weprovided these values and made the following decisions when using the PC-DEC/32configuration noteboook for Windows 95.
 Note: The PC-DEC/32 configuration noteboook is displayed when the Configure pushbutton is clicked on the DCE Service Panel. The DCE Service Panel can be startedusing the PC-DCE/32 icon in the Windows 95 Control Panel.
 On the DCE Client page:
 Cell name: /.../vgriscServer information Security: vgrisc.raleigh.ibm.com as the TCP/IP host name.
 Cell Directory: vgrisc.raleigh.ibm.com as the TCP/IP host name.Configure client daemons
 UncheckedIf you do not request (check) the Configure Client Daemonsoption, you do not have to provide the cell administrator′sprincipal ID or password because configuration tasks are notperformed on the DCE cell server.
 Start rpcd Checked
 No other options were configured on this page.
 On the Options page, none of the available check boxes were selected.
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4.2.6.2 Build VisualAge Generator Client Applications
 The client portion of the sample application had to be generated with support forremote calls to VisualAge Generator servers using DCE-based client/servercommunication support.
 The sample application client can directly call on DCE-based server application:VGD2OS2.
 The following steps are required to build the VisualAge Generator client applications:
 1. Define linkage table for all possible Windows 95 client platform calls to DCEsample application servers. Figure 48 shows the linkage table entries we used togenerate the sample application GUI client and local C+ + server to supportsecond- or third-tier calls to OS/2, Windows NT, or AIX platforms.
 :CALLLINK APPLNAME=VGD2OS2 LIBRARY=VGD2OS2 REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgos2 REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD2WNT LIBRARY=VGD2WNT REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgwnt REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD2AIX LIBRARY=VGD2AIX REMOTECOMTYPE=dcePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgaix REMOTEBIND=runtimecontable=binary.
 Figure 48. Linkage Table for Windows 95 Sample Application Client with DCE-BasedClient/Server Communication Support
 Note: When using DCE-based client/server communication, the LUW is alwayscontrolled by the server. It is not possible to have client LUW control usingDCE-based client/server communication.
 2. Generate sample application client for Windows 95 with DCE-based client/servercommunication support
 Figure 49 contains the generation commands we used to generate the sampleapplication client for Windows 95 with DCE-based client/server communicationsupport.
 EZE2GEN GENERATE VGPING /MSL=VGPINGZ/GENOUT=e:-VGCS-GENOUT-wingui /linkage=h:-vgcs-applst.lkg/system=wingui >e:-vgcs-genout-VGPING.logNT
 EZE2GEN GENERATE VGPINGSD /MSL=VGPINGZ/GENOUT=e:-VGCS-GENOUT-wingui /linkage=h:-vgcs-applst.lkg/system=wingui >e:-vgcs-genout-VGPINGsd.logNT
 EZE2GEN GENERATE VGHELP /MSL=VGPINGZ/GENOUT=e:-VGCS-GENOUT-wingui /linkage=h:-vgcs-applst.lkg/system=wingui >e:-vgcs-genout-VGHELP.logNT
 Figure 49. Sample Application Generation Commands for Windows 95 GUI Client forDCE-Based Client/Server Communication. Generation of embedded GUI applications willoccur because of the /GENEMBEDDEDGUIS default generation option.
 74 VisualAge Generator Client/Server Communications

Page 89
                        
                        

4.2.7 Running Applications with DCE-Based Client/Server Communication
 Now that the environment setup is complete (DCE Cell configured, DCE softwareinstalled on client and server platforms, applications generated), we are ready to runthe sample application using DCE-based client/server communication.
 We implement the DCE-based client/server communication configuration shown inFigure 50.
 Figure 50. VisualAge Generator DCE-Based Client and Application Server Configuration
 Implementation requires that we first configure and then start the DCE server program(CSODCES), learn how it interacts with the directory setup in the DCE cell, and thenstart the client end of the sample application. We also study techniques forimplementing multiple application server workstation platforms for oneSERVERID/LOCATION pair.
 4.2.7.1 DCE Server Program Configuration
 Several steps are required to configure the CSODCES DCE server program:
 1. Define CSODCES configuration file
 The CSODCES DCE server program requires a configuration file as a parameterfor startup. Figure 51 on page 76 contains the DCE.CNF configuration file weused on our OS/2 DCE application server workstation.
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DCEprincipal=vgos2sj1LOCATION=vgos2SERVERID=vgcsDCEACLobject=/.:/Servers/VAGenerator/vgcs/vgos2SECURE APPLICATIONS=PUBLIC APPLICATIONS=VGD2OS2VGD3OS2
 Figure 51. DCE.CNF Configuration File for OS/2 DCE Application Server
 This configuration file defines how the CSODCES program will operate. Thefollowing parameters are defined:
 DCEprincipal DCE principal that will be used for CDS access. This principal isalso defined in the DCE keytab file using rgy_edit.
 LOCATION Name of the workstation where the VisualAge Generator serverapplications are located. This might represent a set ofworkstations if the DCE server program is started on more thanone workstation with the same LOCATION value.
 SERVERID Name for the system or subsystem
 DCEACLobject Name of the active access control list (ACL) object used forsecure communication (REMOTECOMTYPE=dcesecure)
 A list of available VisualAge Generator server applications is also included in theCSODCES program configuration file. These VisualAge Generator serverapplications are defined as either:
 PUBLIC No authorization checking is done by CSODCES for clientrequests for these applications. A DCE logon is not required onthe client platform.
 SECURE CSODCES verifies that the DCE client requesting theseapplications is authorized to access them. A DCE logon isrequired on the client platform if the appropriate ACL definitionshave been made (see Figure 39 on page 64). Theimplementation of SECURE processing is further explained in4.2.8, “Implementing Secure DCE-Based Client/ServerCommunication” on page 88.
 The SERVERID and LOCATION values used in the CSODCES configuration filemust match the SERVERID and LOCATION values used in the linkage tablereferenced at run time.
 Figure 52 contains the DCE.CNF configuration file we used on our Windows NTDCE application server workstation.
 DCEprincipal=vgwntsj1LOCATION=vgwntSERVERID=vgcsDCEACLobject=/.:/Servers/VAGenerator/vgcs/vgwntSECURE APPLICATIONS=PUBLIC APPLICATIONS=VGD2WNTVGD3WNT
 Figure 52. DCE.CNF Configuration File for Windows NT DCE Application Server
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Figure 53 on page 77 contains the DCE.CNF configuration file we used on our AIXDCE application server workstation.
 DCEprincipal=vgaixsj1LOCATION=vgaixSERVERID=vgcsDCEACLobject=/.:/Servers/VAGenerator/vgcs/vgaixSECURE APPLICATIONS=PUBLIC APPLICATIONS=VGD2AIXVGD3AIX
 Figure 53. DCE.CNF Configuration File for AIX DCE Application Server
 2. Add a key table entry for the DCE principal
 The CSODCES DCE server program uses a dynamic DCE logon to access andupdate the target directory with information about the active location andavailable VisualAge Generator server applications. The principal used during thelogon is defined in the configuration file but the password is stored in a local DCEkeytab file.
 Before starting the CSODCES DCE server program, you have to make an entry inthe keytab file on the DCE application server workstation for the DCE principalidentified in the CSODCES configuration file. Use the rgy_edit command on eachDCE application server workstation to define the DCE principal used by theCSODCES DCE server program. Figure 54 shows the rgy_edit definition processwe used on our OS/2 DCE application server workstation.
 [E:\vgcs\dcesec]rgy_editCurrent site is: registry server at /.../vgriscrgy_edit=> do princDomain changed to: principalrgy_edit=> ktadd -p vgos2sj1 -pw vgos2sj1rgy_edit=> ktlist/.../vgrisc/hosts/vgrisc.almaden.ibm.com/self 1/.../vgrisc/hosts/vgrisc.almaden.ibm.com/self 2/.../vgrisc/vgos2sj1 1rgy_edit=> exitbye.
 [E:\vgcs\dcesec]
 Figure 54. Adding Key Table Entry for DCE Application Server Principal
 You need to add the principal to the keytab on each DCE application serverworkstation you configure. The rgy_edit interface is the same regardless ofoperating system environment (OS/2, Windows NT, AIX). If you reconfigure DCEsoftware, the keytab file is often reinitialized. This may require that you add theprincipal again.
 4.2.7.2 Start and Manage DCE Server Program
 There are three steps to follow:
 1. Start DCE (if not automatically started).
 We configured DCE on our OS/2 and Windows workstations so that we managedstartup and shutdown. Before we can run the DCE server program CSODCES, wemust ensure that DCE has been started:
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• To start DCE on OS/2, use the Start DCE program icon in the DCE Servicesfolder. The DCE task window provides details on the services that havestarted.
 • To start DCE on Windows 95 or Windows NT click on the Start DCE pushbutton on the DCE Service Panel. The DCE Service Panel can be openedusing the PC-DCE/32 icon in the Windows 95 or Windows NT Control Panel.
 Sometimes DCE services will not start. Often, the problem is a time skewbetween the workstation and the time as known to the DCE Cell. DCE can beconfigured to synchronize the time on the workstation with the time as known tothe DCE Cell, which prevents this time-skew problem.
 2. Configure runtime support for VisualAge Generator server applications.
 VisualAge Generator Workgroup Services must be installed and configured. TheVisualAge Generator server applications must be in a directory that is included inthe LIBPATH for the operating environment.
 Database support is configured using the EZERSQLDB environment variable justas with stand-alone or local VisualAge Generator applications. If the VisualAgeGenerator server applications called with DCE-based client/server communicationis to call other servers, a linkage table should be defined and identified.
 Other VisualAge Generator Workgroup Services runtime options, such as tracesupport, are applicable to DCE-based server applications. We used these settingson our OS/2 workstation during our testing to assist in problem determination:
 EZERSQLDB=SAMPLECSOLINKTBL=H:\VGCS\ACTIVE.LKGCSOTROPT=2FCWTROPT=31
 We used similar settings on the Windows NT and AIX workstations. Tracingcommunications and application execution in a production environment would beundesirable because of the heavy overhead involved.
 3. Start the DCE server program.
 When the DCE server program is started, it uses the configuration to determinewhere to advertise the available VisualAge Generator server applications. Entriesare created in the CDS directory identified by the SERVERID value to indicate thelocation and the available VisualAge Generator server applications.
 The CDS directory structure created earlier (see Figure 35 on page 61 andFigure 40 on page 65) is shown in Figure 55.
 d /.:/Serversd /.:/Servers/VAGeneratord /.:/Servers/VAGenerator/vgcs
 Figure 55. CDS Directories for SERVERID on AIX Cell Server. The d signifies that theentry is a directory. (We cut/paste this information from the CDS list shown in smitty.) We areusing vgcs as the SERVERID value in our DCE configuration file and linkage table.
 We started the CSODCES DCE server program on the OS/2 DCE serverworkstation with this command:
 csodces -c vgos2.cnf
 This tells CSODCES to start a primary DCE server program using the configurationfile, vgos2.cnf. See 4.2.7.4, “Implementing Multiple DCE Application ServerWorkstations” on page 84 for a discussion of CSODCES startup parameters forprimary and secondary DCE server programs.
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Figure 56 on page 79 shows the display for a running DCE server program. Thecontents of the configuration file are visible in the display.
 [E:\vgcs\dcesec]csodces vgos2.cnfDCEprincipal TOKEN=vgos2sj1LOCATION TOKEN=vgos2SERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2SECURE APPLICATIONS =PUBLIC APPLICATIONS =VGD2OS2VGD3OS2Server to be loaded VGD2OS2.Server to be loaded VGD3OS2.Registering server interface with RPC runtime...Registering server endpoints with endpoint mapper (RPCD)...Exporting server bindings into CDS namespace...Server /.:/Servers/VAGenerator/vgcs/vgos2 listening...
 Figure 56. Display for a Running CSODCES DCE Server Program
 Figure 57 shows the object entries for the identified location and the availableVisualAge Generator server applications that were added to the directorystructure shown in Figure 55 on page 78.
 d /.:/Serversd /.:/Servers/VAGeneratord /.:/Servers/VAGenerator/vgcso /.:/Servers/VAGenerator/vgcs/VGD2OS2o /.:/Servers/VAGenerator/vgcs/VGD3OS2o /.:/Servers/VAGenerator/vgcs/vgos2
 Figure 57. CDS Directories and Application Objects on AIX Cell Server. The o signifiesthat the entry is an object. We are using vgos2 as the LOCATION value in our DCEconfiguration file and linkage table for the OS/2 DCE server workstation. VGD2OS2 andVGD3OS2 are the names of the VisualAge Generator server applications available at thislocation for the SERVERID system.
 The CDS object vgos2 is used to locate the application server workstation wherethe requested VisualAge Generator server applications can be found.
 We can see this information as stored in the CDS object by DCE using DCEcommands (see Figure 58 on page 80).
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cdscp> show object /.:/Servers/VAGenerator/vgcs/vgos2
 SHOWOBJECT /.../vgrisc/Servers/VAGenerator/vgcs/vgos2
 AT 1997-02-18-19:59:22RPC_ClassVersion = 0100RPC_ObjectUUIDs = 80d3f926e489d0119b3708005a94dcc5RPC_ObjectUUIDs = 602a1728e489d0119b3708005a94dcc5
 CDS_CTS = 1997-02-18-23:10:23.761560100/10-00-5a-b1-f3-f8CDS_UTS = 1997-02-19-00:45:07.281280100/10-00-5a-b1-f3-f8
 CDS_Class = RPC_ServerCDS_ClassVersion = 1.0
 CDS_Towers = :Tower = ncadg_ip_udp:129.33.160.215[]
 cdscp>
 Figure 58. Information for a CDS Object as Shown Using cdscp. The highlighted towerdata includes the TCP/IP address for the OS/2 application server workstation.
 4.2.7.3 Running the Sample Application Using DCE Communication
 Before you can run the GUI application and use DCE-based client/servercommunication to call servers, you must start the DCE client.
 You can log into the DCE cell, using a DCE user ID, if you want. However, this is notrequired unless you have implemented secure DCE-based client/servercommunication (REMOTECOMTYPE=dcesecure).
 You must also set the CSOLINKTBL environment variable to identify the linkage tablefile to be used for remote calls. The linkage table entries shown in Figure 44 onpage 69 or Figure 48 on page 74 are used to both generate and run the GUIapplication.
 The sample application, as implemented in the DCE configuration shown in Figure 32on page 58, can call servers on OS/2, Windows NT, or AIX.
 Figure 59 shows the object entries for the available DCE application serverworkstations and VisualAge Generator server applications.
 d /.:/Serversd /.:/Servers/VAGeneratord /.:/Servers/VAGenerator/vgcso /.:/Servers/VAGenerator/vgcs/VGD2AIXo /.:/Servers/VAGenerator/vgcs/VGD2OS2o /.:/Servers/VAGenerator/vgcs/VGD2WNTo /.:/Servers/VAGenerator/vgcs/VGD3AIXo /.:/Servers/VAGenerator/vgcs/VGD3OS2o /.:/Servers/VAGenerator/vgcs/VGD3WNTo /.:/Servers/VAGenerator/vgcs/vgaixo /.:/Servers/VAGenerator/vgcs/vgos2o /.:/Servers/VAGenerator/vgcs/vgwnt
 Figure 59. Application Objects for OS/2, Windows NT, and AIX DCE Application ServerWorkstations
 When the sample application GUI client issues a call to a DCE-based server, thelocation object is used to identify the DCE application server workstation that cansatisfy the call (see Figure 58). The call, a DCE remote procedure call request, is thenpassed using DCE-based client/server communication to the server platform.
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When the tracing environment variable has been set (CSOTROPT=2), the process ofidentifying the DCE application server workstation and making the call is visible in theVisualAge Generator client/server communication trace log (see Figure 60 on page 81for an extract of the trace log from our Windows 95 client platform).
 <Feb 18 15:10:46>->CMINIT �A�<Feb 18 15:10:46><-CMINIT - 0.000<Feb 18 15:10:46>->CMCALL<Feb 18 15:10:46> Calling application VGD2OS2 �B-1�<Feb 18 15:10:46> ->readFromLinkTbl �C-1�<Feb 18 15:10:46> <-readFromLinkTbl - 0.160<Feb 18 15:10:46> ->loadAndInitDriver �D�<Feb 18 15:10:47> <-loadAndInitDriver - 1.040<Feb 18 15:10:47> ->CMDV_INIT<Feb 18 15:10:47> <-CMDV_INIT - 0.060<Feb 18 15:10:47> ->DCE:CMDV_CALL<Feb 18 15:10:47> ++DCE:CMDV_CALL<Feb 18 15:10:47> ++++DCE:CreateParmBlock �E-1�<Feb 18 15:10:47> ====0.000<Feb 18 15:10:51> Using binding handle: 26f9d380-89e4-11d0-9b37-08005a94dcc5@ncadg_ip_udp:129.33.160.215[]<Feb 18 15:10:51> Passing 428 bytes of data<Feb 18 15:10:51> ++++DCE:RPCCall<Feb 18 15:10:56> ====5.060<Feb 18 15:10:56> ==9.280<Feb 18 15:10:56> <-DCE:CMDV_CALL<Feb 18 15:10:57><-CMCALL - 10.710 �F-1�<Feb 18 15:11:00>->CMCALL<Feb 18 15:11:00> Calling application VGD2OS2 �B-2�<Feb 18 15:11:00> ->readFromLinkTbl �C-2�<Feb 18 15:11:00> <-readFromLinkTbl - 0.000<Feb 18 15:11:00> ->DCE:CMDV_CALL<Feb 18 15:11:00> ++DCE:CMDV_CALL<Feb 18 15:11:00> ++++DCE:CreateParmBlock �E-2�<Feb 18 15:11:00> ====0.050<Feb 18 15:11:00> Using binding handle: 26f9d380-89e4-11d0-9b37-08005a94dcc5@ncadg_ip_udp:129.33.160.215[]<Feb 18 15:11:00> Passing 428 bytes of data<Feb 18 15:11:00> ++++DCE:RPCCall<Feb 18 15:11:03> ====2.690<Feb 18 15:11:03> ==2.850<Feb 18 15:11:03> <-DCE:CMDV_CALL<Feb 18 15:11:03><-CMCALL - 3.020 �F-2�<Feb 18 15:11:10>->CMCALL<Feb 18 15:11:10> Calling application VGD2AIX �B-3�<Feb 18 15:11:10> ->readFromLinkTbl �C-3�<Feb 18 15:11:10> <-readFromLinkTbl - 0.000<Feb 18 15:11:10> ->DCE:CMDV_CALL<Feb 18 15:11:10> ++DCE:CMDV_CALL<Feb 18 15:11:10> ++++DCE:Convert �G1�<Feb 18 15:11:10> ->CMCONV<Feb 18 15:11:10> <-CMCONV - 0.000<Feb 18 15:11:10> ->CMCONV<Feb 18 15:11:10> <-CMCONV - 0.060<Feb 18 15:11:10> ->CMCONV<Feb 18 15:11:10> <-CMCONV - 0.050<Feb 18 15:11:10> ->CMCONV<Feb 18 15:11:10> <-CMCONV - 0.000<Feb 18 15:11:10> ====0.220<Feb 18 15:11:10> ++++DCE:CreateParmBlock �E-3�<Feb 18 15:11:10> ====0.000<Feb 18 15:11:12> Using binding handle: f80bd000-89e3-11d0-a4e4-10005ab1f3f8@ncadg_ip_udp:9.67.172.228[]<Feb 18 15:11:12> Passing 428 bytes of data<Feb 18 15:11:12> ++++DCE:RPCCall<Feb 18 15:11:15> ====3.740<Feb 18 15:11:15> ==5.600
 Figure 60 (Part 1 of 2). VisualAge Generator Windows 95 Client Trace Log for DCE-Based Client/ServerCommunication Calls
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<Feb 18 15:11:15> ++DCE:unConvert �H-1�<Feb 18 15:11:16> ->CMCONV<Feb 18 15:11:16> <-CMCONV - 0.000<Feb 18 15:11:16> ->CMCONV<Feb 18 15:11:16> <-CMCONV - 0.050<Feb 18 15:11:16> ->CMCONV<Feb 18 15:11:16> <-CMCONV - 0.000<Feb 18 15:11:16> ->CMCONV<Feb 18 15:11:16> <-CMCONV - 0.000<Feb 18 15:11:16> ==0.220<Feb 18 15:11:16> <-DCE:CMDV_CALL<Feb 18 15:11:16><-CMCALL - 5.930 �F-3�<Feb 18 15:11:19>->CMCALL<Feb 18 15:11:19> Calling application VGD2AIX �B-4�<Feb 18 15:11:19> ->readFromLinkTbl �C-4�<Feb 18 15:11:19> <-readFromLinkTbl - 0.000<Feb 18 15:11:19> ->DCE:CMDV_CALL<Feb 18 15:11:19> ++DCE:CMDV_CALL<Feb 18 15:11:19> ++++DCE:Convert �G-2�<Feb 18 15:11:19> ->CMCONV<Feb 18 15:11:19> <-CMCONV - 0.060<Feb 18 15:11:19> ->CMCONV<Feb 18 15:11:19> <-CMCONV - 0.000<Feb 18 15:11:19> ->CMCONV<Feb 18 15:11:19> <-CMCONV - 0.000<Feb 18 15:11:19> ->CMCONV<Feb 18 15:11:19> <-CMCONV - 0.060<Feb 18 15:11:19> ====0.170<Feb 18 15:11:19> ++++DCE:CreateParmBlock �E-4�<Feb 18 15:11:19> ====0.000<Feb 18 15:11:19> Using binding handle: f80bd000-89e3-11d0-a4e4-10005ab1f3f8@ncadg_ip_udp:9.67.172.228[]<Feb 18 15:11:19> Passing 428 bytes of data<Feb 18 15:11:19> ++++DCE:RPCCall<Feb 18 15:11:20> ====0.660<Feb 18 15:11:20> ==0.990<Feb 18 15:11:20> ++DCE:unConvert �H-2�<Feb 18 15:11:20> ->CMCONV<Feb 18 15:11:20> <-CMCONV - 0.000<Feb 18 15:11:20> ->CMCONV<Feb 18 15:11:20> <-CMCONV - 0.050<Feb 18 15:11:20> ->CMCONV<Feb 18 15:11:20> <-CMCONV - 0.060<Feb 18 15:11:20> ->CMCONV<Feb 18 15:11:20> <-CMCONV - 0.000<Feb 18 15:11:20> ==0.220<Feb 18 15:11:20> <-DCE:CMDV_CALL<Feb 18 15:11:20><-CMCALL - 1.320 �F-4�
 Figure 60 (Part 2 of 2). VisualAge Generator Windows 95 Client Trace Log for DCE-Based Client/ServerCommunication Calls
 In Figure 60 on page 81, the following processing points should be understood:
 �A� One-time initialization of the client/server communication environment.
 �B� Identification of the application being called.
 �C� Obtaining runtime binding information from linkage table.
 �D� One-time initialization of client/server communication service driver.
 �E� Formatting parameters for DCE-based client/server communication call.This is followed by a string that contains the TCP/IP address for the DCEapplication server workstation.
 �F� Return to client application with time for server call. The time required forthe first call to each target platform includes the lookup of the DCEdestination and the target platform runtime initialization. (On the OS/2target platform, the �F-1� entry includes DB2/2 database startupprocessing.) The DCE target location is cached on the client so lookupsare not required for subsequent calls.
 �G� Conversion of binary data to AIX platform format prior to call.
 82 VisualAge Generator Client/Server Communications

Page 97
                        
                        

�H� Conversion of binary data from AIX platform format after call.
 Note: Server responsiveness will depend on hardware capability, software tuning,and network latency. We were not using production-quality hardware platforms. Yourresults will differ, because they will be based on your hardware processor andmemory as well as the active network configuration. We saw different response timeson different days due to changes in the network workload.
 With the DCE-based client/server communication configuration we implemented,multiple call paths could be tested (see Figure 61).
 OS/2 Client 2nd Tier Server 3rd Tier Server
 GUI ----> VGL2OS2----> VGD3OS2----> VGD3WNT----> VGD3AIX
 GUI ----> VGD2OS2----> VGL3OS2----> VGD3WNT----> VGD3AIX
 GUI ----> VGD2WNT----> VGL3WNT----> VGD3OS2----> VGD3AIX
 GUI ----> VGD2AIX
 Windows 95 Client 2nd Tier Server 3rd Tier Server
 GUI ----> VGD2OS2----> VGL3OS2----> VGD3WNT----> VGD3AIX
 GUI ----> VGD2WNT----> VGL3WNT----> VGD3OS2----> VGD3AIX
 GUI ----> VGD2AIX
 Figure 61. DCE-Based Client/Server Communication Call Path Options
 We had one CSODCES DCE server program running for each target platform(LOCATION values: vgos2, vgwnt, and vgaix). Our testing showed that a DCE-basedVisualAge Generator server application cannot call another DCE-based server that islocated in the same LOCATION. That is, VGD2OS2 can not call VGD3OS2. When weattempted this type of call on any target platform, the sample application hung up.
 A DCE-based server can call a local server (for example: VGD2OS2 can call VGL3OS2and VGD2WNT can call VGL3WNT).
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4.2.7.4 Implementing Multiple DCE Application Server Workstations
 By starting a secondary DCE application server program on an additional workstationwith the same SERVERID/LOCATION pair that is configured on the primaryworkstation, you allow DCE to balance the calls for the same set of VisualAgeGenerator server applications across multiple application-server workstations. Thiscan improve system performance, provide a form of redundancy, and support ascalable system infrastructure.
 Note: During our testing we could not implement more than one CSODCES DCEserver program for a specific SERVERID/LOCATION pair on a single workstation.When we started more than one CSODCES DCE server program for aSERVERID/LOCATION pair, calls were routed solely to the DCE server program thatwas started first.
 The parameters for CSODCES are:
 -c or -d This is the optional cleanup parameter. The cleanup parameter is requiredwhen more than one server is using a SERVERID/LOCATION pair as itsadvertising location. The -c value is the documented default.16
 When -c is used, a primary DCE server program is started. Duringtermination processing, a primary DCE server program will remove entriesfrom the RPC mapping, DCE runtime, and DCE CDS. When these entriesare removed, no servers can be called for a given SERVERID/LOCATIONpair.
 When -d is used, a secondary DCE server program is started. Duringtermination processing, a secondary DCE server program removes onlyRPC mapping entries. This prevents calls from being routed to a particularapplication server workstation. Other active application serverworkstations for a given SERVERID/LOCATION pair can still process servercalls.
 configuration-file nameThe configuration file specifies which VisualAge Generator serverapplications are available (can be called) on the application serverworkstation. The VisualAge Generator server applications available for oneapplication server workstation must be available for all other applicationserver workstations that are started for a given SERVERID/LOCATION pair.
 We added a second OS/2 application server workstation to the configuration shown inFigure 50 on page 75. The startup messages for the primary DCE server program onthe first application server workstation are shown in Figure 62 on page 85.
 16 There is a problem with VisualAge Generator V2.2 at the Fixpak 3 level. The documented default parameter (-c)must be used to trigger primary server processing. If -c is not provided, the CSODCES program processes as ifthe -d parameter was provided, which makes the -d parameter the effective default. The -d parameter, whenused, causes an error message (Could not open data file, -d).
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[E:\vgcs\dcesec]csodces -c vgos2.cnfDCEprincipal TOKEN=vgos2sj1LOCATION TOKEN=vgos2SERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2SECURE APPLICATIONS =PUBLIC APPLICATIONS =VGD2OS2VGD3OS2Server to be loaded VGD2OS2.Server to be loaded VGD3OS2.Registering server interface with RPC runtime...Registering server endpoints with endpoint mapper (RPCD)...Exporting server bindings into CDS namespace...Server /.:/Servers/VAGenerator/vgcs/vgos2 listening...
 Figure 62. Primary DCE Server Program Startup Messages. The documented defaultwhen a startup option is not specified is -c . The -c option is specified because of a bug inVisualAge Generator V2.2 at the Fixpak 3 level, where -d is the effective default. This problemwas reported to the IBM VisualAge Generator lab.
 The startup messages for the secondary DCE server program on the secondapplication server workstation are shown in Figure 63.
 [S:\pat\vgcs-run\dce]csodces vgos22.cnfDCEprincipal TOKEN=vgos2sj2LOCATION TOKEN=vgos2SERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2SECURE APPLICATIONS =PUBLIC APPLICATIONS =VGD2OS2VGD3OS2Server to be loaded VGD2OS2.Server to be loaded VGD3OS2.Registering server interface with RPC runtime...Registering server endpoints with endpoint mapper (RPCD)...Exporting server bindings into CDS namespace...Server /.:/Servers/VAGenerator/vgcs/vgos2 listening...
 Figure 63. Secondary DCE Server Program Startup Messages. Because of a bug inVisualAge Generator V2.2 at the Fixpak 3 level, -d is the effective default. If -d is specified, anerror message results. This problem was reported to the IBM VisualAge Generator lab.
 The CDS object vgos2 , used as the LOCATION value for both the primary andsecondary DCE server programs, is used to locate where the requested VisualAgeGenerator server applications can be found. Using a DCE command we can see thatboth workstations are identified in the information stored in the CDS object by DCE(see Figure 64 on page 86).
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cdscp> show object /.:/Servers/VAGenerator/vgcs/vgos2
 SHOWOBJECT /.../vgrisc/Servers/VAGenerator/vgcs/vgos2
 AT 1997-02-21-19:14:13RPC_ClassVersion = 0100RPC_ObjectUUIDs = 80d3f926e489d0119b3708005a94dcc5RPC_ObjectUUIDs = 602a1728e489d0119b3708005a94dcc5
 CDS_CTS = 1997-02-20-18:05:20.371582100/10-00-5a-b1-f3-f8CDS_UTS = 1997-02-22-00:13:25.767033100/10-00-5a-b1-f3-f8
 CDS_Class = RPC_ServerCDS_ClassVersion = 1.0CDS_Towers = :
 Tower = ncadg_ip_udp:129.33.160.215[]CDS_Towers = :
 Tower = ncadg_ip_udp:129.33.160.233[]cdscp>
 Figure 64. CDS Object Information for Two Application Server Workstations. Thehighlighted tower data includes the TCP/IP address for both the primary and the secondaryOS/2 application server workstations.
 When multiple application-server workstations are available, the choice of which oneis used to satisfy a call is randomized. Figure 65 shows the client/servercommunication trace log for a client where the same server call is resolved by twodifferent workstations.
 <Feb 21 17:03:01>->CMCALL<Feb 21 17:03:01> Calling application VGD2OS2<Feb 21 17:03:01> ->readFromLinkTbl<Feb 21 17:03:01> <-readFromLinkTbl - 0.050<Feb 21 17:03:01> ->DCE:CMDV_CALL<Feb 21 17:03:01> ++DCE:CMDV_CALL<Feb 21 17:03:01> ++++DCE:CreateParmBlock<Feb 21 17:03:01> ====0.060<Feb 21 17:03:01> Using binding handle: 26f9d380-89e4-11d0-9b37-08005a94dcc5@ncadg_ip_udp:129.33.160.233[]<Feb 21 17:03:01> Passing 428 bytes of data<Feb 21 17:03:01> ++++DCE:RPCCall<Feb 21 17:03:06> ====4.770<Feb 21 17:03:06> ==5.160<Feb 21 17:03:06> <-DCE:CMDV_CALL<Feb 21 17:03:06><-CMCALL - 5.490<Feb 21 17:03:07>->CMCALL<Feb 21 17:03:07> Calling application VGD2OS2<Feb 21 17:03:07> ->readFromLinkTbl<Feb 21 17:03:07> <-readFromLinkTbl - 0.060<Feb 21 17:03:07> ->DCE:CMDV_CALL<Feb 21 17:03:07> ++DCE:CMDV_CALL<Feb 21 17:03:07> ++++DCE:CreateParmBlock<Feb 21 17:03:08> ====0.050<Feb 21 17:03:08> Using binding handle: 26f9d380-89e4-11d0-9b37-08005a94dcc5@ncadg_ip_udp:129.33.160.215[]<Feb 21 17:03:08> Passing 428 bytes of data<Feb 21 17:03:08> ++++DCE:RPCCall<Feb 21 17:03:10> ====2.630<Feb 21 17:03:10> ==2.970<Feb 21 17:03:10> <-DCE:CMDV_CALL<Feb 21 17:03:10><-CMCALL - 3.240<Feb 21 17:03:13>->CMCOMMIT<Feb 21 17:03:13><-CMCOMMIT - 0.060<Feb 21 17:03:13>->CMCLOSE<Feb 21 17:03:13><-CMCLOSE - 0.000
 Figure 65. Client/Server Communication Trace Log for Multiple Application Server Workstations
 With the -c parameter, when the primary DCE server program CSODCES terminates, itwill remove all DCE binding information for the active SERVERID/LOCATION pair. Thismeans that secondary servers started to support the same SERVERID/LOCATIONwould still be running, but not accessible.
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Secondary servers should be started with the -d parameter. When you stop a versionof the CSODCES program that was started with the -d parameter, it removes only itsown entry from the DCE Advertiser as part of termination.
 The rules for running multiple copies of CSODCES that advertise for the sameSERVERID/LOCATION are these:
 • Start the first (primary) DCE server with the command: csodces -c config-file
 • Start subsequent (secondary) DCE servers with the command: csodces -dconfig-file (csodces config-file if using the FixPak 3 level of VisualAgeGenerator)
 • Stop all secondary DCE servers (those started with the ′-d′ option) first
 • Stop the primary DCE server (the one started with the ′-c′ option) last.
 The shutdown messages for the secondary DCE server program on the secondapplication server workstation are shown in Figure 66.
 [S:\pat\vgcs-run\dce]csodces vgos22.cnfDCEprincipal TOKEN=vgos2sj2LOCATION TOKEN=vgos2SERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2SECURE APPLICATIONS =PUBLIC APPLICATIONS =VGD2OS2VGD3OS2Server to be loaded VGD2OS2.Server to be loaded VGD3OS2.Registering server interface with RPC runtime...Registering server endpoints with endpoint mapper (RPCD)...Exporting server bindings into CDS namespace...Server /.:/Servers/VAGenerator/vgcs/vgos2 listening...Unregistering interface from EPV...
 [S:\pat\vgcs-run\dce]
 Figure 66. Secondary DCE Server Program Shutdown Messages. The highlightedstatements show the secondary DCE server program removing the RPC mapping entries. Thisprevents calls from being routed to a particular application server workstation. Other activeapplication server workstations for a given SERVERID/LOCATION pair can still process servercalls.
 The shutdown messages for the primary DCE server program on the first applicationserver workstation are shown in Figure 67 on page 88.
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[E:\vgcs\dcesec]csodces -c vgos2.cnfDCEprincipal TOKEN=vgos2sj1LOCATION TOKEN=vgos2SERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2SECURE APPLICATIONS =PUBLIC APPLICATIONS =VGD2OS2VGD3OS2Server to be loaded VGD2OS2.Server to be loaded VGD3OS2.Registering server interface with RPC runtime...Registering server endpoints with endpoint mapper (RPCD)...Exporting server bindings into CDS namespace...Server /.:/Servers/VAGenerator/vgcs/vgos2 listening...Unexporting the binding information from the namespace...Unregistering interface from RPC runtime...Unregistering interface from EPV...
 [E:\vgcs\dcesec]
 Figure 67. Primary DCE Server Program Shutdown Messages. The highlightedstatements show the primary DCE server program removing entries from the RPC mapping,DCE run time, and DCE CDS. When these entries are removed, no servers can be called for agiven SERVERID/LOCATION pair.
 4.2.8 Implementing Secure DCE-Based Client/Server Communication
 We are already prepared for the implementation of security for our DCE-basedclient/server communication environment. Earlier, as described in 4.2.2.2, “DCEEnvironment Configuration” on page 60, we
 • Explicitly permitted the required access to the base DCE directory used by theVisualAge Generator DCE server program (/.:/Servers/VAGenerator) to thevgservers group (see Figure 38 on page 63).
 This ensured that only authorized DCE server programs could modify the directorystructure and create objects in the base directory used by VisualAge GeneratorDCE-based client/server communication.
 • Altered the default access for unauthenticated and any_other DCE users for the baseDCE directory used by the VisualAge Generator DCE server program (seeFigure 39 on page 64).
 This prevented any users, even those not logged in to the DCE cell, from havingtest authority on objects created in a SERVERID directory. The test authority isrequired for sucessful REMOTECOMTYPE=dcesecure client/server communicationprocessing.
 These changes did not implement security, but they did prepare the directory structureso that security could be implemented.
 With the appropriate DCE ACL definitions and DCE-based client/server communicationconfiguration file, we can implement two forms of security:
 Logon required Access to VisualAge Generator server applications is notcontrolled, but the user must at least be logged on to DCE.
 This can be implemented using the REMOTECOMTYPE=dcelinkage table option and the right ACL definitions for theDCE CDS objects.
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Authorization required Only specifically identified and logged on DCE users canaccess the available VisualAge Generator serverapplications.
 This can be implemented using the REMOTECOMTYPE=dcesecurelinkage table option and the right ACL definitions for theDCE CDS objects.
 4.2.8.1 Forcing Clients to be Logged on to the DCE Cell
 With the existing configuration we could support DCE-based client/servercommunication, but none of the client workstations had to be logged on to the DCECell.
 This anomaly occurs because the ACL definitions for the CDS directory structurepermitted unauthenticated users (those not logged on to any DCE Cell) read access. AllVisualAge Generator needs to support REMOTECOMTYPE=dce client/server communicationprocessing is read access to the objects in the SERVERID directory.
 We can use the DCE acl_edit command to check the current ACL entries for theSERVERID directory (see Figure 68).
 vgrisc:/> acl_edit /.:/Servers/VAGenerator/vgcs -l
 # SEC_ACL for /.:/Servers/VAGenerator/vgcs:# Default cell = /.../vgriscunauthenticated:r------user:cell_admin:rwdtciauser:hosts/vgrisc/cds-server:rwdtciagroup:subsys/dce/cds-admin:rwdtciagroup:subsys/dce/cds-server:rwdtciagroup:vgservers:rwdtci-any_other:r------
 vgrisc:/> acl_edit /.:/Servers/VAGenerator/vgcs -io -l
 # Initial SEC_ACL for objects created under: /.:/Servers/VAGenerator/vgcs:# Default cell = /.../vgriscunauthenticated:r------group:subsys/dce/cds-admin:rwdtc--group:subsys/dce/cds-server:rwdtc--group:vgservers:rwdtci-any_other:r------
 vgrisc:/> acl_edit /.:/Servers/VAGenerator/vgcs -ic -l
 # Initial SEC_ACL for directories created under: /.:/Servers/VAGenerator/vgcs:# Default cell = /.../vgriscunauthenticated:r------group:subsys/dce/cds-admin:rwdtciagroup:subsys/dce/cds-server:rwdtciagroup:vgservers:rwdtci-any_other:r------
 Figure 68. Checking Existing ACL for CDS Directory with acl_edit. The ACLs for theSERVERID directory (vgcs), those for objects created in this directory (-io option), and those fordirectories created in this directory (-ic option) are shown. The authority granted tounauthenticated users is what allows clients to call servers without logging on to the DCE Cell.
 The ACL entries shown in Figure 68 define the access for the directory and anyobjects or directories created in that directory. The LOCATION object created by theDCE server program CSODCES obtains its access authority from the initial object (-icacl_edit option) entry. The LOCATION object has an ACL entry that matches the initialobject entry for the directory the object is created in, at the time the object is created.Figure 69 on page 90 shows the ACL entry for the vgos2 LOCATION object created forour OS/2 application server workstation.
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vgrisc:/> acl_edit -e /.:/Servers/VAGenerator/vgcs/vgos2 -l
 # SEC_ACL for /.:/Servers/VAGenerator/vgcs/vgos2:# Default cell = /.../vgriscunauthenticated:r----user:vgos2sj2:rwdtcgroup:subsys/dce/cds-admin:rwdtcgroup:subsys/dce/cds-server:rwdtcgroup:vgservers:rwdtcany_other:r----
 Figure 69. Initial ACL Entry for LOCATION Object. The authority granted tounauthenticated users allows clients to call servers without logging on to the DCE Cell.
 To force client platforms to log on to the DCE Cell, we must restrict access to theSERVERID directory to logged-on users. The following steps are required to restrictVisualAge Generator application server access to logged-on client workstations:
 1. Remove unauthenticated user read access to the SERVERID directory.
 Figure 70 contains the acl_edit commands used to remove the unauthenticateduser ACL entry.
 acl_edit /.:/Servers/VAGenerator/vgcs -d unauthenticated:r------acl_edit /.:/Servers/VAGenerator/vgcs -io -d unauthenticated:r------acl_edit /.:/Servers/VAGenerator/vgcs -ic -d unauthenticated:r------
 Figure 70. acl_edit Commands to Remove Unauthenticated User Access
 This does not change the ACL for existing objects. ACLs for objects cannot bedirectly changed. You must change the initial object ACL for the directory wherethe object is to be created and then create (or recreate) the object. This leads toour next step.
 2. Stop any active DCE server programs and delete the existing LOCATION andVisualAge Generator application server objects from the SERVERID directory.
 Figure 71 contains the csccp commands used to list and then delete the existingobjects in the SERVERID directory.
 vgrisc:/> cdscpcdscp> list obj /.:/Servers/VAGenerator/vgcs/*
 LISTOBJECT /.../vgrisc/Servers/VAGenerator/vgcs
 AT 1997-02-26-14:50:13VGD2OS2VGD3OS2vgos2cdscp>cdscp> del obj /.:/Servers/VAGenerator/vgcs/vgos2cdscp> del obj /.:/Servers/VAGenerator/vgcs/VGD2OS2cdscp> del obj /.:/Servers/VAGenerator/vgcs/VGD3OS2cdscp>cdscp> list obj /.:/Servers/VAGenerator/vgcs/*
 LISTOBJECT /.../vgrisc/Servers/VAGenerator/vgcs
 AT 1997-02-26-17:09:19cdscp>
 Figure 71. cdscp Commands to List and Delete SERVERID Directory Objects
 This clears the old objects and their associated ACLs. We can now recreate theobjects (we let the DCE server program do this for us).
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3. Restart the DCE server program (recreates LOCATION and VisualAge Generatorapplication server objects in the SERVERID directory).
 The new objects created have ACLs based on the initial object entry for theSERVERID directory /.:/Servers/VAGenerator/vgcs. The LOCATION object now hasthe ACL entries required to support read access by clients that have logged on tothe DCE Cell (see Figure 72).
 vgrisc:/> acl_edit -e /.:/Servers/VAGenerator/vgcs/vgos2 -l
 # SEC_ACL for /.:/Servers/VAGenerator/vgcs/vgos2:# Default cell = /.../vgriscuser:vgos2sj2:rwdtcgroup:subsys/dce/cds-admin:rwdtcgroup:subsys/dce/cds-server:rwdtcgroup:vgservers:rwdtcany_other:r----vgrisc:/>
 Figure 72. ACL Entry List for Location Object to Force DCE Logon
 4. Test VisualAge Generator application server access without logging on to the DCECell (and after logging on to to the DCE Cell)
 You can use the acl_edit command to predict the success of the server call.Since you need read access to the object, you can ask if you can in fact read theobject before logging on to the DCE Cell (see Figure 73).
 [S:\pat\vgcs-run\os2]acl_edit /.:/Servers -lWarning - you currently have no ticketsWarning - binding to ACL′ s server is unauthenticatedWarning - binding to registry is unauthenticated
 # SEC_ACL for /.:/Servers:# Default cell = /.../vgriscunauthenticated:r--t---user:cell_admin:rwdtciauser:hosts/vgrisc/cds-server:rwdtciagroup:subsys/dce/cds-admin:rwdtciagroup:subsys/dce/cds-server:rwdtciaany_other:r--t---
 [S:\pat\vgcs-run\os2]acl_edit /.:/Servers/VAGenerator -lERROR: acl object not found (dce / sec)Unable to bind to object /.:/Servers/VAGenerator
 [S:\pat\vgcs-run\os2]
 Figure 73. Testing Directory Access for Unauthenticated DCE Users with acl_editCommands
 When a call to a VisualAge Generator server application is made before loggingon to the DCE cell, the resulting error message can be seen in the client/servercommunication log (see Figure 74 on page 92).
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<Feb 26 14:43:14><-CMINIT - 0.110<Feb 26 14:43:14>->CMCALL<Feb 26 14:43:14> Calling application VGD2OS2<Feb 26 14:43:14> ->readFromLinkTbl<Feb 26 14:43:15> <-readFromLinkTbl - 0.380<Feb 26 14:43:15> ->loadAndInitDriver<Feb 26 14:43:16> <-loadAndInitDriver - 1.210<Feb 26 14:43:16> ->CMDV_INIT<Feb 26 14:43:16> <-CMDV_INIT - 0.060<Feb 26 14:43:16> ->DCE:CMDV_CALL<Feb 26 14:43:16> ++DCE:CMDV_CALL<Feb 26 14:43:16> ++++DCE:CreateParmBlock<Feb 26 14:43:16> ====0.050<Feb 26 14:43:17> ERROR REASON CODE: 7800, Message: CSO7800E An error was encountered while performing DCE API call
 rpc_ns_entry_object_inq_next. The DCE error string is entry not found (dce / rpc).<Feb 26 14:43:17> <-DCE:CMDV_CALL - 1.040<Feb 26 14:43:19> ->CMCOMMIT<Feb 26 14:43:19> <-CMCOMMIT - 0.050<Feb 26 14:43:19> ->CMCLOSE<Feb 26 14:43:19> <-CMCLOSE - 0.050
 Figure 74. Trace Log for Unauthenticated VisualAge Generator Server Application Call
 Once a DCE cell logon has been performed, both the acl_edit commands and theclient call to the VisualAge Generator server application are successful (seeFigure 75 and Figure 76 on page 93).
 [S:\pat\vgcs-run\os2]acl_edit /.:/Servers/VAGenerator -l
 # SEC_ACL for /.:/Servers/VAGenerator:# Default cell = /.../vgriscuser:cell_admin:rwdtciauser:hosts/vgrisc/cds-server:rwdtciagroup:subsys/dce/cds-admin:rwdtciagroup:subsys/dce/cds-server:rwdtciagroup:vgservers:rwdtci-any_other:r------
 [S:\pat\vgcs-run\os2]acl_edit -e /.:/Servers/VAGenerator/vgcs/vgos2 -l
 # SEC_ACL for /.:/Servers/VAGenerator/vgcs/vgos2:# Default cell = /.../vgriscuser:vgos2sj2:rwdtcgroup:subsys/dce/cds-admin:rwdtcgroup:subsys/dce/cds-server:rwdtcgroup:vgservers:rwdtcany_other:r----
 [S:\pat\vgcs-run\os2]
 Figure 75. Testing Directory Access for Authenticated DCE Users with acl_editCommands
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<Feb 26 16:00:01>->CMCALL<Feb 26 16:00:01> Calling application VGD2OS2<Feb 26 16:00:01> ->readFromLinkTbl<Feb 26 16:00:01> <-readFromLinkTbl - 0.050<Feb 26 16:00:01> ->DCE:CMDV_CALL<Feb 26 16:00:01> ++DCE:CMDV_CALL<Feb 26 16:00:01> ++++DCE:CreateParmBlock<Feb 26 16:00:01> ====0.060<Feb 26 16:00:01> Using binding handle: 0ab5fbc0-9026-11d0-9956-08005a94dcc5@ncadg_ip_udp:129.33.160.215[]<Feb 26 16:00:01> Passing 428 bytes of data<Feb 26 16:00:01> ++++DCE:RPCCall<Feb 26 16:00:04> ====2.640<Feb 26 16:00:04> ==2.960<Feb 26 16:00:04> <-DCE:CMDV_CALL<Feb 26 16:00:04><-CMCALL - 3.240
 Figure 76. Trace Log for Authenticated VisualAge Generator Server Application Call
 By using native DCE CDS authorizations, as defined in the directory and object ACLs,we can implement a form of security. All client workstations must have an activelogon to the DCE Cell to call a VisualAge Generator server application.
 We did not restrict who had read access to the SERVERID directory and LOCATIONobject; we allowed any_other users access. We could have used a DCE group tocontrol who had read access and removed the ACL entry for any_other users. Thiswould add another level of security to the system.
 By using only DCE functions, we have not added any overhead to the call of aVisualAge Generator server application. This differs from the next technique, whichasks the DCE server program to validate that the DCE user requesting the VisualAgeGenerator server application has a specific level of authority before the call isprocessed.
 4.2.8.2 Restricting Servers to Authorized Users with DCESECURE
 The VisualAge Generator DCE-based client/server communication optionREMOTECOMTYPE=dcesecure adds additional control and resource checking to theapplication system. This includes cyclic redundancy checking on the data sent overthe wire and authorization checking for each server call.
 Note: It is possible to specify REMOTECOMMTYPE=dcesecure in the linkage table for publicapplications. If this is done, then the application data passed to the server will receivecyclic redundancy checking for possible corruption during transmission, butauthorization checking is not performed.
 The DCE server program uses the ACL identified on the DCEACLobject statement in theDCE configuration file for authorization checking:
 DCEACLobject=/.:/Servers/VAGenerator/vgcs/vgos2
 (See 4.2.7.1, “DCE Server Program Configuration” on page 75 for a DCE configurationfile description.)
 The DCE server program checks whether the DCE client making the server call hasthe test (t) authority for the identified ACL object to determine if the DCE client canhave access to a secure VisualAge Generator server application.
 The DCE server program CSODCES will only allow access to a secure VisualAgeGenerator server application when both of the following conditions are true:
 • The user′s DCE principal ID, or a DCE group that contains the principal ID as amember, must be included as an entry in the ACL for the security object.
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• The authorization list for the ACL entry for the principal or group must include thetest authority. (They must also be have read (r) access to the security object if itis the same as the LOCATION object—which is true for our examples.)
 If we had not revised the ACL entries for our base DCE CDS directory (see 4.2.2.2,“DCE Environment Configuration” on page 60), then test authority, and thereforesecure server access, would be allowed to these DCE users:
 unauthenticated Users not logged on to DCEany_other Any logged-on DCE user
 In other words, there would not be any security.
 Our current ACL entries for the LOCATION object (see Figure 75 on page 92) do notpermit the test authority to the unauthenticated or any other DCE user categories.Specific authorities are not permitted to any of the end user principal IDs (vguserx orvgadx) or groups (vgusers, vgusradm)17 we defined for our DCE-based client/servercommunication environment (see Figure 34 on page 61). We are now ready toimplement active authorization checking for a configuration that permits only membersof the vgusradm group to call VisualAge Generator server applications.
 To implement DCE server program authorization checking, we must provide the testauthority on the security object (defined to be the same as our LOCATION object) toour selected set of users (the vgusradm group from Figure 34 on page 61), configurethe DCE-based client/server communication environment to use theREMOTECOMTYPE=dcesecure linkage table option, and log on to the DCE Cell with anauthorized principal ID.
 The following steps were performed to implement active authorization checking ofclient workstation requests for VisualAge Generator server applications on the OS/2application server workstation:
 1. Add an entry for the group vgusradm to the initial object ACL for the SERVERIDdirectory
 Figure 77 contains the acl_edit commands used to add an initial object ACL entryto, and then list the entries for, the SERVERID directory for the vgusradm group.
 acl_edit /.:/Servers/VAGenerator/vgcs -io -m group:vgusradm:rt
 vgrisc:/> acl_edit /.:/Servers/VAGenerator/vgcs -io -l
 # Initial SEC_ACL for objects created under: /.:/Servers/VAGenerator/vgcs:# Default cell = /.../vgriscgroup:subsys/dce/cds-admin:rwdtc--group:subsys/dce/cds-server:rwdtc--group:vgservers:rwdtci-group:vgusradm:r--t---any_other:r------vgrisc:/>
 Figure 77. acl_edit Commands to Permit Test Access for vgusradm Group
 To change the ACL for the LOCATION object we must delete and then create theobject. This leads to our next step.
 2. Stop any active DCE server programs and delete the existing LOCATION objectfrom the SERVERID directory
 17 We do permit access to the vgservers group. This group represents DCE server program tasks. These arepermitted access to the directory structure so that location and VisualAge Generator server application objectscan be created. See Figure 38 on page 63 for details.
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Figure 78 on page 95 contains the csccp commands used to delete theLOCATION object and then list the remaining objects in the SERVERID directory.
 vgrisc:/> cdscp del obj /.:/Servers/VAGenerator/vgcs/vgos2vgrisc:/> cdscp list obj /.:/Servers/VAGenerator/vgcs/*
 LISTOBJECT /.../vgrisc/Servers/VAGenerator/vgcs
 AT 1997-02-28-17:49:33VGD2OS2VGD3OS2vgrisc:/>
 Figure 78. cdscp Commands to Delete LOCATION Object and then List RemainingSERVERID Directory Objects
 We deleted the the LOCATION object so that it could be recreated with a new setof ACL entries based on the initial object ACL defined for the SERVERID directory.
 3. Change the linkage table entries for DCE-based VisualAge Generator serverapplications so that calls use the REMOTECOMTYPE=dcesecure communications option.
 The linkage table entries for calls to the VisualAge Generator server applicationson the OS/2 application server workstation are shown in Figure 79.
 :CALLLINK APPLNAME=VGD2OS2 LIBRARY=VGD2OS2 REMOTECOMTYPE=dcesecurePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgos2 REMOTEBIND=runtime.
 :CALLLINK APPLNAME=VGD2OS2 LIBRARY=VGD3OS2 REMOTECOMTYPE=dcesecurePARMFORM=oslink LINKTYPE=remote LUWCONTROL=serverSERVERID=vgcs LOCATION=vgos2 REMOTEBIND=runtime.
 Figure 79. Linkage Table for OS/2 Sample Application Servers with Secure DCE-BasedClient/Server Communication Support
 These linkage table entries must be used by both the client application and theDCE server program.
 4. Define a configuration file for secure communication and restart the DCE serverprogram (recreates LOCATION and VisualAge Generator application serverobjects in the SERVERID directory).
 The startup messages for a DCE server program configured to use securecommunications are shown in Figure 80 on page 96.
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[S:\pat\vgcs-run\dce]csodces -c vgos2sec.cnfDCEprincipal TOKEN=vgos2sj2LOCATION TOKEN=vgos2SERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2SECURE APPLICATIONS =VGD2OS2VGD3OS2PUBLIC APPLICATIONS =Server to be loaded VGD2OS2.Server to be loaded VGD3OS2.Registering server interface with RPC runtime...Registering server endpoints with endpoint mapper (RPCD)...Exporting server bindings into CDS namespace...Server /.:/Servers/VAGenerator/vgcs/vgos2 listening...
 Figure 80. Secure DCE Server Program Startup Messages
 The new objects created have ACLs based on the initial object entry for theSERVERID directory /.:/Servers/VAGenerator/vgcs. The LOCATION object now hasan ACL entry that gives the vgusradm group read and test access (see Figure 81).
 vgrisc:/> acl_edit -e /.:/Servers/VAGenerator/vgcs/vgos2 -l
 # SEC_ACL for /.:/Servers/VAGenerator/vgcs/vgos2:# Default cell = /.../vgriscuser:vgos2sj2:rwdtcgroup:subsys/dce/cds-admin:rwdtcgroup:subsys/dce/cds-server:rwdtcgroup:vgservers:rwdtcgroup:vgusradm:r--t-any_other:r----vgrisc:/>
 Figure 81. ACL Entry List for Location Object with vgusradm Group
 5. Test VisualAge Generator application server access with a general user logonand then with an administrative user logon.
 When a call to a VisualAge Generator server application is made with a generaluser DCE logon, the DCE server program checks whether or not the user has testauthority on the security object. Because the general users are not in thevgusradm group, their calls fail (see Figure 82 on page 97).
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<Feb 28 16:23:05>->CMCALL<Feb 28 16:23:05> Calling application VGD2OS2<Feb 28 16:23:05> ->readFromLinkTbl<Feb 28 16:23:05> <-readFromLinkTbl - 0.000<Feb 28 16:23:05> ->DCE:CMDV_CALL<Feb 28 16:23:05> ++DCE:CMDV_CALL<Feb 28 16:23:05> ++++DCE:CreateParmBlock<Feb 28 16:23:05> ====0.050<Feb 28 16:23:05> Using binding handle: 0ab5fbc0-9026-11d0-9956-08005a94dcc5@ncadg_ip_udp:129.33.160.215[1066]<Feb 28 16:23:05> Passing 428 bytes of data<Feb 28 16:23:05> ++++DCE:RPCCall<Feb 28 16:23:06> ====0.870<Feb 28 16:23:06> ERROR REASON CODE: 7814, Message: CSO7814E The client is not authorized to
 access the requested application.<Feb 28 16:23:06> ==1.320<Feb 28 16:23:06> <-DCE:CMDV_CALL<Feb 28 16:23:06><-CMCALL - 1.650<Feb 28 16:23:08>->CMCOMMIT<Feb 28 16:23:08><-CMCOMMIT - 0.060<Feb 28 16:23:09>->CMCLOSE<Feb 28 16:23:09><-CMCLOSE - 0.000
 Figure 82. Trace Log for Rejected Authenticated VisualAge Generator Server Application Call
 Once an administrative user logon has been performed, the client call to theVisualAge Generator server application is successful (see Figure 83).
 <Feb 28 16:24:09>->CMCALL<Feb 28 16:24:09> Calling application VGD2OS2<Feb 28 16:24:09> ->readFromLinkTbl<Feb 28 16:24:09> <-readFromLinkTbl - 0.050<Feb 28 16:24:09> ->DCE:CMDV_CALL<Feb 28 16:24:09> ++DCE:CMDV_CALL<Feb 28 16:24:09> ++++DCE:CreateParmBlock<Feb 28 16:24:09> ====0.060<Feb 28 16:24:09> Using binding handle: 0ab5fbc0-9026-11d0-9956-08005a94dcc5@ncadg_ip_udp:129.33.160.215[1066]<Feb 28 16:24:09> Passing 428 bytes of data<Feb 28 16:24:09> ++++DCE:RPCCall<Feb 28 16:24:13> ====3.840<Feb 28 16:24:13> ==4.180<Feb 28 16:24:13> <-DCE:CMDV_CALL<Feb 28 16:24:13><-CMCALL - 4.510
 Figure 83. Trace Log for Accepted Authenticated VisualAge Generator Server Application Call
 You cannot control execution authority for a specific VisualAge Generator serverapplication. You can only control access to the set of SECURE applications accessedthrough a DCE server program.
 This means that when you are permitted test access to the security object for a DCEserver program (for example DCEACLobject=/.:/Servers/VAGenerator/vgcs/vgos2), you cancall all VisualAge Generator server applications defined as secure applications in theactive CSODCES configuration file (as well as all the public applications). If you needto restrict access to some VisualAge Generator server applications, configure them aspart of a separate LOCATION and DCE server program.
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4.2.9 Common DCE-Based Client/Server Communication Configuration Error
 During our environment setup and testing of different configurations we ran into manyerrors. These are listed below with the steps we took to resolve them. Sometimesthe same error message had multiple possible causes.
 4.2.9.1 SQL Errors
 We only ran into one SQL problem when working with DCE-based client/servercommunication. Other generic DB2 problems are discussed in Table 7 on page 136.
 Error message SQL0551N: <authorization-ID> does not have theprivi lege to perform operation <operation> on object< n a m e > .
 Situation and Resolution The user ID and password used did not have the requiredauthority. Grant authority to access the object or executethe package.
 4.2.9.2 DCE Setup and Configuration Errors
 The setup and configuration errors we encountered are reviewed in Table 5.
 Table 5 (Page 1 of 2). Common Problems Encountered During DCE Setup and Configuration
 Error Message / Situation and Resolution
 Error:
 OS/2 DCE Client startup failure. Messages included text like this:
 1997-01-21-16:16:43.560-08:00I----- dced ERROR dhd secvalD:\U\BUILD\BUILD\SRC\ADMIN\DCED\SERVER\SV_CLIENTD.C 282 0x00377af8msgID=0x113DB2BE Call to a sec_login_xxx function failed, status=0x17122080
 1997-01-21-16:16:54.000-08:00I----- dced ERROR dhd secvalD:\U\BUILD\BUILD\SRC\ADMIN\DCED\SERVER\SV_CLIENTD.C 282 0x00377af8msgID=0x113DB2BE Call to a sec_login_xxx function failed, status=0x17122080
 Situation and Resolution
 We never could determine exactly why DCE startup failures occurred. They were random. Toresolve we unconfigured/reconfigured the OS/2 DCE Client software. When we added support for atime synchronization, these errors seemed to occur less often.
 Error:
 CSODCES DCE server program startup failure with these startup processing messages:
 •E:\vgcs\dce‘csodces dce.cnfDCEprincipal TOKEN=vgos2sjLOCATION TOKEN=vgos2srvSERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2srvSECURE APPLICATIONS =PUBLIC APPLICATIONS =VGD2OS2VGD3OS2Server to be loaded VGD2OS2.
 Situation and Resolution
 All the VisualAge Generator server applications must be available for loading by the CSODCES DCEserver program. We had to move our generated VisualAge Generator server applications to adirectory referenced by the LIBPATH environment variable.
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Table 5 (Page 2 of 2). Common Problems Encountered During DCE Setup and Configuration
 Error Message / Situation and Resolution
 Error:
 CSODCES DCE server program startup failure with these startup processing messages:
 •E:\vgcs\dcesec‘csodces -c dce.cnfDCEprincipal TOKEN=vgos2sj1LOCATION TOKEN=vgos2SERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2SECURE APPLICATIONS =PUBLIC APPLICATIONS =VGD2OS2VGD3OS2CSODCES.EXE: error in cso2dce_s.c•494‘:
 Requested key is unavailable (dce / sec).
 Situation and Resolution
 The DCE user ID defined in the CSODCES configuration file has not been defined in the keytab file.See Figure 54 on page 77 refid=acl. for details.
 Error:
 CSODCES DCE server program startup failure with these startup processing messages:
 •E:\vgcs\dce‘csodces dce.cnfDCEprincipal TOKEN=vgos2sjLOCATION TOKEN=vgos2srvSERVERID TOKEN=vgcsDCEACLOBJECT TOKEN=/.:/Servers/VAGenerator/vgcs/vgos2srvSECURE APPLICATIONS =PUBLIC APPLICATIONS =VGD2OS2VGD3OS2Server to be loaded VGD2OS2.CSODCES.EXE: error in cso2dce_s.c•590‘:
 No permission for name service operation (dce / rpc).
 Situation and Resolution
 The DCE user ID defined in the keytab file did not have the appropriate authority to create or modifyobjects in the target DCE CDS directory. We had to implement the required authority for the IDdefined in the keytab file. See Figure 37 on page 62 and Figure 38 on page 63 in topic 4.2.2.2, “DCEEnvironment Configuration” on page 60 for details.
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4.2.9.3 DCE Runtime Errors
 The runtime errors we encountered are reviewed in Table 6.
 Table 6 (Page 1 of 2). Common Problems Encountered During DCE Runtime
 Error Message / Situation and Resolution
 Error:
 Failed call from client to server with this text in the client/server communication CSOTRACE.OUT log:
 <Jan 9 09:31:39> ->CMCALL<Jan 9 09:31:39> Calling application VGD2OS2<Jan 9 09:31:39> ->readFromLinkTbl<Jan 9 09:31:39> <-readFromLinkTbl - 0.027786 s<Jan 9 09:31:39> ->DCE:CMDV_CALL<Jan 9 09:31:39> ++++++++++DCE:CMDV_CALL<Jan 9 09:31:39> ++++++++++++DCE:CreateParmBlock<Jan 9 09:31:39> ============0.028657 s<Jan 9 09:31:39> ERROR REASON CODE: 7800, Message: CSO7800E
 An error was encountered while performing DCE API call rpc_ns_entry_object_inq_next.The DCE error string is Authentication ticket expired (dce / rpc).
 <Jan 9 09:31:39> <-DCE:CMDV_CALL - 0.166161 s
 Situation and Resolution
 We had left our client and server platforms up overnight. The authorization required to access theserver logic had expired. To get things going again, we had to stop and restart the GUI runtimeenvironment.
 Similar messages can occur on the CSODCES server workstation. The dynamic DCE loginperformed by the CSODCES server using the KEYTAB file ID expires. The CSODCES server must bestopped and started to get things going again. A requirement has been submitted to have theCSODCES program dynamically update the ID authorization so that the program can runcontinuously for days at a time.
 It is possible that advanced DCE skills could identify a method of establishing unlimited (no timeout)access for the KEYTAB defined ID in the DCE Cell. We did not investigate this option.
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Table 6 (Page 2 of 2). Common Problems Encountered During DCE Runtime
 Error Message / Situation and Resolution
 Error:
 Failed call from client to server with this text in the client/server communication CSOTRACE.OUT log:
 <Feb 12 13:49:00>->CMINIT<Feb 12 13:49:01><-CMINIT - 0.058374 s<Feb 12 13:49:01>->CMCALL<Feb 12 13:49:01> Calling application VGD2AIX<Feb 12 13:49:01> ->readFromLinkTbl<Feb 12 13:49:01> <-readFromLinkTbl - 0.215518 s<Feb 12 13:49:01> ->loadAndInitDriver<Feb 12 13:49:02> <-loadAndInitDriver - 0.946563 s<Feb 12 13:49:02> ->CMDV_INIT<Feb 12 13:49:02> <-CMDV_INIT - 0.025085 s<Feb 12 13:49:02> ->DCE:CMDV_CALL<Feb 12 13:49:02> ++DCE:CMDV_CALL<Feb 12 13:49:02> ++++DCE:CreateParmBlock<Feb 12 13:49:02> ====0.062557 s<Feb 12 13:49:03> ERROR REASON CODE: 7801, Message: CSO7801E
 An error was encountered while performing DCE API call rpc_ns_binding_import_next.The DCE error string is No more bindings (dce / rpc).
 Situation and Resolution
 We ran into this several times. Many times all we had to do was wait, or stop/start all client andCSODCES server program processing, or stop/start DCE client software on both client and serverworkstations. This can indicate a problem with the accuracy of the data in the DCE CDS cache onthe client workstations.
 This problem can also occur if you mix VisualAge Generator V2.2 FixPak 2 and FixPak 3 platforms ina DCE-based client/server communication configuration.
 One possible method of resolution requires that you delete all objects in the SERVERID directory.This includes the LOCATION and VisualAge Generator server application objects. Once deleted stopand restart DCE on the client and server workstations and then restart the CSODCES DCE serverprogram.
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Chapter 5. Database-Enabled Client/ServerIn the classic view of client/server, several approaches are defined:
 Distributed presentationThe user interface is available in a remote session. CICS terminal orX-Window sessions are two examples of distributed presentation.
 Remote presentationThe user interface exists on the client platform while application processingruns on a remote platform. This is a thin client approach because much ofthe application runs off the client workstation.
 Distributed functionThe user interface and some application processing occurs on the clientplatform and the remaining application processing runs on a remoteplatform. This is a heavier client with shared logic on the server.
 Remote dataThe user interface and all application processing occur on the clientplatform but the database accessed is on a remote platform. This is a fatclient approach because most of the application runs on the clientworkstation.
 Distributed dataThe user interface and all application processing occurs on the clientplatform. Multiple databases are accessed. Databases are either a mix oflocal and remote or all remote. This approach is often seen as includingsupport for updates to multiple databases in a single logical unit of work.
 Note: These are simplified definitions. What makes it all more complex is that youcan mix and match portions of each approach in any given system. You may call aserver (remote presentation or distributed function) and the server may implement aform of remote or distributed database access.
 The implementation of the remote and distributed database approach to client/serversystems is supported by database technology. The application logic can be in oneplace, on one system, and the data involved can be accessed remotely or distributedthroughout the enterprise.
 While VisualAge Generator provides support for all of the client/server approachesdefined above, we focus this chapter on the use of database technology. We reviewsupported approaches to remote and distributed database access and discuss theimplementation of VisualAge Generator applications that access relational databasesin local, remote, and distributed environments.
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5.1 Database Configuration OptionsVisualAge Generator provides excellent support for the DB2 product family and,through DataJoiner, offers access to non-DB2 databases.
 Several approaches to database configuration, all supported by VisualAge Generator,are reviewed in this section.
 5.1.1 DB2 Common Server Connectivity
 DB2 is available on multiple platforms. The current version of DB2, as available onworkstation platforms, is referred to as the DB2 Common Server.
 DB2 Common Server technology provides both stand-alone and networked relationaldatabase support. Connecting different installations of DB2 Common Servertechnology is very easy to do even when they are running on different workstationhardware and software platforms.
 Figure 84 shows the DB2 client platforms that can be connected to other DB2Common Server installations.
 Figure 84. DB2 Common Server Configurations
 5.1.2 Distributed Relational Database Architecture Connectivity
 DRDA is a synchronous connection between a client running an application and a DB2server. The client might be a user workstation or a workgroup server.
 There are two performance issues you may want to consider:
 • It is necessary to limit the amount of data that is passed to and from theapplication and the remote DB2 server.
 104 VisualAge Generator Client/Server Communications

Page 119
                        
                        

• Heavy cursor usage is undesirable because it is more expensive over a remoteconnection.
 Advantages of DRDA are these:
 • Central database and local processing power• If the application system has to work with a central database and with a local
 database, DRDA facilitates that.• For testing during development using ITF, DRDA makes it unnecessary to
 download the test data.
 Figure 85 shows the DB2 client platforms that can be connected to DB2 host platformsusing DRDA support.
 Figure 85. DB2 DRDA Configurations
 Technically, you can use DRDA connections between DB2 Common Serverworkstations, but this is not recommended in most scenarios because of the additionalsoftware and configuration tasks required.
 5.1.3 DataJoiner
 Data Joiner is a an enhanced DB2/6000 that is able to catalog non-IBM relationaldatabases. Before implementing an application system using DataJoiner, carefulexaminations of compatibility and performance issues are strongly recommended.
 Figure 86 on page 106 shows an overview of the connectivity options supported byDataJoiner.
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Figure 86. DataJoiner Support for Access to Non-IBM Databases
 For more information, consult the DataJoiner product documentation or DataJoinerGuide, SG24-2566.
 5.2 Accessing Relational Databases with VisualAge GeneratorVisualAge Generator supports access to any local or remote DB2 database and,through the use of DataJoiner, to non-IBM database targets. This was reviewed in 5.1,“Database Configuration Options” on page 104.
 This section describes the basic requirements for a working database configuration forVisualAge Generator development and runtime environments and then discuss thenew support provided by VisualAge Generator Version 2.2 for distributed unit of work(DUOW) support.
 5.2.1 Configuring Database Support
 VisualAge Generator provides very good support for relational database access duringdevelopment, generation, preparation, and execution.
 Configuring VisualAge Generator for database access is very well documented in theRunning VisualAge Generator Applications on OS/2, AIX, and Windows manual. In thissection, therefore, review only the basic requirements for a functioning databaseconnection.
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5.2.1.1 Using Remote Databases
 VisualAge Generator supports the use of local or remote databases.
 Connecting to a local database, one that exists on the same workstation as theVisualAge Generator Developer or generated application, is straightforward. All youneed to do is identify the database name.
 Connecting to a remote database, one that exists on another workstation or a hostplatform, takes a little more work—and then you still need to identify the databasename.
 Remote databases can be connected using either DB2 Common Server-based orDRDA-based communications support. (We do not discuss the use of VisualAgeGenerator and DataJoiner in this document.)
 For workstation to workstation connections, you could set up a DRDA-basedconnection but, in most environments, a DB2 Common Server-based connection isrecommended because of the easier configuration process.
 When you need to connect to a host database, you need the appropriate DDCSsoftware and communications configuration to support a DRDA-based connection.
 To enable remote database connections, you need to:
 • Provide support for the selected communication protocol (TCP/IP, NetBIOS, APPC,IPX).
 • Catalog the remote node.• Catalog the remote database.• For DRDA connections, you also need to catalog the DCS database.
 Remote database configuration steps are documented in the appropriate DB2 andDDCS product manuals. For additional guidance, you might want to review DistributedRelational Database Cross Platform Connectivity and Applications.
 5.2.1.2 Connecting to the DB2 Database
 Before you configure VisualAge Generator support for relational database access, youmust ensure you can access the database without VisualAge Generator.
 Access to any DB2 relational base typically works if these statements are functionalfor your target database and a table in your database environment:
 DB2 CONNECT TO DATABASE nameDB2 SELECT * FROM creatorid.tablename
 The success of the connect statement depends on the availability of a valid databaselogon or authorization ID.
 5.2.1.3 Identifying the Database Authorization ID
 In an OS/2 environment, DB2 will look for an active local or LAN logon and use thatuser ID value for authorization processing.
 In an AIX environment, the active logon ID is used for authorization checking.
 For remote databases, the active local or LAN logon, if available, will be used forauthorization processing unless you have logged on directly to the remote databasenode with a node logon:
 LOGON userid /P=password /N=node_name
 Chapter 5. Database-Enabled Client/Server 107

Page 122
                        
                        

The node_name is the name of the target workstation or host where the remotedatabase has been cataloged.
 In the OS/2 environment, if a user identifier is not provided or assumed, a logonprompt is shown to request a valid local logon.
 VisualAge Generator applications will use the local, node, or LAN logon for connectingto the target DB2 environment. EZECONCT statement processing can use the activeDB2 authorization ID or include user ID and password values as part of the explicitconnection request. This is discussed further in 5.2.2.3, “Connecting to Multiple DB2Databases” on page 114.
 5.2.1.4 Identifying the DB2 Database
 VisualAge Generator Developer provides a database profile that can be used toidentify a specific database to be used during development and testing.
 Several environment variables are also available to identify the database that to beused during development, run time, or both. These environment variables are used inthis order, depending on target runtime environment (if the aim is development, theruntime environment variables do not apply unless generated applications are calledby ITF):
 FCWDBNAME_appl VisualAge Generator environment variable. Used at run time forOS/2, Windows NT, and CICS NT environments. The value ofappl identifies the application name that will use the databasenamed in the environment variable setting.
 ELARTRDB_tttt VisualAge Generator environment variable. Used at runtime forCICS OS/2 environments. The value of t t t t identifies the CICStransaction that will use the database named in the environmentvariable setting.
 EZERSQLDB VisualAge Generator environment variable. Used duringdevelopment and at run time.
 DB2DBDFT DB2 environment variable. Used to identify the default databasethat will be used to support database access at:
 • Run time when no explicit database connection is issuedand no environment variables are active
 • Development when there is no explicit database named inthe database profile or active environment variables.
 Note: For DB2 V1.2, the environment variable name is SQLDBDFT.
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Working with Environment Variables
 The value of an environment variable in OS/2 can be determined by issuing a setcommand with the name of the environment variable. The response is the currentsetting in the active OS/2 window, which is based on the CONFIG.SYS settings, butcould have been modified later in the OS/2 window session.
 For example, if you type: set ezersqldb
 you see a response of: EZERSQLDB=(null)
 If you want to set the environment variable, type set ezersqldb=sample
 This is only the setting in the active OS/2 window. Global settings must be definedin the CONFIG.SYS file.
 The value of an environment variable in Windows environments (Windows 95 orWindows NT) can be determined by issuing the set command without anyparameters. The value of all environment variables then scrolls by in the activewindow. You cannot determine the setting of just one environment variable withthe set command in Windows as you can in OS/2.
 When a database is defined for a generated application using the available VisualAgeGenerator environment variables, the implicit database connection identifies thedatabase being used. Subsequent database access uses this active database unlessan alternative database is selected using the EZECONCT statement in the VisualAgeGenerator application logic.
 Database connection activity is visible in the trace log (defaults to FCWTRACE.OUT)that is written when VisualAge Generator generated C+ + applications are run withthis environment variable setting: SET FCWTROPT=31
 The active setting of the database environment variables used by VisualAge Generatorgenerated C+ + applications and the resulting use of an implicit database connectionis visible in the trace logs shown in Figure 87 through Figure 88 on page 110.
 C + + Generated Application Database Environment Variable Settings:FCWDBNAME_VGL2OS2=(null)EZERSQLDB=carrentlDB2DBDFT=(null)
 FCWTRACE.OUT Log File: (00290)<01:39:26> -> CSO::CMINIT() rc = 0VGL2OS2 (00290)<01:39:26>Using RSC name, fcw.rscVGL2OS2 (00290)<01:39:26>Found EZERNLS environment variable, name=ENUVGL2OS2 (00290)<01:39:26> -> VGL2OS2::CALLEDVGL2OS2 (00290)<01:39:33> -> ( SQL::DFTCONN ) Database = (carrentl) rc = 0VGL2OS2 (00290)<01:39:33> User = () Password = () UOW = ( R )VGL2OS2 (00290)<01:39:33> -> SRV_COMMON_MAINVGL2OS2 (00290)<01:39:33> -> STAFF-INQVGL2OS2 (00290)<01:39:33> -> ( SQL::INQUIRY ) Handle = 4VGL2OS2 (00290)<01:39:34> rc = 0
 Figure 87. Trace of Implicit EZERSQLDB Database Connection and SuccessfulDatabase Access
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C + + Generated Application Database Environment Variable Settings:FCWDBNAME_VGL2OS2=(null)EZERSQLDB=(null)DB2DBDFT=carrentl
 FCWTRACE.OUT Log File: (00308)<02:01:46> -> CSO::CMINIT() rc = 0VGL2OS2 (00308)<02:01:47>Using RSC name, fcw.rscVGL2OS2 (00308)<02:01:47>Found EZERNLS environment variable, name=ENUVGL2OS2 (00308)<02:01:47> -> VGL2OS2::CALLEDVGL2OS2 (00308)<02:01:49> -> ( SQL::DFTCONN ) Database = ( ) rc = 0VGL2OS2 (00308)<02:01:49> User = () Password = () UOW = ( R )VGL2OS2 (00308)<02:01:49> -> SRV_COMMON_MAINVGL2OS2 (00308)<02:01:49> -> STAFF-INQVGL2OS2 (00308)<02:01:49> -> ( SQL::INQUIRY ) Handle = 4VGL2OS2 (00308)<02:01:51> rc = 0
 Figure 88. Trace of Implicit DB2DBDFT Database Connection and Database Access. The implicit database connection shown (where the DB2DBDFT environment variable was usedto identify the active database name) looks the same as the log file shown in Figure 89 onpage 110. The only difference is that the subsequent database access succeeds because adefault database was identified.
 C + + Generated Application Database Environment Variable Settings:FCWDBNAME_VGL2OS2=(null)EZERSQLDB=(null)DB2DBDFT=(null)
 FCWTRACE.OUT Log File: (00296)<01:41:21> -> CSO::CMINIT() rc = 0VGL2OS2 (00296)<01:41:21>Using RSC name, fcw.rscVGL2OS2 (00296)<01:41:21>Found EZERNLS environment variable, name=ENUVGL2OS2 (00296)<01:41:21> -> VGL2OS2::CALLEDVGL2OS2 (00296)<01:41:22> -> ( SQL::DFTCONN ) Database = ( ) rc = 0VGL2OS2 (00296)<01:41:22> User = () Password = () UOW = ( R )VGL2OS2 (00296)<01:41:22> -> SRV_COMMON_MAINVGL2OS2 (00296)<01:41:22> -> STAFF-INQVGL2OS2 (00296)<01:41:22> -> ( SQL::INQUIRY ) Handle = 4VGL2OS2 (00296)<01:41:22> rc = -1024
 Figure 89. Trace of Implicit Database Connection and Database Access Failure. Whenno database is defined for a generated application using the available environment variables,the implicit database connection will execute successfully, but any subsequent database accesswill fail.
 Implicit database connections exist for all applications generated by VisualAgeGenerator that might use a database (that is, they have SQL statements in theapplication). An implicit database connection is always attempted during initializationof a generated application. This happens before programmer-defined logic takescontrol.
 Notes:
 1. The implicit database connection does not occur when testing an application usingITF. A database connection, based on the VisualAge Generator Developerdatabase profile or the EZERSQLDB environment variable setting, is made only whenan SQL statement is about to be processed. This restriction can affect the use ofthe EZECONCT statement in application logic. If you reset a database connectionor query the current status of an existing connection, the response encounteredduring ITF may differ from that for runtime processing. This possibility should befactored into both application design and testing.
 2. A possible change to make VisualAge Generator V2.2 work like V2.0 may be madeby development staff. The refresh level (Fixpak 2) of VisualAge Generator V2.2issues a request to start the database manager and to make the default database
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connection for all calls to generated C+ + applications. This did not occur in V2.0.A change to this processing logic may be made and released in a new Fixpak tomodify the current behavior of V2.2 generated C+ + applications.
 5.2.2 Implementing Distributed Unit of Work Database Access
 VisualAge Generator has always provided remote database access and support fordatabase switching with remote unit-of-work support as implemented by the EZECONECTstatement. Remote unit-of-work support means that while a VisualAge Generatorapplication can update two different databases, each database must be accessed andthe update committed in a separate unit of work.
 This section explains the database connection requirements, design issues, anddescribes a sample application that implements DUOW programming support. A fulldescription of the DUOW sample application is provided in A.2, “DUOW SampleApplication” on page 168.
 During our study, we relied upon the volume Distributed Relational Database CrossPlatform Connectivity and Applications for guidance on implementing databaseconnections.
 5.2.2.1 Using the EZECONCT Statement
 The EZECONCT statement has been part of VisualAge Generator for several releases,but the support for DUOW processing is new.
 With distributed unit-of-work support as provided by the DB2 product set and theenhancements to the EZECONECT statement as provided by VisualAge Generator Version2.2, one VisualAge Generator application can:
 • Connect to multiple database within a single unit of work• Have one active connection at any one time.
 DUOW support as provided by the EZECONECT statement is implemented using theCONNECT and DISCONNECT statements. Figure 90 on page 112 contains a review of thesyntax of the EZECONCT statement.
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CALL EZECONCT userid, pswd, servername, product, release, uow
 uow is an eight character data item or literal with one ofthe following values:
 R Remote Unit of Work (default)Dxy Distributed Unit of Work
 x Syncpoint Option
 1 One phase commit, single database update2 Two phase commit, multiple database update
 y Disconnect Option
 E ExplicitC ConditionalA Automatic
 DISC Disconnect from named server databaseDCURRENT Disconnect from current databaseDALL Disconnect from all databasesSET Reconnect to already connected database
 Figure 90. VisualAge Generator EZECONCT Statement Implementation for DUOWSupport
 Full details for the syntax of the EZECONCT statement are available in the volumeDesigning and Developing VisualAge Generator Applications and the VisualAgeGenerator Developer help facility.
 To quickly access the EZECONCT help topic:
 1. Create a new process or statement group.2. Use the insert icon (the arrow) or Cntl+I to trigger the statement template.3. Select a statement type of CALL.4. Click on the EZE Words... push button5. Select the EZECONCT entry in the list of field EZE words.6. Click on the help push button.
 DUOW processing with the EZECONCT statement is supported during ITF processingand by generated C+ + applications in these environments:
 • OS/2• Windows NT• AIX• CICS/NT• CICS/6000
 To implement DUOW processing with the EZECONCT statement, you can use theseversions of DB2:
 • DB2 V1.2 with this support for the UOW options:
 UOW = RUOW = DCURRENT (implemented as RESET)UOW = DALL (implemented as RESET)
 • DB2 V2.1 or later with support for all UOW options.
 Implementation of three database functions is provided by VisualAge Generatorclient/server middleware processing:
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• DB2 CONNECT• SQL COMMIT WORK• SQL ROLLBACK WORK
 The middleware processing for the listed database functions is also used by ITF inVisualAge Generator V2.2. This allows for a coordinated commit between GUI andnon-GUI applications running in an ITF environment and calls to local OS/2 generatedC+ + applications (as implemented by ITF when using a linkage table).
 The coordinated commit between ITF and local OS/2-generated C+ + applications isfor all VisualAge Generator applications that access DB2 databases, not just thoseusing DUOW processing.
 When using both ITF and local OS/2-generated C+ + applications, it is recommendedthat you process all EZECOMIT and/or EZEROLLB requests in applications beingtested by ITF to ensure appropriate integrity for database updates.
 DUOW processing is supported in CICS/6000 and CICS NT environments. Guidelinesfor database connection processing in these environments include these:
 • Do not use EZESQLDB or FCWDBNAME_appl environment variables for default(implicit) database connection support if DB2 is an XA resource.
 • For the best performance, have all transactions in the CICS region use the defaultdatabase.
 • If access to the nondefault database is required, code explicit database connects,in each transaction, with an automatic disconnect (DxA uow option, see Figure 90on page 112) after a commit or rollback.
 Additional details are provided in “Accessing Distributed Databases” in the volumeDesigning and Developing VisualAge Generator Applications.
 5.2.2.2 Identifying a Transaction Manager Database
 A valid DUOW database environment must exist before using VisualAge Generator toimplement DUOW processing logic. In DB2 terms, this means that a connectionbetween the client and target databases can be made with proper authorization andthat a transaction manager database is configured as part of the DB2 environment.
 On OS/2 with DB2/2, we used the Client Setup icon to start the configuration program.Using the Client and then Configure... menu options we started the client configurationdialog. The transaction manager database is defined on the Logging notebook pageof the client configuration dialog. We tested our sample DUOW application using bothavailable transaction manager database choices:
 First Database Connected toThis sets the transaction manager database to the first database connectedto, using a DUOW connection option.
 Other This sets the transaction manager database to the database identified inthe transaction-manager database entry field.
 The choice of a transaction manager database can affect database naming, andconnection configuration as well as application programming rules. Note that thetransaction manager database cannot be accessed using DRDA protocols.
 Additional detail on the use of a transaction manager database is available in thevolumes DB2 Administration Guide and Distributed Relational Database Cross PlatformConnectivity and Applications.
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5.2.2.3 Connecting to Multiple DB2 Databases
 Basic database connection processing and authorization checking rules remain thesame for DUOW processing. These rules were reviewed in 5.2.1.2, “Connecting to theDB2 Database” on page 107 and 5.2.1.3, “Identifying the Database Authorization ID”on page 107.
 The database connect statement can include a user ID and password for the databaselogon to be used for authorization checking:
 DB2 CONNECT TO DATABASE name USER userid USING password
 This allows you to specify the authorization ID that will be used by DB2 instead ofusing a local or LAN logon identifier. This is important, as the target databases canrequire different authorization IDs and passwords. In some environment, the IDs andpasswords can be case sensitive.
 VisualAge Generator implements the EZECONCT statement using DB2 CONNECT TO DATABASEprocessing. When you use the VisualAge Generator EZECONCT statement to explicitlyconnect to a database, user ID and password values are passed as part of therequest.
 VisualAge Generator applications do not provide a user ID or password value forimplicit database connections. Instead, the active local, LAN, or node logon is passedto the target database.
 With explicit database connections implemented using the EZECONCT statement, thereare two basic requirements:
 1. You must have a valid local, LAN, or node logon to satisfy the implicit databaseconnection performed by the VisualAge Generator application at startup (or whencalled).
 If a valid logon is not available, a local logon prompt dialog is shown.
 2. You must provide a user ID and password value that is valid for the targetdatabase.
 This user ID or password data can be hard coded in the application EZECONCTstatement or be derived from the active local, LAN, or node logon.
 You can cancel the VisualAge Generator-triggered local logon prompt dialog requestsand still get an application that uses EZECONCT statements to access a databasesuccessfully but this is not practical in an operational environment:
 • If the VisualAge Generator application that accesses the database runs on theend-user ′s workstation, the end-user must cancel every logon request triggeredby an implicit database connect
 • If the VisualAge Generator application is a server running on a remote platform,the logic pauses to wait for the logon dialog to be completed. If this occurs onthe screen of an unattended server workstation, the system hangs up.
 This means that you need some form of active logon to support the implicit databaseconnection that occurs in all VisualAge Generator applications that access a relationaldatabase—even those that use the EZECONCT statement to manage databaseconnections with user ID or password parameters supplied by the application logic.
 This means that to run a DUOW application you still need a valid logon, but you canavoid an actual database connection by not setting any of the environment variablesthat are used to identify the active relational database (see 5.2.1.4, “Identifying theDB2 Database” on page 108). A valid connection must be established before SQLprocessing can be performed.
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5.2.2.4 Using ITF to Test DUOW Support
 DUOW applications can be developed and tested using the ITF and local databases.DUOW means accessing multiple databases; it does not require that the databases beon multiple platforms.
 If you implement more than one database in your local DB2/2 environment, you canissue EZECONCT statements to switch between them during ITF processing. Thecompleted application, when generated, can access multiple local databases, a mix oflocal and remote databases, or multiple remote databases.
 Before you use the EZECONCT statement in an application, you should test that youcan issue DB2 CONNECT TO database statements from the command line in your OS/2development environment. Once connected to the target database, with theappropriate authority, you should issue a DB2 SELECT ... statement to validate accessauthority.
 By first using DB2 command line processing to test your database connections youreduce the complexity of resolving problems. The DB2 Database Director program isalso useful for ensuring that connections and authorities are functioning appropriately.
 There are several issues to consider when using ITF to test applications that useEZECONCT statements to manage database connections:
 • There is no implicit database connection.
 Applications running in ITF do not issue an implicit database connection whenstarted. The implicit database connection is issued only when a generatedapplication that could process SQL statements is started or called. This meansthat you cannot, using the EZECONCT statement, test for the current (implicit)connection in ITF, but you can test for it at run time.
 • EZECONCT statement errors must be manually skipped under ITF.
 When an SQL statement issued as part of a process option fails in ITF, processingcontinues and the EZESQLCD EZE word contains the error code. When anEZECONCT statement fails in ITF, the error code is loaded into the EZESQLCD EZEword, but a dialog window with additional error detail is also shown. Testingstops at this point. To continue, you must skip the statement (the error keepsoccurring if you attempt to continue) but you can still check the value of theEZESQLCD EZE word to validate application error logic.
 • Runtime database rules apply if you call generated applications.
 If you use a linkage table to have ITF call generated versions of VisualAgeGenerator applications, you need to consider the database implications. Thegenerated application will issue an implicit database connect. The databasename used in the connect will be based on the environment variable settingsused to control VisualAge Generator application database access (see 5.2.1.4,“Identifying the DB2 Database” on page 108).
 It is possible to end up with ITF supporting access to a database name identifiedin the VisualAge Generator database preferences profile, while the generatedapplications called use a different database as identified by the environmentvariables.
 When you use the EZECONCT statement in your logic, the database name ishardcoded. You may be forced to use one set of database names during testingand then another for actual production use. It may be helpful if the databasenames are parameters to the application or if a VisualAge Generator table is usedto contain the database names and other information needed for using theEZECONCT statement.
 Note: We used a VisualAge Generator table to hold database name, user ID, andpassword data in our DUOW sample application Be careful with this approach.The user ID and password information is visible in the generated VisualAge
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Generator table, which would represent a security exposure for a productionsystem.
 • Do not define a current ID for use as the table qualifier in the VisualAgeGenerator Developer database preferences profile.
 Using a current ID value in the database preferences profile works fine when youare connecting to an MVS database and want to use unqualified table names inyour VisualAge Generator SQL record definitions. If you are using a localdatabase, the value is ignored for standard SQL activity.
 The problem arises when you are using DUOW processing. There seems to be abug because the first EZECONCT statement, whether a connect or a disconnect,triggers an SQL error code of -900. If the same logic is run a second time withoutstopping the test cycle, it succeeds.
 5.2.3 Sample DUOW Application Configurations
 To demonstrate the use of the EZECONCT statement to implement DUOW processingwe have provided a sample application that implements both remote and distributedunit of work processing.
 Note: The design guidelines in “Accessing Distributed Databases” in Designing andDeveloping VisualAge Generator Applications recommend that you not mix remote anddistributed database connections. In our sample, we have done so only to providesupport for independent testing of each target database and to show the differences inthe use of the EZECONCT statement.
 A full description of the DUOW sample application is provided in A.2, “DUOW SampleApplication” on page 168. This section reviews the configuration of the DUOW sampleapplication, including the remote database connections, for selected development andruntime environments.
 5.2.3.1 Database Configuration
 This book is not a guide to DB2 database configuration. The DB2 product manuals,supplemented by Distributed Relational Database Cross Platform Connectivity andApplications, SG24-4311, provide the required support for configuring a distributeddatabase environment.
 In this section, we quickly review the environment we used to validate the use ofremote and distributed database access as implemented in the DUOW sampleapplication. Configuration comments are made, but they may not be sufficient as aguide for you to complete a full distributed database configuration.
 We used many configurations and hardware platforms during our study to test differentmethods of implementing database access.
 DB2/2, DB2/6000, and DB2/MVS environments were connected using the connectivityfunctions of DB2 common server, and for the MVS target, DDCS/2.
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5.2.3.2 DB2 Common Server Connections
 The DB2 common server database environment we implemented is shown inFigure 91.
 Figure 91. DB2/2 Common Server Configuration
 We used TCP/IP as the protocol for DB2 common server connections. This was verysimple to implement and provided sufficient function for our needs. You shouldevaluate the benefits and limitations of each of the available DB2 common serverconnection protocol options when designing your distributed database environment.
 The key tasks in creating a TCP/IP-based database connection are these:
 1. Enable TCP/IP support on the client and server workstations.
 TCP/IP needs to be installed and configured. Each workstation should have ahost name and you should be able to test connectivity between the hosts usingthe ping command. For example, pinging the Raleigh AIX system would look like:
 [C:]ping vgrisc.raleigh.ibm.com PING vgrisc.raleigh.ibm.com: 56 data bytes 64 bytes from 9.67.172.228: icmp_seq=0. time=313. ms
 2. Teach DB2 to provide support for TCP/IP communications.
 This is done using the DB2COMM environment variable. In OS/2, set theDB2COMM environment variable in the CONFIG.SYS file. This example shows asetting that supports Named Pipes and TCP/IP communication:
 SET DB2COMM=NPIPE,TCPIP
 For an AIX workstation, you need to update the DB2COMM environment variablein the db2profile file stored in the sqllib directory.
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3. Define DB2 server service name (SVCENAME) for TCP/IP support.
 This can be done using the DB2 database manager configuration dialog or DB2commands. You can use these two commands to list the current databasemanager configuration and update the current database manager configurationsetting for the DB2 server service name:
 db2 get database manager configurationdb2 update database manager configuration using svcename db22sjcsrv
 4. Add DB2 server service name to client and server TCP/IP services files.
 Our client workstation can connect to several databases using DB2 commonserver TCP/IP based communication. The services file for our client workstationcontains service name entries for each connected DB2 common server platform:
 # VGCS Database Connection Networking#db22sjcsrv 3600/tcp # DB22 SJC Srvr Database Systemdb22sjcsrvi 3601/tcp # DB22 SJC Srvr Database System Interrupt Portdb2inst1c 3700/tcp # DB2AIX RTP Srvr Database System#db2inst1i 3701/tcp # DB2AIX RTP Srvr Database System Interrupt Portdb22rtpsrv 3800/tcp # DB22 RTP Srvr Database Systemdb22rtpsrvi 3801/tcp # DB22 RTP Srvr Database System Interrupt Port
 Note: The interrupt port services entry is required only when you need to supportDB2 V1.x client connections.
 5. Catalog database node on client workstation.
 This tells the client workstation about the server workstation. This notification canbe done using the Node Directory dialog available in the Database Director. Tocatalog the San Jose OS/2 DB2/2 server node on the client workstation, we usedthis command:
 db2 catalog tcpip node db2sjc remote itscsrv1.almaden.ibm.comserver db22sjcsrv with ′ DB2 on SJ VG Srvr′
 6. Catalog the remote-node databases on the client workstation.
 This gives the client workstation a database name to use for the remote database.The client database name does not have to be the same as the server databasename. To catalog a database on the San Jose OS/2 DB2/2 server on the clientworkstation, we used this command:
 db2 catalog database sample as db2sjcsm at node db2sjcwith ′ DB2 Sample on OS/2 SJC Srvr′
 7. Test the database connection
 We can connect to a cataloged database using DB2 commands in a commandwindow. A user ID and password can be provided as part of the connection. Ifthey are not provided, DB2 uses an active node, local, or LAN logon, or prompt fora local logon (see 5.2.1.3, “Identifying the Database Authorization ID” onpage 107).
 The logon determines the creator ID used to resolve queries to unqualified tablenames.
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Our current local logon is valid for the DB2SJC target environment so we canconnect to the database and issue a select command from a command windowusing these commands:
 [D:]db2 connect to db2sjcsm
 Database Connection Information
 Database product = DB2/2 2.1.1 SQL authorization ID = USERID Local database alias = DB2SJCSM
 [D:\]db2 select * from staff where id=10
 ID NAME DEPT JOB YEARS SALARY COMM------ --------- ------ ----- ------ --------- ---------
 10 DB2SJC 20 Mgr 7 18357.50 0.00
 1 record(s) selected.
 We have loaded the name field in our multiple instances of the staff table with avalue that helps us know which database we have accessed (see 5.2.3.4, “StaffTables” on page 123).
 We repeated the process of cataloging DB2 common server nodes and databasesbased on the distributed database network shown in Figure 91 on page 117.
 The node and cataloged database configuration, as seen from the Node Directoryprovided by the Database Director shown in Figure 92 along with System DatabaseDirectory detail views on the client workstation (HECATE).
 Figure 92. Distributed Database Nodes and Cataloged Databases. Both local and remotedatabases are shown in the System Database Directory detail view. We used the localdatabases for DUOW testing with VisualAge Generator Developer. You can also see an entryfor an MVS database. Setting up a connection to an MVS database using DRDA is reviewed in5.2.3.3, “DB2 DRDA Connections” on page 120.
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5.2.3.3 DB2 DRDA Connections
 To support access to a DB2/MVS V3.1 database environment, we connected a DB2/2server to DB2/MVS using DRDA support. To implement the connection to theDB2/MVS database environment, we used DDCS/2 and Communications Manager/2 toimplement a DRDA connection using APPC as the protocol option.
 We then connected to the DB2/2 system using a DB/2 client. This provided a sharedgateway to DB2/MVS as shown in Figure 93.
 Figure 93. Remote DB2/2 and DB2/MVS Database Configuration
 The key tasks in creating an APPC-based DRDA database connection are these:
 1. Set up CM/2 session with DB2/MVS on DB2/2 server workstation
 CM/2 configuration issues are as follows:
 • CM/2 V1.1 is a prerequisite but for two-phase-commit support CM/2 V.1.2 isrequired.
 • CM/2 installation must include APPC support,
 • Configuration includes an LU6.2 session between the local logical unit (LU)and the partner LU and common programming interface for communicationsside information for the connection.
 Figure 94 on page 121 shows the CM/2 network definition file (NDF) used tosupport our DRDA connection to DB2/MVS.
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DEFINE_LOCAL_CP FQ_CP_NAME(USIBMNR.NRIM7N00 )DESCRIPTION(Local Node)CP_ALIAS(NRIG1I00)NAU_ADDRESS(INDEPENDENT_LU)NODE_TYPE(EN)NODE_ID(X′05D00000′ )NW_FP_SUPPORT(NONE)HOST_FP_SUPPORT(YES)HOST_FP_LINK_NAME(HOST0001)MAX_COMP_LEVEL(NONE)MAX_COMP_TOKENS(0);
 DEFINE_LOGICAL_LINK LINK_NAME(HOST0001)DESCRIPTION(Connection to the USIBMNR Network)FQ_ADJACENT_CP_NAME(USIBMNR.NRMCMC1 )ADJACENT_NODE_TYPE(LEN)DLC_NAME(IBMTRNET)ADAPTER_NUMBER(0)DESTINATION_ADDRESS(X′40002042045104′)ETHERNET_FORMAT(NO)CP_CP_SESSION_SUPPORT(NO)SOLICIT_SSCP_SESSION(YES)ACTIVATE_AT_STARTUP(YES)USE_PUNAME_AS_CPNAME(NO)LIMITED_RESOURCE(USE_ADAPTER_DEFINITION)LINK_STATION_ROLE(USE_ADAPTER_DEFINITION)MAX_ACTIVATION_ATTEMPTS(USE_ADAPTER_DEFINITION)EFFECTIVE_CAPACITY(USE_ADAPTER_DEFINITION)COST_PER_CONNECT_TIME(USE_ADAPTER_DEFINITION)COST_PER_BYTE(USE_ADAPTER_DEFINITION)SECURITY(USE_ADAPTER_DEFINITION)PROPAGATION_DELAY(USE_ADAPTER_DEFINITION)USER_DEFINED_1(USE_ADAPTER_DEFINITION)USER_DEFINED_2(USE_ADAPTER_DEFINITION)USER_DEFINED_3(USE_ADAPTER_DEFINITION);
 DEFINE_LOCAL_LU LU_NAME(NRRG1I00)DESCRIPTION(Local LU)LU_ALIAS(NRRG1I00)NAU_ADDRESS(INDEPENDENT_LU);
 DEFINE_PARTNER_LU FQ_PARTNER_LU_NAME(USIBMNR.NRARDSNB )DESCRIPTION(DSNB on CARMVS1 - DB2 3.1)PARTNER_LU_ALIAS(NRARDSNB)PARTNER_LU_UNINTERPRETED_NAME(NRARDSNB)MAX_MC_LL_SEND_SIZE(32767)CONV_SECURITY_VERIFICATION(NO)PARALLEL_SESSION_SUPPORT(YES);
 DEFINE_PARTNER_LU_LOCATION FQ_PARTNER_LU_NAME(USIBMNR.NRARDSNB )DESCRIPTION(DSNB on CARMVS1 - DB2 3.1)WILDCARD_ENTRY(NO)FQ_OWNING_CP_NAME(USIBMNR.NRMCMC1 )LOCAL_NODE_NN_SERVER(NO);
 Figure 94 (Part 1 of 2). Communications Manager Network Definition File for DRDAConnection
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DEFINE_MODE MODE_NAME(IBMDB2LM)DESCRIPTION(LU 6.2 Log Mode for DB2 on MVS)COS_NAME(#CONNECT)DEFAULT_RU_SIZE(NO)MAX_RU_SIZE_UPPER_BOUND(4096)RECEIVE_PACING_WINDOW(8)MAX_NEGOTIABLE_SESSION_LIMIT(32767)PLU_MODE_SESSION_LIMIT(4)MIN_CONWINNERS_SOURCE(2)COMPRESSION_NEED(PROHIBITED)PLU_SLU_COMPRESSION(NONE)SLU_PLU_COMPRESSION(NONE);
 DEFINE_MODE MODE_NAME(QPCSUPP )COS_NAME(#CONNECT)DEFAULT_RU_SIZE(NO)MAX_RU_SIZE_UPPER_BOUND(1024)RECEIVE_PACING_WINDOW(7)MAX_NEGOTIABLE_SESSION_LIMIT(32767)PLU_MODE_SESSION_LIMIT(64)MIN_CONWINNERS_SOURCE(32)COMPRESSION_NEED(PROHIBITED)PLU_SLU_COMPRESSION(NONE)SLU_PLU_COMPRESSION(NONE);
 DEFINE_DEFAULTS IMPLICIT_INBOUND_PLU_SUPPORT(YES)DEFAULT_MODE_NAME(BLANK)MAX_MC_LL_SEND_SIZE(32767)DIRECTORY_FOR_INBOUND_ATTACHES(*)DEFAULT_TP_OPERATION(NONQUEUED_AM_STARTED)DEFAULT_TP_PROGRAM_TYPE(BACKGROUND)DEFAULT_TP_CONV_SECURITY_RQD(NO)MAX_HELD_ALERTS(10);
 DEFINE_CPIC_SIDE_INFO SYMBOLIC_DESTINATION_NAME(NRARDSNB)DESCRIPTION(CPIC side info for DB2 v3.1 om CARMVS1)PARTNER_LU_ALIAS(NRARDSNB )MODE_NAME(IBMDB2LM)SNA_SERVICE_TP_NAME(X′ 07 ′ ,6DB);
 Figure 94 (Part 2 of 2). Communications Manager Network Definition File for DRDAConnection
 The CM/2 configuration process is reviewed in the manual Installing and UsingOS/2 Clients. You may find the guidance available in DB2 for MVS Connectionswith AIX and OS/2 helpful in when performing this task.
 2. Set up DB2/2 Server and DDCS/2 as DB2/2 Gateway to DB2/MVS:
 a. Define a remote database node for the DB2/MVS target database using APPCsupport. The Database Director Node Directory Entry catalog dialog or acommand can be used to catalog the remote node. We used this command:
 db2 catalog appc node NRARDSNB remote NRARDSNB
 b. Define a Distributed Connection Services (DCS) alias to be used for theremote MVS DB2 node. We used the DB2/MVS subsystem name (DSNB) asour DCS alias for the DB2/MVS node using this command:
 db2 catalog dcs database DSNB as NRARDSNB
 c. Define the remote MVS DB2 subsystem as a database that is remote toDB2/2. The security authentication is directed to the DCS component.
 During the following command, a node logon must be active with the user IDat the authority to perform this task:
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db2 catalog database DSNB as DSNB at node NRARDSNB authentication dcs
 d. Bind DDCS/2 to DB2/MVS
 This allows DB2 commands to be processed against the target database thatis accessed using DDCS/2. There are multiple list (.lst) files of packagenames that can be bound to target databases, as required, to enable clientsupport for DB2 command processing. These are reviewed in detail in themanual Installing and Using OS/2 Clients
 During the following command, a node logon must be active with a user IDthat has the required bind authority:
 db2 bind D:[email protected] grant public
 3. Set up DB2/2 Client connection to DB2/2-DDCS/2 Gateway to DB2/MVS.
 The UPM node logon ID is used to access the remote database. This user IDmust have the appropriate authorities in the target database environment. If theCL1 has no node logon active, then first try to access with another user ID. If alocal or LAN logon is active, and this user ID does not have the right authority toaccess the remote resource and an error occurred (see common problems):
 db2 catalog database DSNB as DB2MVSSM at node DB2RTP
 You may wish to automate the node logon to provide easier support for remotedatabase connections. This command could be added to your startup.cmd file toautomate the node logon:
 logon MVSID /P=secret /N=DB2RTP
 You may have other local or LAN logons that are also required to support accessto local databases or to shared resources.
 5.2.3.4 Staff Tables
 The DUOW sample application uses the DB2 sample database table named STAFF.The STAFF table is implemented in each of our cataloged databases at least once.Figure 95 on page 124 contains a review of the STAFF table as implemented in eachof our cataloged databases.
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Database Connection InformationDatabase product = DB2/2 2.1.1SQL authorization ID = USERIDLocal database alias = SAMPLE
 TBCREATOR TBNAME NAME COLTYPE LENGTH SCALE COLNO--------- ------------ ------------ -------- ------ ------ ------USERID STAFF ID SMALLINT 2 0 0USERID STAFF NAME VARCHAR 9 0 1USERID STAFF DEPT SMALLINT 2 0 2USERID STAFF JOB CHAR 5 0 3USERID STAFF YEARS SMALLINT 2 0 4USERID STAFF SALARY DECIMAL 7 2 5USERID STAFF COMM DECIMAL 7 2 6
 7 record(s) selected.
 Database Connection InformationDatabase product = DB2/2 2.1.1SQL authorization ID = USERIDLocal database alias = SAMPLE2
 TBCREATOR TBNAME NAME COLTYPE LENGTH SCALE COLNO--------- ------------ ------------ -------- ------ ------ ------USERID STAFF ID SMALLINT 2 0 0USERID STAFF NAME VARCHAR 9 0 1USERID STAFF DEPT SMALLINT 2 0 2USERID STAFF JOB CHAR 5 0 3USERID STAFF YEARS SMALLINT 2 0 4USERID STAFF SALARY DECIMAL 7 2 5USERID STAFF COMM DECIMAL 7 2 6
 7 record(s) selected.
 Database Connection InformationDatabase product = DB2/2 2.1.1SQL authorization ID = USERIDLocal database alias = DB2SJCSM
 TBCREATOR TBNAME NAME COLTYPE LENGTH SCALE COLNO--------- ------------ ------------ -------- ------ ------ ------USERID STAFF ID SMALLINT 2 0 0USERID STAFF NAME VARCHAR 9 0 1USERID STAFF DEPT SMALLINT 2 0 2USERID STAFF JOB CHAR 5 0 3USERID STAFF YEARS SMALLINT 2 0 4USERID STAFF SALARY DECIMAL 7 2 5USERID STAFF COMM DECIMAL 7 2 6
 7 record(s) selected.
 Figure 95 (Part 1 of 2). Staff Table Definitions for Distributed Database Environment
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Database Connection InformationDatabase product = DB2/2 2.1.1SQL authorization ID = USERIDLocal database alias = DB2RTPSM
 TBCREATOR TBNAME NAME COLTYPE LENGTH SCALE COLNO--------- ------------ ------------ -------- ------ ------ ------USERID STAFF ID SMALLINT 2 0 0USERID STAFF NAME VARCHAR 9 0 1USERID STAFF DEPT SMALLINT 2 0 2USERID STAFF JOB CHAR 5 0 3USERID STAFF YEARS SMALLINT 2 0 4USERID STAFF SALARY DECIMAL 7 2 5USERID STAFF COMM DECIMAL 7 2 6
 7 record(s) selected.
 Database Connection InformationDatabase product = DB2 MVS 3.1.0SQL authorization ID = STLCSP2Local database alias = DB2MVSSM
 TBCREATOR TBNAME NAME COLTYPE LENGTH SCALE COLNO--------- ------------ ------------ -------- ------ ------ ------STLCSP2 STAFF ID SMALLINT 2 0 1STLCSP2 STAFF NAME VARCHAR 9 0 2STLCSP2 STAFF DEPT SMALLINT 2 0 3STLCSP2 STAFF JOB CHAR 5 0 4STLCSP2 STAFF YEARS SMALLINT 2 0 5STLCSP2 STAFF SALARY DECIMAL 7 2 6STLCSP2 STAFF COMM DECIMAL 7 2 7
 7 record(s) selected.
 Database Connection InformationDatabase product = DB2/6000 2.1.0SQL authorization ID = DB2Local database alias = DB2AIXSM
 TBCREATOR TBNAME NAME COLTYPE LENGTH SCALE COLNO--------- ------------ ------------ -------- ------ ------ ------DB2 STAFF ID SMALLINT 2 0 0DB2 STAFF NAME VARCHAR 9 0 1DB2 STAFF DEPT SMALLINT 2 0 2DB2 STAFF JOB CHAR 5 0 3DB2 STAFF YEARS SMALLINT 2 0 4DB2 STAFF SALARY DECIMAL 7 2 5DB2 STAFF COMM DECIMAL 7 2 6
 7 record(s) selected.
 Figure 95 (Part 2 of 2). Staff Table Definitions for Distributed Database Environment
 The staff table can be implemented in workstation environments using either theVisualAge Generator provided d:\ezerdev2\samples\staff.IXF database export file orthe DB2SAMPLE command provided with DB2/2 V2.1. The sample database can alsobe implemented on a host using the required utility commands.
 To make testing easier, we loaded a specific record in each STAFF table instance, toconfirm which target database had been accessed during DUOW sample applicationprocessing
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5.2.3.5 Preparing to Test DUOW Applications
 Before testing our DUOW sample application, we generated and prepared the GUI andcalled application components. We used a single system for the GUI and calledapplication so that the linkage table we used for generation and runtime controlrequests support for a local call (see Figure 96).
 :CALLLINK APPLNAME=DUOWAPP LIBRARY=DUOWAPP PARMFORM=oslinkLINKTYPE=dynamic LUWCONTROL=server.
 Figure 96. Linkage Table for DUOW Called Application
 Figure 97 contains the generation commands we used to generate the DUOW sampleapplication GUI and called application for use in an OS/2 environment.
 EZE2GEN GENERATE DUOWGUI /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=OS2GUI >e:\vgcs\genout\duowapp.log
 EZE2GEN GENERATE DUOWAPP /MSL=VGPINGZ /GENOUT=e:\vgcs\genout\%%EZEENV%%/linkage=h:\vgcs\applst.lkg /system=OS2 >e:\vgcs\genout\duowgui.log
 Figure 97. Generate Statements for DUOW Sample Application. The default VisualAgeGenerator options /GENTABLES and /GENEMBEDDEDGUIS ensured that when we generatedDUOWGUI, the VisualAge Generator table and embedded GUIs were also generated.
 During preparation, our DUOWAPP application was bound against only one database.Before we run the application against other database targets we have to bind theapplication once for each database. We use this bind statement when binding againstlocal or remote database targets:
 sqlbind duowapp.bnd <databasename>
 Figure 98 shows the basic database activity for the DUOW sample application. (TheDUOW sample application is reviewed in detail in A.2, “DUOW Sample Application” onpage 168.)
 Implicit DB2 Connect (Only for generated C+ + applications, not ITF)
 If DB2 Disconnect Requested-> Issue DB2 Disconnect
 End
 If Single Database Access Requested (Remote Database Access)-> Connect to Target Database - Type R-> Process SQL Request-> Commit (Still connected to database)
 Else Double Database Access Requested (Distributed Unit of Work Database Access)-> Connect to Target Database 1 - Type D2A (Disconnect after commit)-> Process SQL Request-> Connect to Target Database 1 - Type D2A (Disconnect after commit)-> Process SQL Request-> Commit (Triggers disconnect)
 End
 Exit
 Figure 98. DUOW Sample Application Database Connection Processing Logic
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The standard testing cycle that was used for each DUOW configuration is shown inFigure 99 on page 127.
 This test was performed once with and once withouta database disconnect request:
 • Test a cycle of single and double database accessrequests for select processing. The cycle ran two times.Values were provided for the EZECONCT statement user ID and password parameters.
 These tests were performed twice, once with and once withoutvalues for the EZECONCT statement user ID and password parameters:
 • Test single database access against each target databasefor select and update processing.
 • Test double database access for the two target databasesfor select and update processing.
 Figure 99. Standard Testing Cycle for DUOW Configurations
 The approach in Figure 99 ensured we tested the basic EZECONCT statementfunctions, included update processing, and understood any issues related to using theEZECONCT statement to implement DUOW processing. Any problems related tomixing remote and distributed database connections in a single application could alsobe determined.
 5.2.3.6 DUOW Using Local DB2/2 Databases
 This first scenario represents a possible development and unit testing environment.We have two local databases, SAMPLE and SAMPLE2, which are cataloged on theclient workstation. (See Figure 92 on page 119 for a list of all the local and remotedatabases cataloged on our client workstation.) The STAFF table exists in all ourtarget databases.
 Our test environment setup included:
 1. A local logon to provide the required database authorization. We performed alocal logon to UPM with this command:
 logon userid /p=password /l
 2. Starting the DB2/2 database environment with this command:
 db2start
 3. Database connection and selected processing tests to ensure that we couldaccess the STAFF table in each target database. The connection and test SELECTstatements for the SAMPLE and SAMPLE2 databases are shown in Figure 100 onpage 128.
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[H:vgcs]db2 connect to sample
 Database Connection InformationDatabase product = DB2/2 2.1.1SQL authorization ID = USERIDLocal database alias = SAMPLE
 [H:\vgcs]db2 select * from staff where id=10
 ID NAME DEPT JOB YEARS SALARY COMM------ --------- ------ ----- ------ --------- ---------
 10 Sample 20 Mgr 7 18357.50 0.001 record(s) selected.
 [H:\vgcs]db2 connect to sample2
 Database Connection InformationDatabase product = DB2/2 2.1.1SQL authorization ID = USERIDLocal database alias = SAMPLE2
 [H:\vgcs]db2 select * from staff where id=10
 COMM DEPT ID JOB NAME SALARY YEARS------ ----------- ------ ----- --------------- --------- ---------
 0 20 10 Mgr Sample2 18357.50 7.001 record(s) selected.
 Figure 100. Local Database Connection and Test SELECT Statements
 To prepare for running a generated version of the DUOW sample application, webound the DUOWAPP application to the SAMPLE and SAMPLE2 databases using thesecommands:
 sqlbind duowapp.bnd samplesqlbind duowapp.bnd sample2
 The active local logon ID (USERID) had the required DB2 authority to bind programs tothe target databases.
 The DUOW sample application can now be tested in an ITF or native OS/2 runtimeenvironment. We ran the standard test set (Figure 99 on page 127) using both ofthese runtime environments. We used different environment variable anddatabase-preference profile settings:
 • No database name was defined using either the EZERSQLDB environmentvariable or the database preferences profile.
 • The database name was defined using EZERSQLDB.
 • The database name was defined using database preferences profile.
 Figure 101 on page 129 shows a portion of the FCWTRACE.OUT file for a test runwhere user ID and password data was not used as part of the EZECONCT statement.
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(00952)<10:28:10> -> CSO::CMINIT() rc = 0DUOWAPP (00952)<10:28:10>Using RSC name, fcw.rscDUOWAPP (00952)<10:28:10>Found EZERNLS environment variable, name=ENUDUOWAPP (00952)<10:28:10> -> DUOWAPP::CALLEDDUOWAPP (00952)<10:28:11> -> ( SQL::DFTCONN ) Database = ( ) rc = 0DUOWAPP (00952)<10:28:11> User = () Password = () UOW = ( R )DUOWAPP (00952)<10:28:11> -> DUOW-MAINDUOWAPP (00952)<10:28:11> -> DUOW-DB-DISCONNECTDUOWAPP (00952)<10:28:11> -> ( SQL::EZECONN ) Database = ( ) rc = 0DUOWAPP (00952)<10:28:12> User = ( ) Password = ( ) UOW = ( DALL )DUOWAPP (00952)<10:28:12> <- DUOW-DB-DISCONNECTDUOWAPP (00952)<10:28:12> -> DUOW-DB1DUOWAPP (00952)<10:28:12> -> DUOW-DB-CONNECTDUOWAPP (00952)<10:28:13> -> ( SQL::EZECONN ) Database = (SAMPLE ) rc = 0DUOWAPP (00952)<10:28:13> User = ( ) Password = ( ) UOW = ( D2A )DUOWAPP (00952)<10:28:13> <- DUOW-DB-CONNECTDUOWAPP (00952)<10:28:13> -> DUOW-DB-ACCESSDUOWAPP (00952)<10:28:13> -> DUOW-STAFF-GETDUOWAPP (00952)<10:28:13> -> ( SQL::INQUIRY ) Handle = 9DUOWAPP (00952)<10:28:13> rc = 0DUOWAPP (00952)<10:28:13> -> ( SQL::CLOSE ) Handle = 9DUOWAPP (00952)<10:28:13> rc = 0DUOWAPP (00952)<10:28:13> <- DUOW-STAFF-GETDUOWAPP (00952)<10:28:13> <- DUOW-DB-ACCESSDUOWAPP (00952)<10:28:13> <- DUOW-DB1DUOWAPP (00952)<10:28:13> -> DUOW-DB2DUOWAPP (00952)<10:28:13> -> DUOW-DB-CONNECTDUOWAPP (00952)<10:28:15> -> ( SQL::EZECONN ) Database = (SAMPLE2 ) rc = 0DUOWAPP (00952)<10:28:15> User = ( ) Password = ( ) UOW = ( D2A )DUOWAPP (00952)<10:28:15> <- DUOW-DB-CONNECTDUOWAPP (00952)<10:28:15> -> DUOW-DB-ACCESSDUOWAPP (00952)<10:28:15> -> DUOW-STAFF-GETDUOWAPP (00952)<10:28:15> -> ( SQL::INQUIRY ) Handle = 9DUOWAPP (00952)<10:28:16> rc = 0DUOWAPP (00952)<10:28:16> -> ( SQL::CLOSE ) Handle = 9DUOWAPP (00952)<10:28:16> rc = 0DUOWAPP (00952)<10:28:16> <- DUOW-STAFF-GETDUOWAPP (00952)<10:28:16> <- DUOW-DB-ACCESSDUOWAPP (00952)<10:28:16> <- DUOW-DB2DUOWAPP (00952)<10:28:16> -> ( SQL::COMMIT ) rc = 0DUOWAPP (00952)<10:28:16> <- DUOW-MAINDUOWAPP (00952)<10:28:16> <- DUOWAPP::CALLED (00952)<10:28:16> -> CSO::CMCLOSE() rc = 0
 Figure 101. FCWTRACE.OUT File for Distributed Access to Local Databases
 We learned the following:
 Local logon required:You need to be logged on locally to run the application in either the ITF or thenative OS/2 runtime environment. The primary reason is that you must belogged on to start DB2/2.
 Type R connections may require a disconnect:After making a Type R connection to a single database successfully we tried toaccess both databases with a Type D2A connection. An SQL error message wasreceived when we ran the cycle of tests without the database-disconnect requestoption in both the ITF and native OS/2 runtime environments:
 SQL1246NConnection settings cannot be changed while connections exist.
 The Type R connection still existed—it had not been reset. When a Type Rconnection request follows a Type D2A, as performed in our DUOW sampleapplication, there is no need to disconnect. The Type D2A connection forces anautomatic disconnect after an SQL commit or rollback.
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Implicit database connections may require a disconnect:If we ran the DUOW sample application in native OS/2 environment and defineda database for use by the called application using either the EZERSQLDB orFCWDBNAME_appl environment variables, we had to disconnect from theVisualAge Generator implicit database first or we would receive the SQL1246Nerror message. Because we had identified a default database name, VisualAgeGenerator processed a default connection (see 5.2.1.4, “Identifying the DB2Database” on page 108), to issue the Type D2A connections we had todisconnect from the implicit database. If we set the DB2DBDFT environmentvariable, we did not get an implicit connection that needed to be reset.
 If we had never issued a Type R connection request using the EZECONCTstatement and did not have a database defined using the EZERSQLDB orFCWDBNAME_appl environment variables, we never had to disconnect from anactive database prior to issuing Type D2A connections.
 Connections can use local logon information:If we configured the DUOW sample application so that only a database name,without user ID or password values, was used in the EZECONCT statement, theapplication would succeed as long as the local logon was authorized to performthe connection and SQL request.
 An SQL error was received when the local logon was not authorized to performthe SQL requests:
 SQL0551N<authorization-ID> does not have the privilege to perform operation<ope ra t i on> on ob jec t <name> .
 This tells us we can write applications that do not used hard-coded user ID andpassword information in the EZECONCT statements if we ensure that a userlogon is available for use as the database authorization ID (see 5.2.1.3,“Identifying the Database Authorization ID” on page 107 for more details).
 If we did not have an active local or database node logon, we could still run thegenerated application, and it would work, but we had to constantly cancel locallogon request dialogs.
 Even though the DUOW sample application was configured to use hard-codeduser ID and password values for the SQL connect processing, the use of SQL inthe application triggered a logon request. Canceling the logon dialog did notaffect the DUOW sample application processing.
 Connections can use private logon information:If we configured the DUOW sample application so that the database name, userID, and password values were used in the EZECONCT statement, the applicationwould succeed even when the local logon was not authorized to perform theconnection and SQL request.
 The local logon meant that we did not see logon dialogs, but the user ID andpassword passed on the EZECONCT statement was used as the databaseauthorization ID.
 So far, using just local databases, we see that VisualAge Generator applications thatuse the EZECONCT statement can be written to use either existing local logons orhard-coded user ID and password data for database authorization checking.
 The rules are the same as when using the DB2 command line-processor interface.You can issue DB2 CONNECT TO datbase_name requests which will use the local (or node)logon. If not available, a logon request dialog is shown. You can also pass therequired user ID and password data as part of the DB2 command line processorrequest:
 DB2 CONNECT TO datbase_name USER userid USING password
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This means that the first thing you should do before testing a remote or distributeddatabase application is to prove that you can access the target databases and tablesusing the DB2 command line processor interface.
 5.2.3.7 DUOW Using Local and Remote Databases
 The distributed database configuration we built (see 5.2.3.1, “Database Configuration”on page 116) supports multiple DUOW configurations. We tested many of them. Inthis section we review a configuration that uses a local and a remote database (seeFigure 91 on page 117).
 To prepare to run the generated version of the DUOW sample application in theconfiguration shown in Figure 91 on page 117 we bound the DUOWAPP application tothe DB2AIXSM database (we had already bound to the SAMPLE database) using thiscommand:
 sqlbind duowapp.bnd db2aixsm
 The active local logon ID (USERID) did not have the required DB2 authority to bindprograms to this remote target database. We were prompted to log on to the remotedatabase node (DB2AIX, see Figure 92 on page 119); once the log on was completed,the bind finished successfully.
 We now have a local and a remote node logon active on the system.
 The DUOW sample application can now be tested in an ITF or native OS/2 runtimeenvironment. We ran the standard test set (Figure 99 on page 127) for the nativeOS/2 runtime environment; a reduced test set was used to prove that the ITF couldperform all required tasks.
 We used these two authorization scenarios:
 • Local and node logons are used to establish database authorization for the targetdatabases. The user ID and password values used in the EZECONCT statementparameters are left blank.
 • No logon exists for any of the target databases. User ID and password values areprovided in the EZECONCT statement parameters to identify databaseauthorization.
 Figure 102 on page 132 shows a portion of the FCWTRACE.OUT file for a test runwhere user ID and password data was passed as part of the EZECONCT statement.
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(00952)<10:36:47> -> CSO::CMINIT() rc = 0DUOWAPP (00952)<10:36:48>Using RSC name, fcw.rscDUOWAPP (00952)<10:36:48>Found EZERNLS environment variable, name=ENUDUOWAPP (00952)<10:36:48> -> DUOWAPP::CALLEDDUOWAPP (00952)<10:36:48> -> ( SQL::DFTCONN ) Database = ( ) rc = 0DUOWAPP (00952)<10:36:48> User = () Password = () UOW = ( R )DUOWAPP (00952)<10:36:48> -> DUOW-MAINDUOWAPP (00952)<10:36:48> -> DUOW-DB-DISCONNECTDUOWAPP (00952)<10:36:49> -> ( SQL::EZECONN ) Database = ( ) rc = 0DUOWAPP (00952)<10:36:49> User = ( ) Password = ( ) UOW = ( DALL )DUOWAPP (00952)<10:36:49> <- DUOW-DB-DISCONNECTDUOWAPP (00952)<10:36:49> -> DUOW-DB1DUOWAPP (00952)<10:36:49> -> DUOW-DB-CONNECTDUOWAPP (00952)<10:36:50> -> ( SQL::EZECONN ) Database = (SAMPLE ) rc = 0DUOWAPP (00952)<10:36:50> User = (userid ) Password = (password) UOW = ( D2A )DUOWAPP (00952)<10:36:51> <- DUOW-DB-CONNECTDUOWAPP (00952)<10:36:51> -> DUOW-DB-ACCESSDUOWAPP (00952)<10:36:51> -> DUOW-STAFF-GETDUOWAPP (00952)<10:36:51> -> ( SQL::INQUIRY ) Handle = 9DUOWAPP (00952)<10:36:51> rc = 0DUOWAPP (00952)<10:36:51> -> ( SQL::CLOSE ) Handle = 9DUOWAPP (00952)<10:36:51> rc = 0DUOWAPP (00952)<10:36:51> <- DUOW-STAFF-GETDUOWAPP (00952)<10:36:51> <- DUOW-DB-ACCESSDUOWAPP (00952)<10:36:51> <- DUOW-DB1DUOWAPP (00952)<10:36:51> -> DUOW-DB2DUOWAPP (00952)<10:36:51> -> DUOW-DB-CONNECTDUOWAPP (00952)<10:36:53> -> ( SQL::EZECONN ) Database = (DB2AIXSM ) rc = 0DUOWAPP (00952)<10:36:53> User = (db2 ) Password = (DB2 ) UOW = ( D2A )DUOWAPP (00952)<10:36:53> <- DUOW-DB-CONNECTDUOWAPP (00952)<10:36:53> -> DUOW-DB-ACCESSDUOWAPP (00952)<10:36:53> -> DUOW-STAFF-GETDUOWAPP (00952)<10:36:53> -> ( SQL::INQUIRY ) Handle = 9DUOWAPP (00952)<10:36:54> rc = 0DUOWAPP (00952)<10:36:54> -> ( SQL::CLOSE ) Handle = 9DUOWAPP (00952)<10:36:55> rc = 0DUOWAPP (00952)<10:36:55> <- DUOW-STAFF-GETDUOWAPP (00952)<10:36:55> <- DUOW-DB-ACCESSDUOWAPP (00952)<10:36:55> <- DUOW-DB2DUOWAPP (00952)<10:36:56> -> ( SQL::COMMIT ) rc = 0DUOWAPP (00952)<10:36:56> <- DUOW-MAINDUOWAPP (00952)<10:36:56> <- DUOWAPP::CALLED (00952)<10:36:56> -> CSO::CMCLOSE() rc = 0
 Figure 102. FCWTRACE.OUT File for Distributed Access to Local and Remote Databases
 We learned the following:
 Local logon if required:Local logon is required for implicit database connection, database disconnect,and the actual remote database connection even when a remote node logonexists. If these logon prompts are canceled, the remote database access willsucceed. The local logon prompt will reappear for each subsequent server calluntil a local logon is established.
 DB2/6000 user ID or password is case sensitive:Database user ID and password are case sensitive in the EZECONCT statementwhen the target environment, in our example, the RS/6000 with DB2/6000, is casesensitive.
 Node logon is prompted if required:If user ID and password data is not passed as part of the EZECONCT statementfor a remote database, a node logon dialog is shown. This logon dialog does notseem to be case sensitive. The user ID is forced to upper case in the dialog,even though the EZECONCT statement must use a lower case user ID value tosucceed (see Figure 102). The password, when entered in either lower or uppercase, is accepted.
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Disconnect is required after Type R connect:Database connection issues and the possible occurrence of an SQL1246N errorremained the same (see 5.2.3.6, “DUOW Using Local DB2/2 Databases” onpage 127).
 5.2.3.8 DUOW Using Remote Databases
 In this section, we review a configuration that supports access to two remotedatabases. We tested three different configurations with only remote databaseaccess:
 • Two remote DB2/2 databases• Remote DB2/2 and DB2/6000 databases using DB2 CAE• Remote DB2/2 and DB2/MVS databases
 The first configuration used two remote DB2/2 databases where each was on aseparate node (see Figure 103). We used the same client platform as before wherewe had a full DB2/2 installed with client and local database support.
 Figure 103. DUOW Configuration with Two Remote DB2/2 Databases on DifferentNodes
 To prepare to run the generated version of the DUOW sample application in theconfiguration shown in Figure 103, we bound the DUOWAPP application to theDB2SJCSM and DB2RTPSM databases using these commands:
 sqlbind duowapp.bnd db2sjcsmsqlbind duowapp.bnd db2rtpsm
 The active local logon ID (USERID) had the required DB2 authority to bind programs tothe target database on both platforms because:
 • Our logon ID, USERID, was a valid administration ID on both platforms.
 • The password was the same on both platforms.
 The generated version of the DUOW sample application can now be tested for thisconfiguration.
 We ran the standard test set (Figure 99 on page 127) with the generated code. Ourtesting focused on these issues:
 • Local and node logon requirements
 • VisualAge Generator generated application DB2/2 control logic
 We learned the following:
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• A local logon is required to access the remote databases if the user ID andpassword values are used in the EZECONCT statement parameters.
 Because we were using a client workstation that had DB2/2 installed with clientand local database support, the local logon was required.
 • While DB2/2 does not have to be started on the local workstation to accessremote databases, it must be started there if you use a VisualAge Generatorapplication to access the remote database.
 The called VisualAge Generator application starts DB2/2 for you if it is there to bestarted. VisualAge Generator does not know whether you intend to use localdatabases, so DB2/2 is started regardless of your intent to process SQLstatements.18
 The second configuration used remote DB2/2 and DB2/6000 databases where eachwas on a separate node (see Figure 104). We used a client platform where we hadDB2/2 installed with these features:
 • Client Application Enabler• Administrator ′s Toolkit
 Figure 104. DUOW Configuration with Remote DB2/2 and Remote DB2/6000 Databaseson Different Nodes
 The DUOW sample application can now be tested in an ITF or native OS/2 runtimeenvironment. We ran subsets of the standard test set (see Figure 99 on page 127)using both of these runtime environments. Our tests focused on:
 • The use of databases with different environment variable and preferences profilesettings
 • Local and node logon requirements
 We learned the following:
 18 VisualAge Generator generated applications seem to issue a start database request when first called and adatabase connection request (we have termed this the implicit database connection) for each call. This imposesoverhead that, currently, cannot be avoided. The best you can do is not define a default database, using theEZESQLDB or FCWDBNAME_appl environment variables, when you will be using EZECONCT statements to controldatabase access for all your SQL processing. The IBM VisualAge Generator development lab is consideringalternatives that may reduce the initial cost of calling VisualAge Generator applications. Review the readmedocumentation provided with FixPak 4 for details.
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• A local logon is not required to access the remote databases if the user ID andpassword values are used in the EZECONCT statement parameters.
 This is true because we were using a client workstation that had only DB2 ClientApplication Enabler (CAE) installed.
 If we did not pass the user ID and password values in the EZECONCT statementparameters, we were prompted for node logon.
 • We found no changes in the previously reviewed functions for the databaseenvironment variable and profile settings.
 The third configuration used remote DB2/2 and DB2/MVS databases where each wascataloged on the same node (see Figure 105). We used the client platform where wehad installed DB2/2 CAE support.
 Figure 105. DUOW Configuration with Remote DB2/2 and Remote DB2/MVS DatabasesCataloged on the Same Node
 The DUOW sample application can now be tested in an ITF or native OS/2 runtimeenvironment. We ran subsets of the standard test set (Figure 99 on page 127) usingboth of these runtime environments. Our tests focused on local and node logonrequirements.
 We learned the following:
 • A local logon is not required to access the remote databases if the user ID andpassword values are used in the EZECONCT statement parameters. This isbecause we were using a client workstation that had only DB2 client applicationenabler (CAE) installed.
 If we did not pass the user ID and password values in the EZECONCT statementparameters, we were prompted for node logon.
 • Confusion resulted when we ran the DUOW sample application against twodatabases, cataloged on the same node, that did not share a common databaseauthorization ID. The user ID and password used for each database was different;a single node logon was not valid for both targets. Although UPM did allow us tolog on to the same node twice, with different user ID and password values, theDUOW sample application could not successfully access both databases withouthard coding the required user ID and password data in the EZECONCT statement.If we did not pass the user ID and password in the EZECONCT statement, wewould be prompted for multiple logons to the same node. It seemed as thoughthe last node logon was current, and each test cycle forced a logon to the node
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with two different authorization IDs, so we had to log on again to make the newlogon current.
 • Our distributed database configuration did not support distributed unit-of-workactivity against the DB2/MVS database.
 We could successfully use the EZECONCT statement to issue Type D2Aconnections to both target databases and perform an SQL SELECT. When wetried to make an update to both the DB2/2 and DB2/MVS target databases, therequest failed with this error message:
 SQL30090N Operation invalid for application executionenvironment. Reason code = ″ < reason-code>″.
 We had reason code 01 which, according to themessage manual, said our target database (theDB2/MVS database) was read only. Our best guess isthat our DDCS/2 configuration, built on top of a CM/2to VTAM link, was not able to support a two-phasecommit. We were not able to resolve this during theresidency project. A distributed database connectionto DB2/MVS that does support a two-phase commitwould support our DUOW sample application.
 Note: DUOW processing requests, both SQL SELECT and UPDATE, succeededagainst all other remote database pairs that we tested. As far as we could tell,the problem (SQL30090N) was with our database configuration and not theVisualAge Generator DUOW sample application design or preparation process.
 5.2.3.9 Common Problems
 Some of the problems encountered during our database configuration and DUOWsample application testing are discussed in Table 7. Many of the problems andresolution guidance represent pure database issues, but they often surface whenusing VisualAge Generator ITF for testing or running generated applications. Someproblems we did not fully understand. They often disappeared when we reset thetesting environment and we could not recreate them.
 Table 7 (Page 1 of 2). Common Problems Encountered During DUOW Testing
 Error Message Situation and Resolution
 SQL0551N: <authorization-ID> does not havethe privi lege to perform operation <operation>on ob jec t <name>.
 The user ID and password we used did not havethe required authority. Grant authority toaccess the object or execute the package.
 SQL0567N: <authorization-ID> is not a validauthorization ID.
 We were testing the use of a single node for tworemote databases. During our test cycles, wetried too many variations with the use of nodelogon or passed parameters for user ID andpassword resolution. If we were consistent inour approach and passed values for distinctnodes and node logons, this error did not occur.
 SQL0805N: Package ″ < package-name>″ wasnot found.
 Our DUOW sample application had never beenbound against the target database. All we hadto do was bind the application.
 SQL0818N: A timestamp conflict occurred. Our DUOW sample application had beenregenerated but not bound against the targetdatabase again. All we had to do was bind theapplication.
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Table 7 (Page 2 of 2). Common Problems Encountered During DUOW Testing
 Error Message Situation and Resolution
 SQL0859N: Access to the Transaction ManagerDatabase failed with SQLCODE ″-865″.SQLSTATE=08502.
 We were testing the remote access option of theDUOW sample application with a targetdatabase of DB2MVSSM (uses a DRDAconfiguration). We set the TM_Database set toFirst_used. When we looked up ″-865″ the textstated that the TM_Database could not beaccessed through a DRDA protocol.
 This also occurred when we had not configuredthe DB2 client with a transaction managerdatabase setting. There is no initial value afterinstallation; one must be configured before youcan issue DUOW requests.
 SQL0428N: DISCONNECT cannot be issued if aconnection it is directed against has executedSQL within the unit of work.
 SQL0868N: A CONNECT with a USER/USINGclause was attempted for a server for which aconnection already exists.
 SQL0900N: The application state is in error. Adatabase connection does not exist.
 SQL1024N: A database connection does notexist.
 Many of these errors occurred when we weretesting early versions of the DUOW sampleapplication that had database-connection logicproblems. Some were triggered when weattempted to process SQL SELECT statementeven though our database connection requestfailed. Others were related to a lack of a firmcommit or rollback request at applicationtermination. We also triggered a few when wetried too many variations with the use of nodelogon or passed parameters for user ID andpassword resolution. Updates to the DUOWsample application seem to have removed theseerrors.
 SQL1013N: The database alias name ordatabase name ″ < n a m e > ″ could not be found.
 We used a database name that was notcataloged correctly or the name of the databasein the program was spelled wrong.
 SQL1246N: Connection settings cannot bechanged while connections exist.
 This happened for two reasons: First, when wewere testing early versions of the DUOW sampleapplication, we had database connection logicproblems. Second, any time we issued a TypeD2A connection request after a previous Type Rconnection request, without issuing a databasedisconnect, the error message appeared.
 SQL1403N: The supplied user name, password,or both is incorrect.
 This error occurred several times with the AIXand OS/2 target databases, but was because weprovided a bad user ID or password value.
 SQL30082N: Attempt to establish connectionfailed with security reason ″ < reason-code>″(″ < reason-st r ing>″)
 This error occurred several times with the MVStarget database. Sometimes it was because weprovided a bad user ID or password value.Once, it resulted from an expired password andwas resolved by logging on to TSO to changethe password.
 SQL30090N: Operation invalid for applicationexecution environment. Reason code =″ < reason-code>″.
 We received reason code 01, which themessage manual said meant that our targetdatabase, the DB2/MVS database, was readonly. Our best guess is that our DDCS/2configuration, built on top of a CM/2 to VTAMlink, was not able to support a two-phasecommit. We were not able to resolve this duringthe time-frame of our residency project.
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Chapter 6. DBCS-Enabled Client/Server ConfigurationsThis chapter reviews VisualAge Generator support for double-byte character set(DBCS) and mixed data applications. The implementation of a client/serverapplication with DBCS support for data display and relational database access isdocumented for two different CICS-based configurations.
 DBCS application design and development issues are discussed in detail in Designingand Developing VisualAge Generator Applications, SH23-0228.
 6.1 DBCS OverviewDBCS requirements are prevalent in Asia where the number of characters in thelanguage, along with other required symbols and numbers, exceeds the limitsrepresented by a single byte of storage, thus changing the data storage and displayprocessing requirements in a computing environment.
 When an operating system provides support for a DBCS code page environment, thetools, products, or applications running on the operating system must be at leastDBCS-enabled in order to support DBCS data storage and display.
 There are three areas where DBCS implementation issues are visible: code page,data storage in files or databases, and I/O devices. Code pages issues are differentfor each supported language DBCS. Some computing platforms have multiple codepages for the same language.
 In some language environments, there are two choices for DBCS support at theoperating system level:
 • Full DBCS-enabled operating system (Such as OS/2 J or OS/2 K)
 Full DBCS-enablement means the kernel of the operating system hasimplemented full DBCS support.
 • DBCS shell for single-byte character set (SBCS) operating system
 A DBCS shell provides support for running an application which handles DBCSlanguage support on a SBCS operating system platform.
 IBM provides operating systems and other products that are designed to supportapplication development and operation in DBCS code page environments.
 VisualAge Generator is a DBCS-enabled product in that you can build applications thatsupport DBCS code pages. VisualAge Generator is also translated into several DBCSlanguages:
 • Japanese• Chinese• Korean
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6.1.1 Starting BookManager in a DBCS Environment
 Even though IBM supplies national language support (NLS) versions of VisualAgeGenerator, which includes translation of product dialogs, helps, and documentation,some programmers prefer to install the English language version of VisualAgeGenerator for DBCS application development. This choice works fine for mostapplication development tasks.
 The only exception is the tool used to provide online access to product manuals. TheREADIBM.EXE program, which is based on the BookManager product and delivered asan installable program with VisualAge Generator, needs special treatment when usedin a DBCS-enabled operating system.
 To use the English language version of the READIBM.EXE program on a DBCS-enabledoperating system, the active code page must be changed so that it is compatible withthe executable program. Code pages of 437 or 850 provide support for anEnglish-language version of the READIBM.EXE program. The active code page for anOS/2 session can be different from the code page used by other active programs.
 To identify the active code page, you can enter the chcp command at an OS/2command prompt.
 To change the active code page and use the READIBM.EXE to view online manuals,enter these commands at an OS/2 command prompt:
 chcp 437readibm
 The READIBM.EXE will display a list of books and book shelves that are found usingthe current setting of the READIBM environment variable.
 6.1.2 DBCS Data Definition
 During design and development of a DBCS-enabled application, you must considerhow SBCS and DBCS data types will be used. For VisualAge generator, some specialconsiderations apply when defining data items, tables, maps, or applications that willsupport DBCS character entry and manipulation.
 VisualAge Generator data-item definition provides two data types that support DBCSapplication requirements:
 DBCS Data item can contain only double-byte characters; each single character isrepresented by 2 bytes of storage.
 Mix Data item can contain both DBCS and SBCS data.
 When a data item can contain both SBCS and DBCS data, special considerationsapply. In an EBCDIC environment, special shift-out (SO) and shift-in (SI) charactersare used to identify the start and end of DBCS strings in a mixed data-type field. TheSO and SI characters add to the length of the data stored in a field. SO and SIcharacters are not required in an ASCII environment.
 The length of data items should be defined to allow for the inclusion of these specialcharacters in an EBCDIC environment. In a client/server system, if a MIX or DBCSdata type field is used in both an ASCII and EBCDIC runtime environment, the additionof the SO and SI characters may make the string in the field longer in EBCDIC. Youmust consider the length of mixed data fields and data items during design andimplementation so that space is reserved for the SO and SI characters.
 For example, if you decide that the maximum number of characters in the DBCSdata-type field ′NAME′ will be 10, then the DB2 column in EBCDIC should be definedas GRAPHIC(12) to allow for SO and SI characters. If the data item is to be defined
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with the mixed data type, the length calculation is a bit more complicated. Every timeyou change from a SBCS character to a DBCS character (or the reverse) in the samefield, SO and SI characters are automatically added around each separate DBCSstring. The length of the mixed data item should reflect the possible number ofseparate DBCS stings in the mixed field.
 DBCS-enabled device types must be defined for map definitions in applications thatprovide 3270-type displays or support printing of DBCS data. For example:
 Screen map 5550D 24*80 DBCS Display - TUI definition
 Printer map 5550D 24*80 DBCS Printer - Printer definition
 6.1.3 Relational Database Considerations
 DBCS requirements also impact relational database definitions. VisualAge GeneratorDBCS data items correspond to either GRAPHIC or VARGRAPHIC column definitionsin a DB2 environment while a data item defined with a mixed data type uses a CHARcolumn definition.
 When importing a table originally created on a system with a different code page (andthen exported), you may have to use the forcein import parameter to bypass codepage conversion.
 Try changing the code page (chcp command) before using database import and exportcommands or use the appropriate DB2 utility options to manage database import andexport processing.
 6.2 Client/Server Implementation for DBCS ApplicationsThis section describes the VisualAge Generator DBCS-enabled client/serverconfigurations that we implemented during the residency project.
 In a VisualAge Generator client/server environment, DBCS application concernsinclude those that exist for SBCS applications and those concerns related to the use ofdifferent code pages, the impact on client/server environment setup, data typedefinition, and device selection for terminal and printer map input/output.
 Unless specified, the steps discussed for setup are also suitable for SBCS code pageenvironments.
 6.2.1 DBCS Client/Server Scenarios
 We implemented two DBCS-enabled client/server configurations:
 Two-tier (client/server) The client workstation uses CICS Clientsoftware and TCP/IP to connect to a serverworkstation running CICS OS/2. The server callis implemented on the CICS OS/2 platform. ACICS OS/2 VisualAge Generator serverapplication performs database access asrequested by the client. The database is a localDB2/2 database on the server workstation.
 Three-tier (client/gateway/server) The client workstation uses CICS client softwareand TCP/IP to connect to a server workstationrunning CICS OS/2. The server call is routedthrough CICS OS/2 (acting as a host gateway) toMVS CICS. An MVS CICS VisualAge Generator
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server application performs database access asrequested by the client. The CICS OS/2 and theMVS CICS host platform use an SNA LU6.2connection implemented with CM/2.
 Figure 106 shows these configurations.
 Figure 106. DBCS Client/Server Configuration Overview
 6.2.1.1 Hardware and Software
 We used the following hardware platforms and software configurations to implementour DBCS-enabled client/server configuration:
 Client Workstation
 Hardware:
 Type PC 750-P100Hard drive 2.0 GBRA MB 48 MBNetwork Adapter 16/4 Token Ring Card
 Software:
 Operating System P-WARP (Simplified Chinese Version)Enabling Software P-CICS Client V1.1
 VisualAge Generator GUI Run time for OS/2 Version 2.2DB2/2 Client Application Enabler V2.1.1
 IP address 9.37.196.59Hostname schinese
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Server Workstation
 Hardware:
 Type PS/2 95Hard drive 1.0 GBRAM 32 MBNetWork Adapter 16/4 MCA Token Ring Card
 Software:
 Operating System P-WARP (Simplified Chinese Version)Enabling Software P-CICS OS/2 Server V3.0
 Communications Manager/2 V1.1.1VisualAge Generator Developer V2.2VisualAge Generator Workgroup Services V2.2DB2/2 Server V2.1.1DB2/2 SDK V2.1.1VisualAge COBOL V1.1 (with available Fixpaks)
 IP address 9.37.200.70Hostname china1
 Host Platform
 Hardware:
 Not applicable
 Software:
 Operating System MVSEnabling Software MVS CICS V3.3
 DB2/MVS V2.3VisualAge Generator Host Services V1.1 (CHS version)
 The host session was configured to support DBCS application preparation usingthe command cspcmds nls(P). The cspcmds command is a customized CLIST toallocate the correct set of APVFILEs required for DBCS file transfer.
 6.2.1.2 DBCS Sample Application Specifications
 A small DBCS-enabled sample application was implemented. The applicationprovided record maintenance for a DB2 table using the DBCS-enabled GUI windowshown in Figure 107 on page 144
 Chapter 6. DBCS-Enabled Client/Server Configurations 143

Page 158
                        
                        

Figure 107. DBCS-Enabled Sample Application GUI Window
 The DBCS sample application GUI called a server running on either CICS OS/2 orMVS CICS. This server updated the DB2 sample table STAFF.
 The definition for the standard DB2 sample table (STAFF) was modified to providesupport for DBCS data in two different columns. The NAME column was defined withsupport for variable-length graphic data (pure DBCS characters). The JOB columnwas defined so that it could contain both DBCS and SBCS character data. Figure 108contains the definition of the DBCS-enabled staff table.
 TBCREATOR TBNAME NAME COLTYPE LENGTH SCALE COLNO--------- ------------ ------------ -------- ------ ------ ------JOAN STAFF ID SMALLINT 2 0 1JOAN STAFF NAME VARG 10 0 2JOAN STAFF DEPT SMALLINT 2 0 3JOAN STAFF JOB CHAR 5 0 4JOAN STAFF YEARS SMALLINT 2 0 5JOAN STAFF SALARY DECIMAL 7 2 6JOAN STAFF COMM DECIMAL 7 2 7
 Figure 108. STAFF Table Definition for DBCS-Enabled Environment
 We used the create statement shown in Figure 109 on page 145 to create the STAFFtable on the DB2 MVS system.
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Figure 109. Create Statement for DBCS-Enabled STAFF Table
 The VisualAge Generator record definition for the STAFF table used a data type ofDBCS for the NAME data item and MIXED for the JOB data item.
 6.2.2 Environment Setup and Customization
 To implement the scenarios discussed in 6.2.1, “DBCS Client/Server Scenarios” onpage 141, we need to customize the software used to define and build the DBCSsample application and implement the network connections between the client andserver workstations and then the server workstation and the host CICS platform.
 The server workstation is used to support VisualAge Generator applicationdevelopment and generation, compilation of COBOL programs for the CICS OS/2platform, and runtime support for CICS OS/2 applications. The server workstation isalso configured as a CICS OS/2 gateway to MVS CICS applications.
 For a typical application development effort, environment you should consider usingseparate workstations for development, generation, and CICS OS/2. Many of the stepswe performed are similar to those described in 3.2.1, “CICS OS/2 Server” on page 29and 3.2.3, “CICS Client” on page 44. Unless specified, the following customizationsteps are same as for other client/server configurations.
 6.2.2.1 VisualAge COBOL
 Only the VisualAge COBOL compiler needs to be installed. We generated the COBOLwith VisualAge Generator; we use VisualAge COBOL just to prepare the program forexecution.
 We made the following change to the OS/2 CONFIG.SYS file on the server workstationto configure our target COBOL language system:
 SET LANG=ZHCN1381
 The default setting was ENUS437. A setting of ZHCN1381 provides support forSimplified Chinese.
 6.2.2.2 VisualAge Generator on Client Workstation
 We made the following changes to the OS/2 CONFIG.SYS file on the client workstationto configure our VisualAge Generator client/server runtime system control files andoptions:
 SET CSOLINKTBL=C:\WORKTMP\WORKDIR\LNKTBL.TBLSET CSOUEXIT=CSOPRMPTSET CSOTROPT=2SET CSOTROUT=C:\WORKTMP\TRACE.OUTSET CSOTIMEOUT=60
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The CSOLINKTBL setting identifies the active linkage table. The linkage table on theclient was used to support GUI calls to server applications. On the server workstation,the linkage table was used during generation processing.
 The CSPTROPT and CSOTROUT settings identify the client/server communicationtrace options and output location for the trace file created during VisualAge Generatorclient/server call processing.
 The CSOUEXIT setting identifies the exit we use to manage user ID and passwordidentification and authentication. The CSOPRMPT exit uses a GUI window to promptfor the user ID and password values. These are passed to CICS as part of the servercall through the CICS Client ECI interface.
 The EZERSQLDB setting identifies the default database name that will be used whenSQL requests are processed using VisualAge Generator Developer or generatedVisualAge Generator applications.
 6.2.2.3 VisualAge Generator on Server Workstation
 We made the following changes to the OS/2 CONFIG.SYS file on the serverworkstation to configure our CICS and VisualAge Generator client/server runtimeenvironment:
 SET CICSWRK=C:\WORKTMPSET EZERSQLDB=SAMPLE
 The CICSWRK setting identifies the directory CICS OS/2 will use to find programexecutables.
 VisualAge Generator applications are generated on the server workstation. The samelinkage table must be accessible by (or replicated on) both the client and serverworkstations. The client workstation uses the linkage table to determine what kind ofcall to make and whether data conversion is required. The server workstation usesthe linkage table during VisualAge Generator application generation.
 VisualAge Generator Workgroup Services must be configured to support applicationpreparation and execution for a CICS OS/2 target platform. To do this, we change theVisualAge Generator Workgroup Services file C:\VGWGS2\EXE\ELAENV.CMD as shown:
 os2_install_drive = ′ C:′ela_install_drive = ′ C:′cics_install_drive = ′ C:′cobol_install_drive=′ C:′ela_install_dir =′ \VGWGS2′cics_install_dir = ′ \CICS300′cobol_install_dir = ′ \IBMCOBOL′default_ezernls=′ CHS′default_database =′ ′ela_bit_mode=′ 3 2 ′ela_cics_group=′ VGWGS′cics_version=′ 3 . 0 ′call_cicsenv=1user_work=′ C:\worktmp′cobol_type=′ IBM′
 The modified ELAENV.CMD file identifies the drive and directory where VisualAgeGenerator Workgroup Services, CICS OS/2, and VisualAge COBOL are installed.
 We used P-WARP as our operating system with an active code page of 1381 andsupport enabled for the 437 code page. The ELAENV.CMD file also identifies the NLSchoice of Simplified Chinese (CHS).
 See 3.2.1, “CICS OS/2 Server” on page 29 for additional information on configuringVisualAge Generator Workgroup Services for CICS OS/2.
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If necessary, you can customize template files by entering:
 C:\EZERDEV2\EFK2MBDB.TPL
 Not all users have authority to create plans for accessing the database on themainframe. You can change the DB-access plan directly into the template file. Duringconfiguration, we use the existing plan for the mainframe. Also, check what kinds ofTRANSID the plan supports. You can use only one of those TRANSIDs tocommunicate with the remote system.
 As for option files, the option file for SAMPGUI is C:\EZERDEV2\EFKOP2GUI.OPT(default file of VG for CICS/2 for OS/2). The option file for DB2SAMP when it runs onMVS CICS is C:\EZERDEV2\EFKOPMCS.OPT (default file of VG for MVS CICS), butchange the EFKOPMCS.OPT file as shown in Figure 110.
 /*************************************************************//* Sample Options file for MVS CICS *//*************************************************************/
 /CICSENTRIES=NONE/DATA=31/JOBCARD=EFK2MJOB.TPL/NOCICSDBCS/NOENDCOMMAREA/NOGENRET/PRINTDEST=EZEPRINT/SYNCDXFR/SYSTEM=MVSCICS/TWAOFF=0/WORKDB=AUX/SESSION=C/PROJECTID=JOAN/SYMPARM=ELA,′ VGEN.HS.V1R1M0′/SYMPARM=DSYS,′ DSNA′
 Figure 110. VisualAge Generator MVS CICS Generation Options
 The JOBCARD is C:\EZERDEV2\TEMPLATES\EFK2MJOB.TPL (default file of VG for MVSCICS) but change the EFK2MJOB.TPL to read:
 //JOANY JOB (997512,,,,,N),CLASS=A,MSGCLASS=T,NOTIFY=&SYSUID//PROC JCLLIB ORDER=(VGEN.HS.V1R1M0.PROCLIB)
 We opened four sessions in CM/2 and opened a C session to transfer files. It isimportant that the TWAOFF size be smaller than TWA size in CICS OS/2.
 Import the Workgroup Services CICS groups into CICS OS/2 as follows:
 • At the OS/2 command prompt;
 copy C:\VGWGS\ELAEX300.BTR C:\CICS300\RUNTIME\DATA\FAAAEFIE.BTR
 • Start up CICS from Workgroup Services folder
 • Log on with user SYSAD and password SYSAD (CICS OS/2 default user ID andpassword).
 • Enter the CAIM transaction ID and press enter to display import panel.
 • Enter the following information:
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Field Value---------------------------------------Group Name VGWGSInclude Conversion template NInclude SNT NInclude data files YInput from Backup file NBackup Existing Data N
 • Press Enter to start import.
 • Shut down CICS (′cqit′ transaction).
 • Restart CICS OS/2 to activate changes
 • Use the VisualAge Generator Workgroup Services ELAM transaction to verify theimport operation and make sure that VisualAge Generator applications are readyto run.
 6.2.2.4 Linkage Table Definitions
 Our linkage table is defined in a file (C:\worktmp\workdir\linktbl.tbl) and is referencedduring generation as well as by the CSOLINKTBL variable on the client workstation.
 We actually needed different linkage table entries for each client/server configuration(two- and three-tier):
 No conversionWhen we called a CICS OS/2 server application, no ASCII/EBCDICtranslation was performed.
 ConversionWhen an MVS CICS server was called, we needed to request ASCII/EBCDICconversion in the linkage table entry and use the conversion tableappropriate for Simplified Chinese.
 The linkage table entry used for a two-tier client/server call is as follows:
 :CALLLINK APPLNAME=* LINKTYPE=REMOTE PARMFORM=COMMDATAREMOTECOMTYPE=CICSCLIENT LUWCONTROL=SERVER LOCATION=CHINA1.
 The linkage table entry used for a three-tier client/server call:
 :CALLLINK APPLNAME=* LINKTYPE=REMOTE PARMFORM=COMMDATAREMOTECOMTYPE=CICSCLIENT LUWCONTROL=SERVER LOCATION=CHINA1CONTABLE=ELACNCHS.
 ELACNCHS is the name of the Simplified Chinese conversion table provided byVisualAge Generator.
 To provide complete support for the 1381 code page, we changed the 44th byte in theC:\EZERDEV2\ELACNCHS.CTB conversion table to a 1 as follows:
 Original file: ELAASCTBELACNCHS05/01/95A000083611150837138000001010000000000000000000Changes: 1381
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6.2.2.5 Communications Manager/2
 CM/2 should be configured to provide the APPC support required to connect CICSOS/2 on the server workstation with MVS CICS on the host.
 The Communications Manager Setup program (CMSETUP.EXE) provides the dialogpanels required to define an APPC session with the MVS CICS target. We defined aCM/2 configuration named MVSCICS. The CM/2 configuration can be viewed in theASCII file C:\CMLIB\MVSCICS.NDF.
 The following definitions are required in CM/2 to implement an APPC (LU6.2)configuration:
 • One DLC Adapter Parameter definition to specify data link control characteristicsof the network adapter.
 • One local node characteristics definition to specify characteristics that arecommon to all APPC connections on the workstation.
 • At least one connection definition.
 • A local logical unit definition for each LU alias specified in a TCS entry thatdefines a remote CICS system to CICS OS/2.
 • A partner logical unit definition for each remote CICS system.
 • One or more MODE definitions to specify sets of session properties that are usedin binding APPC sessions.
 • A transaction program definition for every local transaction that can be invoked inan inbound request from a remote system.
 Figure 111 on page 150 contains the MVSCICS.NDF file with APPC session support forthe server workstation connection to MVS CICS.
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DEFINE_LOCAL_CP FQ_CP_NAME(USIBMNR.NRRMKJ00 )DESCRIPTION(Local node)CP_ALIAS(NRRMKJ00)NAU_ADDRESS(INDEPENDENT_LU)NODE_TYPE(EN)NODE_ID(X′05D00000′ )NW_FP_SUPPORT(NONE)HOST_FP_SUPPORT(YES)HOST_FP_LINK_NAME(HOST0001)MAX_COMP_LEVEL(NONE)MAX_COMP_TOKENS(0);
 DEFINE_LOGICAL_LINK LINK_NAME(HOST0001)DESCRIPTION(Connection to the USIBMNR Network)FQ_ADJACENT_CP_NAME(USIBMNR.NRMCMC1 )ADJACENT_NODE_TYPE(LEN)DLC_NAME(IBMTRNET)ADAPTER_NUMBER(0)DESTINATION_ADDRESS(X′400020600632′)ETHERNET_FORMAT(NO)CP_CP_SESSION_SUPPORT(NO)SOLICIT_SSCP_SESSION(YES)NODE_ID(X′05D00000′ )ACTIVATE_AT_STARTUP(YES)USE_PUNAME_AS_CPNAME(NO)LIMITED_RESOURCE(USE_ADAPTER_DEFINITION)LINK_STATION_ROLE(USE_ADAPTER_DEFINITION)MAX_ACTIVATION_ATTEMPTS(USE_ADAPTER_DEFINITION)EFFECTIVE_CAPACITY(USE_ADAPTER_DEFINITION)COST_PER_CONNECT_TIME(USE_ADAPTER_DEFINITION)COST_PER_BYTE(USE_ADAPTER_DEFINITION)SECURITY(USE_ADAPTER_DEFINITION)PROPAGATION_DELAY(USE_ADAPTER_DEFINITION)USER_DEFINED_1(USE_ADAPTER_DEFINITION)USER_DEFINED_2(USE_ADAPTER_DEFINITION)USER_DEFINED_3(USE_ADAPTER_DEFINITION);
 DEFINE_LOCAL_LU LU_NAME(NRMKJ00I)DESCRIPTION(Local LU)LU_ALIAS(NRMKJ00I)NAU_ADDRESS(INDEPENDENT_LU);
 DEFINE_PARTNER_LU FQ_PARTNER_LU_NAME(USIBMNR.NRACICS1 )DESCRIPTION(NRACICS1 CICS on CARMVS1)PARTNER_LU_ALIAS(NRACICS1)PARTNER_LU_UNINTERPRETED_NAME(NRACICS1)MAX_MC_LL_SEND_SIZE(32767)CONV_SECURITY_VERIFICATION(NO)PARALLEL_SESSION_SUPPORT(YES);
 Figure 111 (Part 1 of 3). CM/2 NDF File for Server Workstation Host Connection
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DEFINE_PARTNER_LU FQ_PARTNER_LU_NAME(USIBMNR.NRARDSNA )PARTNER_LU_ALIAS(NRARDSNA)PARTNER_LU_UNINTERPRETED_NAME(NRARDSNA)MAX_MC_LL_SEND_SIZE(32767)CONV_SECURITY_VERIFICATION(NO)PARALLEL_SESSION_SUPPORT(YES);
 DEFINE_PARTNER_LU_LOCATION FQ_PARTNER_LU_NAME(USIBMNR.NRACICS1 )DESCRIPTION(NRACICS1 CICS on CARMVS1)WILDCARD_ENTRY(NO)FQ_OWNING_CP_NAME(USIBMNR.NRMCMC1 )LOCAL_NODE_NN_SERVER(NO);
 DEFINE_PARTNER_LU_LOCATION FQ_PARTNER_LU_NAME(USIBMNR.NRARDSNA )WILDCARD_ENTRY(NO)FQ_OWNING_CP_NAME(USIBMNR.NRMCMC1 )LOCAL_NODE_NN_SERVER(NO);
 DEFINE_MODE MODE_NAME(LU62APPX)DESCRIPTION(LU62 logmode)COS_NAME(CPSVCMG )DEFAULT_RU_SIZE(NO)MAX_RU_SIZE_UPPER_BOUND(1024)RECEIVE_PACING_WINDOW(4)MAX_NEGOTIABLE_SESSION_LIMIT(32767)PLU_MODE_SESSION_LIMIT(8)MIN_CONWINNERS_SOURCE(2)COMPRESSION_NEED(PROHIBITED)PLU_SLU_COMPRESSION(NONE)SLU_PLU_COMPRESSION(NONE);DEFINE_MODE MODE_NAME(IBMDB2LM)DESCRIPTION(LU6.2 Log Mode for DB2)COS_NAME(#CONNECT)DEFAULT_RU_SIZE(NO)MAX_RU_SIZE_UPPER_BOUND(4096)RECEIVE_PACING_WINDOW(8)MAX_NEGOTIABLE_SESSION_LIMIT(32767)PLU_MODE_SESSION_LIMIT(4)MIN_CONWINNERS_SOURCE(2)COMPRESSION_NEED(PROHIBITED)PLU_SLU_COMPRESSION(NONE)SLU_PLU_COMPRESSION(NONE);DEFINE_DEFAULTS IMPLICIT_INBOUND_PLU_SUPPORT(YES)
 DEFAULT_MODE_NAME(BLANK)MAX_MC_LL_SEND_SIZE(32767)DIRECTORY_FOR_INBOUND_ATTACHES(*)DEFAULT_TP_OPERATION(NONQUEUED_AM_STARTED)DEFAULT_TP_PROGRAM_TYPE(BACKGROUND)DEFAULT_TP_CONV_SECURITY_RQD(NO)MAX_HELD_ALERTS(10);
 Figure 111 (Part 2 of 3). CM/2 NDF File for Server Workstation Host Connection
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DEFINE_TP TP_NAME(CPMI)PIP_ALLOWED(NO)FILESPEC(C:\CICS300\RUNTIME\FAACLPIN.EXE)PARM_STRING(CPMI)CONVERSATION_TYPE(ANY_TYPE)CONV_SECURITY_RQD(NO)SYNC_LEVEL(EITHER)TP_OPERATION(NONQUEUED_AM_STARTED)PROGRAM_TYPE(BACKGROUND)RECEIVE_ALLOCATE_TIMEOUT(INFINITE);
 DEFINE_TP TP_NAME(CVMI)PIP_ALLOWED(NO)FILESPEC(C:\CICS300\RUNTIME\FAACLPIN.EXE)PARM_STRING(CVMI)CONVERSATION_TYPE(ANY_TYPE)CONV_SECURITY_RQD(NO)SYNC_LEVEL(EITHER)TP_OPERATION(NONQUEUED_AM_STARTED)PROGRAM_TYPE(BACKGROUND)RECEIVE_ALLOCATE_TIMEOUT(INFINITE);
 DEFINE_TP TP_NAME(CRSR)PIP_ALLOWED(NO)FILESPEC(C:\CICS300\RUNTIME\FAACLPIN.EXE)PARM_STRING(CRSR)CONVERSATION_TYPE(ANY_TYPE)CONV_SECURITY_RQD(NO)SYNC_LEVEL(EITHER)TP_OPERATION(NONQUEUED_AM_STARTED)PROGRAM_TYPE(BACKGROUND)RECEIVE_ALLOCATE_TIMEOUT(INFINITE);
 DEFINE_TP TP_NAME(CRTE)PIP_ALLOWED(NO)FILESPEC(C:\CICS300\RUNTIME\FAACLPIN.EXE)PARM_STRING(CRTE)CONVERSATION_TYPE(ANY_TYPE)CONV_SECURITY_RQD(NO)SYNC_LEVEL(EITHER)TP_OPERATION(NONQUEUED_AM_STARTED)PROGRAM_TYPE(BACKGROUND)RECEIVE_ALLOCATE_TIMEOUT(INFINITE);
 DEFINE_CPIC_SIDE_INFO SYMBOLIC_DESTINATION_NAME(NRARDSNA)DESCRIPTION(CPIC Information for DB2 DSNA subsystem)PARTNER_LU_ALIAS(NRARDSNA )MODE_NAME(IBMDB2LM)SNA_SERVICE_TP_NAME(X′ 0 7 ′ , 6DB);
 START_ATTACH_MANAGER;
 Figure 111 (Part 3 of 3). CM/2 NDF File for Server Workstation Host Connection. Thedefinitions included here provided support for a CICS OS/2 to MVS CICS connection (used toimplement server calls) and a DB2/2 to DB2 MVS DRDA connection (remote database access).The remote database access connection was not used during the implementation of DBCS.
 We have defined two APPC (LU6.2) sessions in our MVSCICS.NDF file. One is for MVSCICS, the other is for a DRDA connection from DB2/2 on the server workstation to DB2MVS. The mode name for the MVS CICS connection is LU62APPX, while the modename for the DB2 MVS connection is IBMDB2LM.
 6.2.2.6 CICS Client
 CICS Client is a DBCS-enabled product. You can choose to install either aDBCS-language version or the English language version.
 A detailed review of the CICS Client configuration is available in 3.2.3, “CICS Client”on page 44.
 We connected the CICS Client on our client workstation with CICS OS/2 on the serverworkstation using TCP/IP. Figure 112 on page 153 contains an extract of part of ourCICS Client initialization file (CICSCLI.INI).
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;***************************************************************;* IBM CICS Client - Initialization File *;***************************************************************...;------------------------------------------------------------------;Server section - This section defines a server to which the client may;connect. There may be several Server sections.
 ; TCP/IP Connection to CICS OS/2;Server = CHINA1 ; Arbitrary name for the serverDescription = TCP/IP Server ; Arbitrary description for the serverProtocol = TCPIP ; Matches with a Driver section belowNetName = 9.37.200.70 ; The server′ s TCP/IP addressPort = 0 ; Use the default TCP/IP CICS port
 ; SNA (CM/2) Connection to MVS CICS;; Server = CICS1 ; Arbitrary name for the server; Description = SNA Server ; Arbitrary description for the server; Protocol = SNA ; Matches with a Driver section below; NetName = USIBMNR.NRACICS1 ; The server′ s fully qualified LU name; LocalLUName = NRMKJ00I ; The client′ s local LU name; ModeName = LU62APPX ; The SNA communications mode name
 ;--------------------------------------------------------------; Driver section - This section defines a communications protocol DLL; used to communicate with a server. There may be; several Driver sections.;; The default example is for NetBIOS communications. Further examples; for TCP/IP and SNA communications are shown but are commented out.
 Driver = TCPIP ; Matches the Server′ s Protocol valueDriverName = CCLIBMIP ; Use the IBM TCP/IP communications DLL
 ; Driver = SNA ; Matches the Server′ s Protocol value; DriverName = CCLIBMSN ; Use the IBM SNA communications DLL...
 Figure 112. CICS Client Initialization File
 When we started the CICS Client program (CICSCLI), we used these commands:
 CICSCLI /S=CHINA1 /F=CICSCLI.INICICSCLI /C=CHINA1 /U=sysad /P=sysad
 The first command told the CICS Client that we wanted a session with the CHINA1server (/S=CHINA1) and that we wanted to use a specific initialization file(/F=CICSCLI.INI). The second command told the CICS Client that we wanted to use aspecific user ID and password (/U=sysad /P=sysad) for the CHINA1 connection(/C=CHINA1).
 The user ID sysad, the default system administrator ID for CICS OS/2, was used duringour testing.
 The CICS Client initialization file shown in Figure 112 also contains support for adirect connection to MVS CICS. If we removed the comment markers (;) from thedefinitions for the CICS1 server and the SNA driver, we could connect directly to MVSCICS from the client workstation (if the appropriate CM/2 definitions have been made).
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6.2.2.7 CICS OS/2 Server
 Setup activity for the CICS OS/2 server will depend on which language version youhave installed. See 3.2.1, “CICS OS/2 Server” on page 29 for a discussion on CICSOS/2 system setup and ways of managing CICS SIT definitions so that your SIT isindependent of the default SIT provided by CICS OS/2.
 If you have installed the English version of CICS OS/2, you need to change the TCTentry for the V123 terminal to define a code page value of 1381 (Simplified Chinese). Ifyou have installed P-CICS OS/2, then 1381 is the default code page.
 We used the CEDA transaction to customize CICS OS/2 to identify our system as aunique system that supports VisualAge Generator applications (SIT changes), to definea link to the remote MVS CICS sytem (TCS entry), and to provide support for calling aremote program on the MVS CICS system (PPT entry).
 Figure 113 contains an extract of our modified CICS OS/2 SIT entry.
 Group Name FAASYSDescription SAMPLE SYSTEM INITIALIZATION
 System Sizes
 CWA size 0Maximum TWA size 1024Number of trace entries 200
 Task Control
 Max number of tasks 12Min # of free tasks 10Task Classes 1 2 3 4 5 6 7 8 9 10Maximum tasks in Class 1 1 1 1 1 1 1 1 1 1Default Process Priority 86CICS System Priority 0
 System CommunicationsLocal System ID CICILocal System Appl id CHINA1 Default Remote System ID J00I
 TCP/IP SupportTCP/IP local host name 9.37.200.70TCP/IP local host port *Maximum tasks in TCP/IP 10
 MiscellaneousLoad PNA Support NPNA Model Terminal MPNAInitial Transaction ID CLOGDump on Abend NDate Format MMDDYYExternal File Manager NameUser Conversion Table
 Figure 113. CICS OS/2 SIT Table Definitions
 The key fields that we modified in the SIT are these:
 Maximum TWA sizeThis must be set to at least 1024 to provide support for runningVisualAge Generator Workgroup Services applications.
 154 VisualAge Generator Client/Server Communications

Page 169
                        
                        

Maximum number of tasksEqual to minimum free tasks plus the number of the CICS OS/2video terminals. The default is two video terminals.
 Minimum free tasksEqual to the number of concurrent nonfacility tasks. These aretasks that do not use a permanent terminal as their principalfacility. Client terminals are considered nonfacility tasks.
 Local system ID The local ID must match:
 • The connection name in MVS CICS connection definition• Session and connection name in MVS CICS session definition
 Local System Application IDUsed in CICS Client definitions. The CICS OS/2 application ID isidentified in the CICS Client initialization file (CICSCLI.INI) whendefining a connection between the client and the target CICS OS/2server.
 Default remote system IDIf a CICS OS/2 server terminal or client issues a transaction that isnot defined locally, CICS OS/2 will attempt to route the transactionto the CICS system specified by this parameter.
 TCP/IP local host nameIdentifies OS/2 server workstation TCP/IP name or address. If aname is provided, the TCP/IP name server must be configured.
 CICS OS/2 requires a terminal control table system entry (TCS) for any remote CICSsystem with which it may communicate. Figure 114 contains the CICS OS/2 TCS entryfor our remote MVS CICS sytem.
 System ID J00IGroup Name DBCSGConnection Type APPCConnection Priority 086Description Communicate with MVS CICS NRARCICS1
 Session Details
 Session Count 12Session Buffer Size 1024Attach Security LPartner Code Page 0037
 APPC Details
 Mode name LU62APPXLU alias NRMKJ00IPartner LU Alias NRARCICS1
 Figure 114. CICS OS/2 Terminal Control Table
 The key fields in the terminal control system are:
 System ID The name of the remote system with which CICS OS/2communicates.
 Session count The maximum number of concurrent sessions that can be active.This value should match the following parameters:
 • Mode session limit in the CM/2 mode definition• Maximum (first parameter) in the MVS CICS session definition
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Session buffer sizeThe maximum buffer size for each session. The session buffersize should be the largest COMMAREA size we expect to send orreceive in our sample application. This value should match the:
 • Send size and Receive size in MVS CICS session definition• Maximum request and response unit (RU) size in the CM/2
 mode definition.• RUSIZES in the VTAM MODEENT for LU62APPX
 Attach security L means local security, so that the user ID and password are notpassed to the remote system. It assumes that the user isauthorized.
 Partner code page Page 37 is for U.S. EBCDIC used by our MVS CICS host.
 Mode name Defines the session properties for the LU6.2 sessions. It matchesan entry in the CM/2 SNA features mode list.
 LU alias The alias of the local LU defined with CM/2. It is used by CICSOS/2 instead of the actual local LU name.
 Partner LU alias The name is used by CICS OS/2 instead of the fully qualifiedpartner LU name to refer to the remote CICS system. CICS OS/2uses this name to obtain the SNA network name of the remotesystem. All intersystem communications take place between thelocal LU specified by the LU alias, and the Partner LU specified bythis Partner LU alias. This name must match the alias in the CM/2partner LU definition.
 Programs and map sets to be used in CICS OS/2 do not necessarily need an entry inthe processing program table (PPT). If a program is called for which no PPT entryexists, CICS OS/2 will try to locate an executable version of the program. If anexecutable version of the program is found, it is loaded as if there had been a PPTentry.
 Similarly, when a CICS INQUIRE PROGRAM STATUS command is issued for aprogram that is not described by a PPT entry, CICS OS/2 tries to locate it. If CICSOS/2 finds an executable version of the program it returns a status of ENABLED.
 When we configure the DBCS sample application to call a VisualAge Generator serverapplication in CICS, then OS/2 does not need a PPT entry. We could have defined aPPT, but no remote system is assigned.
 To allow CICS OS/2 to issue a distributed program link to a program on a remotesystem, the program must be defined to CICS OS/2 as remote. When we configure theDBCS sample application to call an VisualAge Generator server application in MVSCICS, we need to define a PPT entry. Figure 115 on page 157 shows the CICS OS/2PPT entry we use to call a remote program on our MVS CICS system.
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Program Name DB2SAMPGroup Name DBCSG
 Program(P)/Map(M)/Data(D) P
 Resident(P,T,N)/Remote(R) R
 Remote (R) SYSID J00I Remote (R) PROGRAMRemote (R) TRANSID
 Description Application running on MVS CICS
 Figure 115. Processing Program Table for CICS OS/2
 The key fields are these:
 Remote (R) SYSID Demands the name of a valid TCS entry defined to CICS OS/2.
 Remote (R) TRANSIDIf no value is provided, the call is implemented using the defaulttransaction ID CPMI. To use an alternative transaction ID, you canprovide a value that is defined on the remote system (MVS CICS inour configuration) with attributes that are similar to the CPMItransaction. This may be required if you are using separateresource control table (RCT) entries for different transactions.
 Note: The RCT entry connects an MVS CICS transaction with DB2resources. A plan name and other DB2 connection information isdefined in the RCT entry.
 We used the default transaction CPMI, so we did not define any PCT entries in MVSCICS.
 6.2.2.8 MVS CICS
 MVS CICS customization can be performed using macros or the resource definitionon-line (RDO) CICS function provided by the CEDA transaction. We used the CEDAtransaction to to define the following resources to MVS CICS:
 • Connection• Session• Transaction• Program
 Note: The authority to create and modify MVS CICS resource definitions may berestricted, so you may have to ask the CICS system administrator for assistance.
 The connection and session resources are used to communicate with CICS OS/2. Thetransaction and program resources are used to support the remote call of a VisualAgeGenerator server application from CICS OS/2.
 Figure 116 on page 158 contains the MVS CICS connection definition for the remoteCICS OS/2 system.
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OBJECT CHARACTERISTICS CICS RELEASE = 0410 CEDA View Connection( J00I )
 Connection : J00IGroup : DBCSGDEscription : SIMPLIFIED CHINESE(LAB)CONNECTION IDENTIFIERSNetname : NRMKJ00IINDsys :REMOTE ATTRIBUTES
 REMOTESYSTem : REMOTEName : REMOTESYSNet :CONNECTION PROPERTIES
 ACcessmethod : Vtam Vtam | IRc | INdirect | XmPRotocol : Appc Appc | Lu61 | ExciConntype : Generic | SpecificSInglesess : No No | YesDAtastream : User User | 3270 | SCs | STrfield | Lms
 RECordformat : U U | VbQueuelimit : No No | 0-9999Maxqtime : No No | 0-9999OPERATIONAL PROPERTIESAUtoconnect : No No | Yes | AllINService : Yes Yes | NoSECURITY
 SEcurityname : HEATONATtachsec : Verify Local | Identify | Verify | Persistent
 | Mixidpe BINDPassword : PASSWORD NOT SPECIFIED BINDSecurity : No No | Yes
 Usedfltuser : Yes No | YesRECOVERYPSrecovery : Sysdefault Sysdefault | None
 SYSID=CICS APPLID=NRACICS1
 Figure 116. MVS CICS Connection Definition for CICS OS/2 System
 The key fields in the connection definition are these:
 Connection The entry must match the
 • Local System ID in the CICS OS/2 SIT• Connection name in MVS CICS session definition
 Netname The name of the independent LU. It must match the
 • LU name used in the CM/2 SNA features local LU definition.• LU alias in the CICS OS/2 TCS entry for the remote CICS
 system
 The NetName should be the CICS OS/2 LU Name.
 Figure 117 on page 159 contains the MVS CICS session definition for the remote CICSOS/2 system.
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OBJECT CHARACTERISTICS CICS RELEASE = 0410 CEDA View Sessions( J00I )
 Sessions : J00IGroup : DBCSGDEscription :
 SESSION IDENTIFIERSConnection : J00ISESSName :NETnameq :MOdename : LU62APPX
 SESSION PROPERTIESProtocol : Appc Appc | Lu61 | ExciMAximum : 004 , 002 0-999RECEIVEPfx :
 RECEIVECount : 1-999 SENDPfx : SENDCount : 1-999 SENDSize : 00256 1-30720 RECEIVESize : 00256 1-30720 SESSPriority : 000 0-255 Transaction :OPERATOR DEFAULTS
 OPERId : OPERPriority : 000 0-255 OPERRsl : 0 0-24,... OPERSecurity : 1 1-64,...PRESET SECURITY
 USERId :OPERATIONAL PROPERTIESAutoconnect : Yes No | Yes | AllINservice :Buildchain : Yes Yes | NoUSERArealen : 000 0-255IOarealen : 00000 , 00000 0-32767RELreq : No No | YesDIscreq : No No | YesNEPclass : 000 0-255RECOVERYRECOVOption : Sysdefault Sysdefault | Clearconv | Releasesess
 | Uncondrel | NoneRECOVNotify : None None | Message | Transaction
 SYSID=CICS APPLID=NRACICS1
 Figure 117. MVS CICS Session Definition for CICS OS/2 System
 The key parameters are these:
 Session Ask for the name of the session.
 Connection Defines the name of the connection associated with this session.It must match the
 • Connection name in the MVS CICS connection definition forthe remote CICS system
 • Local System ID in the CICS OS/2 SIT
 Mode Name The log mode entry name. It must match the MODEENT name inthe VTAM MODETAB.
 Maximum The first value defines the maximum number of sessionssupported. It must match the
 • Session count in the CICS OS/2 TCS entry for the remote CICSsystem
 • Mode session limit in the CM/2 SNA features mode definition
 The second value defines the maximum number of sessions whichcan be contention winners on the MVS CICS end of the connection.
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The sum of this number and the maximum number of contentionwinners defined to CM/2 should equal the total for MAXIMUMsessions.
 SEND SIZE The RU size for sending data. This value should match the:
 • Maximum COMMAREA size that will be sent• Session buffer size in the CICS OS/2 TCS entry for the remote
 CICS system• Maximum RU size in the CM/2 SNA features mode definition• RUSIZES in the VTAM MODEENT definition
 RECEIVE SIZE The RU size for receiving data. This value should match all ofthese:
 • Maximum COMMAREA size to be received• Session buffer size in the CICS OS/2 TCS entry for the remote
 CICS system• Maximum RU size in the CM/2 SNA features mode definition• RUSIZES in the VTAM MODEENT definition.
 AUTOCONNECT YES allows CICS to establish a session automatically with thesession partner during CICS system initialization
 We used the default CICS mirror transaction CPMI in our configuration. This definitionneeded to be modified to increase the TWA size as required by VisualAge Generatorapplications. Figure 118 on page 161 contains the modified MVS CICS transactiondefinition for the CPMI mirror transaction.
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OBJECT CHARACTERISTICS CICS RELEASE = 0410 CEDA View TRANSaction( CPMI )
 TRANSaction : CPMIGroup : DBCSGDEscription : CICS OS/2 LU62 MirrorPROGram : DFHMIRSTWasize : 01024 0-32767PROFile : DFHCICSA
 PArtitionset :STAtus : Enabled Enabled | DisabledPRIMedsize : 00000 0-65520TASKDATALoc : Below Below | AnyTASKDATAKey : User User | Cics
 STOrageclear : No No | YesRUnaway : System System | 0-2700000SHutdown : Disabled Disabled | EnabledISolate : Yes Yes | NoREMOTE ATTRIBUTES
 + DYnamic : No No | Yes+ REMOTESystem :
 REMOTEName :TRProf :Localq : No | YesSCHEDULINGPRIOrity : 001 0-255TClass : No No | 1-10TRANClass : DFHTCL00ALIASESAlias :TASKReq :XTRanid :TPName :
 :XTPname :
 :+ :+ RECOVERY
 DTimout : No No | 1-6800INdoubt : Backout Backout | Commit | WaitRESTart : No No | YesSPurge : No No | YesTPUrge : No No | YesDUmp : Yes Yes | NoTRACe : Yes Yes | NoCOnfdata : Yes No | YesSECURITYRESSec : Yes No | YesCMdsec : No No | YesExtsec : NoTRANSec : 01 1-64RSl : 00 0-24 | Public
 SYSID=CICS APPLID=NRACICS1
 Figure 118. MVS CICS Mirror Transaction Definition
 Figure 119 on page 162 contains the MVS CICS program definition for the VisualAgeGenerator server application that was defined as remote on the CICS OS/2 system(see Figure 115 on page 157).
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OBJECT CHARACTERISTICS CICS RELEASE = 0410 CEDA View PROGram( DB2SAMP )
 PROGram : DB2SAMPGroup : DBCSGDEscription :Language : CObol CObol | Assembler | Le370 | C | Pli
 | RpgRELoad : No No | YesRESident : No No | YesUSAge : Normal Normal | TransientUSElpacopy : No No | YesStatus : Enabled Enabled | DisabledRSl : 00 0-24 | PublicCedf : Yes Yes | No
 DAtalocation : Below Below | AnyEXECKey : User User | CicsREMOTE ATTRIBUTES
 REMOTESystem : REMOTEName : Transid : EXECUtionset : Fullapi Fullapi | Dplsubset
 SYSID=CICS APPLID=NRACICS1
 Figure 119. MVS CICS Program Definition
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Appendix A. Sample ApplicationsOne of the goals of the project that produced this publication was to define andimplement as many of the available client/server communication configurationssupported by VisualAge Generator as possible during the residency period. Two basictypes of client/server environments were studied:
 • Distributed function : GUI client or local server calls a remote server. This isimplemented in the VGPING sample application.
 This approach required the use of multiple workstations and a choice betweenCICS-based or DCE-based client/server communications options.19
 • Remote or distributed database access : Local application accesses one or morelocal or remote databases. This is implemented in the DUOW sample application.
 Multiple database access included support for distributed unit of work management asimplemented using the VisualAge Generator EZECONCT statement
 A.1 VGPING Sample ApplicationTo provide support for testing multiple distributed-function client/server scenarios, wedesigned and implemented the VGPING sample application.
 A.1.1 Objectives
 The objective of the VGPING sample application was to make our job of building andtesting different client/server communication configurations easier. To do this, webuilt a custom VisualAge Generator client/server application that satisfies thesefunctional objectives:
 • One GUI application is used for all possible client/server communicationconfigurations.
 • Supports two- and three-tier server configurations.• Provides default SQL support on the target platforms.• Allows mixed ITF-based and generated execution of the sample applications.• Captures VisualAge Generator provided return codes for all server application
 calls.• Obtains user ID information using the VisualAge Generator EZEUSERID EZEword.• Measures elapsed time for the two- or three-tier server call.
 19 Although the IMS APPC, VisualAge Generator middleware, CA/400, and MQI approaches to client/server werediscussed in this publication, we did not implement those scenarios.
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A.1.2 Overview
 The VGPING sample application developed provides support for testing client/servercalls in both two- and three-tier client/server communication configurations. TheVGPING client acts as the first tier and can be asked to call a server (second tier).The parameter data passed to this server can contain a request for database accessand a request for a call to another server (third tier). This server can also berequested to perform database access.
 The VGPING client can be run in any of these environments:
 • ITF• OS/2• Windows 3.11 (Not implemented)• Windows 95• Windows NT
 These client/server communication options and target environments are supported forcalls to tier-2 servers from the client or tier-3 servers from tier-2 servers:
 • ITF (no client/server communication required)
 • CICS-based client/server communication with these target server platforms:
 − CICS OS/2− CICS NT− CICS/6000− MVS CICS*− VSE CICS (Not implemented)
 • DCE-based client/server communication with these target server platforms:
 − OS/2− Windows NT− AIX− MVS CICS (Not implemented)− MVS IMS (Not implemented)
 • IMS APPC, VisualAge Generator middleware, and CA 400 (Not implemented)
 * Discussed in Chapter 6, “DBCS-Enabled Client/Server Configurations” onpage 139
 For example, the VGPING sample application could support two-tier call scenariossuch as:
 • ITF GUI client calls a CICS/6000 server (CICS-based client/server communication).• Windows 95 GUI client calls a Windows NT server (DCE-based client/server
 communication).• OS/2 GUI client calls an AIX server (DCE-based client/server communication).
 The VGPING sample application could also support three-tier call scenarios, such as:
 • ITF GUI client calls a CICS OS/2 server which calls a CICS/6000 server(CICS-based client/server communication).
 • Windows 95 GUI client calls a Windows NT server which calls an AIX server(DCE-based client/server communication).
 • OS/2 GUI client calls an OS/2 server (DCE-based client/server communication)which calls a CICS/6000 server (CICS-based client/server communication).
 Not all the potential call scenarios are possible or make sense in a productionenvironment. This VGPING sample application capability made the task ofimplementing and testing multiple client/server configurations easier to perform. Youcan use the VGPING sample application as a simple but effective testing tool for yourpreferred client/server communication configurations.
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The VGPING client does not edit your choice of servers to call. You can attempt tohave a local OS/2 (tier-2) server call an ITF (tier-3) server, but such a request will fail.Calls attempted must be supported (CICS servers cannot call non-CICS servers) andthe prerequisite client/server communication configuration and server generationsteps must be performed.
 Not all the possible scenarios have been implemented and tested. We believe that byincluding support for these configurations in the sample application we can help youdefine and test your desired client/server communication configuration.
 A.1.3 Function
 The VGPING sample application provides the following functions:
 • Selection of a tier-2 server target (GUI calls local or remote server)
 • Optional selection of a tier-3 server target (tier-2 server calls local or remoteserver)
 The server name determines the position in the two- or three-tier call path andtarget runtime platform. The server names are shown in Table 8.
 • Push button selection of the processing request:
 Ping Call servers without any SQL processing. Tests only the client/servercommunication configuration.
 Exit End the DUOW client session.
 Table 8. Sample application Servers. The full server name and the name used in the VGPING client userinterface are shown. The name in parentheses is the name used in the VGPING client selection lists. Wedefined, but did not implement, all the client/server configurations listed.
 Client/Server CommunicationOption
 Two-Tier Server (Name in sampleapplication list box)
 Three-Tier Server (Name insample application list box)
 ITF Only VGL2ITF (L2ITF) VGL3ITF (L3ITF)
 Local Calls VGL2OS2 (L2OS2) VGL2WNT (L2WNT)
 CICS
 VGC2AIX (C2AIX) VGC3AIX (C3AIX)
 VGC2MVS (C2MVS) VGC3MVS (C3MVS)
 VGC2OS2 (C2OS2) VGC3OS2 (C3OS2)
 VGC2VSE (C2VSE) VGC3VSE (C3VSE)
 VGC2WNT (C2WNT) VGC3WNT (C3WNT)
 DCE
 VGD2AIX (D2AIX) VGD3AIX (D3AIX)
 VGD2IMS (D2IMS) VGD3IMS (D3IMS)
 VGD2MVS (D2MVS) VGD3MVS (D3MVS)
 VGD2OS2 (D2OS2) VGD3OS2 (D3OS2)
 VGD2WNT (D2WNT) VGD3WNT (D3WNT)
 VisualAge Generator Middlewarefor CA/400
 VGA2400 (A2400) VGS3400 (S3400)
 VisualAge Generator Middlewarefor IMS/VS
 VGS2IMS (S2IMS) VGS3IMS (S3IMS)
 VisualAge Generator Middlewareusing TCP/IP
 VGT2400 (T2400) VGT3400 (T3400)
 VisualAge Generator Middlewareusing Named Pipes
 VGP2OS2 (P2OS2) VGP3OS2 (P3OS2)
 VisualAge Generator Middlewareusing LU62
 VGS2OS2 (S2OS2) VGS3OS2 (S3OS2)
 • Display the following control and performance information:
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Response timeIn seconds, the time elapsed between the issuance of the call by theGUI client and the return from a two- or three-tier server call
 EZERT8 Any error code information generated by a call from a GUI to thetwo-tier server and a call from a two-tier server to a three-tier server
 EZEUSRIDUser ID value as seen by the two-tier and three-tier servers.
 Figure 120 shows the primary window of the VGPING GUI client application.
 Figure 120. Primary Window of VGPING Sample Application Client
 Note: We began to provide support for a choice of client- or server-based LUWmanagement based on the LUW toggle button setting, but chose instead tohard-code a server-based LUW management approach.
 • Display SQL data retrieved by each server for both two- and three-tierconfigurations. Data for the tier-2 server is displayed on the primary window. AllSQL data retrieved by both the tier-2 and tier-3 servers can be displayed byclicking on the Inquired Server Data push button to open the server data window(see Figure 121 on page 167).
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Figure 121. Server Data Window for VGPING Sample Application Client
 There are many uniquely named server applications, representing most of theavailable two- and three-tier client/server configurations supported by VisualAgeGenerator. Each server application for a given tier has the same main process.Figure 122 shows the structure diagram of one of the tier-2 servers.
 Figure 122. Structure of Tier-2 Server Application
 The tier-3 server structure is similar, but does not support calling additional serverapplications.
 A.1.4 Sample Application Materials
 The following materials are provided on the diskette included with this publication.Refer to the Readme file on the diskette for details.
 Sample application sourceThe complete sample application is provided in ESF format.
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Sample databaseEach server application accesses an SQL table named STAFF. The STAFFtable was implemented in the DB2 environment used in each target runtime environment.
 The STAFF table is found in the sample database provided as part of mostDB2 database installations. An IXF file for this table is provided on thediskette.
 Generation command fileThe sample application system was generated and prepared as requiredfor each target runtime environment.
 The generation command file for the sample application system is providedon the diskette.
 Linkage tableThe linkage table files used during generation and runtime processing areprovided on the diskette.
 A.2 DUOW Sample ApplicationTo provide support for testing multiple remote and distributed database accessconfigurations, we designed and implemented the DUOW sample application.
 A.2.1 Objectives
 The objective of the DUOW sample application was to make our job of building andtesting different remote and distributed database access configurations easier. To dothis, we built a custom VisualAge Generator application that satisfies these functionalobjectives:
 • One GUI application serves for all possible database configurations.
 • Supports remote and distributed database access configurations.
 • Provides default SQL support on the target database platforms.
 • Allows ITF-based or generated execution of the sample application server.
 • Captures VisualAge Generator provided return codes for server SQL requests.
 • Measures elapsed time for the server call.
 A.2.2 Overview
 Our DUOW sample application can access a table in one or two different databases.We use the EZECONCT statement to implement single database access using aremote database access connection and multiple database access using the availableDUOW features.
 The table name used in each database is the same: STAFF. The creator ID for thetable is based on:
 • The user ID used during SQL bind processing for remote database access• The user ID used during EZECONCT processing for distributed database access
 This allows us to violate one of the recommended DUOW design guidelines:
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Put SQL statements that access different databases in different applications.An application cannot be bound to a database unless all tables referenced inthe application are in the database.
 Because our table name is the same in each database we connect to, we can bind theVisualAge Generator application to each target database without problems.
 A.2.3 Function
 The DUOW sample application provides the following functions:
 • Selection of one or more target databases for SQL processing
 • Identification of user ID and password information to be used on access using theDUOW features of the EZECONCT statement
 • Push button selection of the processing request:
 Select, Update, Delete, InsertCall servers with SQL select processing using key andassociated data defined in the VGPING client user interface.
 SQL requests will either be issued against the STAFF table in a single databaseusing remote database access or against the STAFF table in two databases usingDUOW support. The notebook page active at the time of the request determineswhich database will be used: one or both.
 • Display the following control and performance information:
 Response time In seconds, the time elapsed between issuance of a call by theGUI client and the return from database logic server
 EZERSQLCD Any error code information generated by SQL requests issuedby the database logic server
 Our DUOW sample is implemented as a GUI application (DUOWGUI) and a calledserver application (DUOWAPP). Figure 123 on page 170 shows the primary window ofthe DUOW GUI client application.
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Figure 123. Primary Window for DUOW Sample Application Client
 The actual database connection and access processing is implemented in the calledapplication DUOWAPP. Figure 124 shows the structure diagram and the main processof the DUOWAPP application.
 Figure 124. Structure of DUOW Sample Application Server
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A.2.4 Sample Application Materials
 The following materials are provided on the diskette included with this publication.Refer to the Readme file on the diskette for details.
 Sample application sourceThe complete sample application is provided in ESF format.
 Sample databaseEach server application accesses an SQL table named STAFF. The STAFFtable was implemented in the DB2 environment used in each target runtimeenvironment.
 The STAFF table is found in the sample database provided as part of mostDB2 database installations. An IXF file for this table is provided on thediskette.
 Generation command fileThe sample application system was generated and prepared as requiredfor each target runtime environment.
 The generation command file for the sample application system is providedon the diskette.
 Linkage tableThe linkage table files used during generation and runtime processing areprovided on the diskette.
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Appendix B. Special NoticesThis publication is intended to help VisualAge Generator application programmers andsystem administrators understand the available VisualAge Generator client/serverimplementation options and configure a working system using either a CICS-, DCE-, ordatabase-enabled client/server configuration. The information in this publication is notintended as the specification of any programming interfaces that are provided byVisualAge Generator Developer or VisualAge Generator Workgroup Services. See thePUBLICATIONS section of the IBM Programming Announcement for VisualAgeGenerator Developer or VisualAge Generator Workgroup Services for moreinformation about what publications are considered to be product documentation.
 References in this publication to IBM products, programs or services do not imply thatIBM intends to make these available in all countries in which IBM operates. Anyreference to an IBM product, program, or service is not intended to state or imply thatonly IBM′s product, program, or service may be used. Any functionally equivalentprogram that does not infringe any of IBM′s intellectual property rights may be usedinstead of the IBM product, program or service.
 Information in this book was developed in conjunction with use of the equipmentspecified, and is limited in application to those specific hardware and softwareproducts and levels.
 IBM may have patents or pending patent applications covering subject matter in thisdocument. The furnishing of this document does not give you any license to thesepatents. You can send license inquiries, in writing, to the IBM Director of Licensing,IBM Corporation, 500 Columbus Avenue, Thornwood, NY 10594 USA.
 Licensees of this program who wish to have information about it for the purpose ofenabling: (i) the exchange of information between independently created programsand other programs (including this one) and (ii) the mutual use of the informationwhich has been exchanged, should contact IBM Corporation, Dept. 600A, Mail Drop1329, Somers, NY 10589 USA.
 Such information may be available, subject to appropriate terms and conditions,including in some cases, payment of a fee.
 The information contained in this document has not been submitted to any formal IBMtest and is distributed AS IS. The use of this information or the implementation of anyof these techniques is a customer responsibility and depends on the customer ′s abilityto evaluate and integrate them into the customer′s operational environment. Whileeach item may have been reviewed by IBM for accuracy in a specific situation, thereis no guarantee that the same or similar results will be obtained elsewhere.Customers attempting to adapt these techniques to their own environments do so attheir own risk.
 The following terms are trademarks of the International Business MachinesCorporation in the United States and/or other countries:
 AIX CICS OS/2CICS/ESA CICS/MVSCICS/VSE CICS/6000DB2 DB2/2DB2/6000 DRDA
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The following terms are trademarks of other companies:
 C-bus is a trademark of Corollary, Inc.
 PC Direct is a trademark of Ziff Communications Company and isused by IBM Corporation under license.
 UNIX is a registered trademark in the United States and othercountries licensed exclusively through X/Open Company Limited.
 Microsoft, Windows, and the Windows 95 logoare trademarks or registered trademarks of Microsoft Corporation.
 Other trademarks are trademarks of their respective companies.
 IBM MVS/ESAOpen Blueprint OS/2VisualAge VisualGenVSE/ESA VTAM
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Appendix C. Related PublicationsThe publications listed in this section are considered particularly suitable for a moredetailed discussion of the topics covered in this redbook.
 C.1 International Technical Support Organization PublicationsFor information on ordering these ITSO publications see “How to Get ITSO Redbooks”on page 177:
 • Implementing VisualGen Client/Server Communication, GG24-4235
 • CICS Clients Unmasked, SG24-2534-01
 • Understanding OSF DCE 1.1 for AIX and OS/2, SG24-4616
 • DCE Cell Design Considerations, SG24-4746
 • Distributed Relational Database Cross Platform Connectivity and Applications,SG24-4311
 • DB2 for MVS Connections with AIX and OS/2, SG24-4558
 C.2 Redbooks on CD-ROMsRedbooks are also available on CD-ROMs. Order a subscription and receive updates2-4 times a year at significant savings.
 CD-ROM Title SubscriptionNumber
 Collection KitNumber
 System/390 Redbooks Collection SBOF-7201 SK2T-2177Networking and Systems Management Redbooks Collection SBOF-7370 SK2T-6022Transaction Processing and Data Management Redbook SBOF-7240 SK2T-8038AS/400 Redbooks Collection SBOF-7270 SK2T-2849RS/6000 Redbooks Collection (HTML, BkMgr) SBOF-7230 SK2T-8040RS/6000 Redbooks Collection (PostScript) SBOF-7205 SK2T-8041Application Development Redbooks Collection SBOF-7290 SK2T-8037Personal Systems Redbooks Collection SBOF-7250 SK2T-8042
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C.3 Other PublicationsThese publications are also relevant as further information sources:
 • Introduction to the Open Blueprint: A Guide to Distributed Computing,G326-0395-01
 • Open Blueprint Technical Overview, GC23-3808-01
 • Running VisualAge Generator Applications on OS/2, AIX, and Windows,SH23-0235-00
 • Generating VisualAge Generator Applications, SH23-0227-00
 • Designing and Developing VisualAge Generator Applications, SH23-0228-00
 • Developing VisualAge Generator Client/Server Applications, SH23-0230-00
 • Installing VisualAge Generator Workgroup Services, GH23-0240-00
 • Installing and Using OS/2 Clients, S20H-4782
 • DB2 Administration Guide, S20H-4580
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How to Get ITSO RedbooksThis section explains how both customers and IBM employees can find out about ITSOredbooks, CD-ROMs, workshops, and residencies. A form for ordering books and CD-ROMsis also provided.
 This information was current at the time of publication, but is continually subject to change.The latest information may be found at URL http://www.redbooks.ibm.com.
 How IBM Employees Can Get ITSO RedbooksEmployees may request ITSO deliverables (redbooks, BookManager BOOKs, and CD-ROMs)and information about redbooks, workshops, and residencies in the following ways:
 • PUBORDER — to order hardcopies in United States
 • GOPHER link to the Internet - type GOPHER.WTSCPOK.ITSO.IBM.COM
 • Tools disks
 To get LIST3820s of redbooks, type one of the following commands:
 TOOLS SENDTO EHONE4 TOOLS2 REDPRINT GET SG24xxxx PACKAGETOOLS SENDTO CANVM2 TOOLS REDPRINT GET SG24xxxx PACKAGE (Canadian users only)
 To get BookManager BOOKs of redbooks, type the following command:
 TOOLCAT REDBOOKS
 To get lists of redbooks:
 TOOLS SENDTO USDIST MKTTOOLS MKTTOOLS GET ITSOCAT TXTTOOLS SENDTO USDIST MKTTOOLS MKTTOOLS GET LISTSERV PACKAGE
 To register for information on workshops, residencies, and redbooks:
 TOOLS SENDTO WTSCPOK TOOLS ZDISK GET ITSOREGI 1996
 For a list of product area specialists in the ITSO:
 TOOLS SENDTO WTSCPOK TOOLS ZDISK GET ORGCARD PACKAGE
 • Redbooks Home Page on the World Wide Web
 http://w3.itso.ibm.com/redbooks
 • IBM Direct Publications Catalog on the World Wide Web
 http://www.elink.ibmlink.ibm.com/pbl/pbl
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IBM employees may obtain LIST3820s of redbooks from this page.
 • REDBOOKS category on INEWS
 • Online — send orders to: USIB6FPL at IBMMAIL or DKIBMBSH at IBMMAIL
 • Internet Listserver
 With an Internet e-mail address, anyone can subscribe to an IBM AnnouncementListserver. To initiate the service, send an e-mail note [email protected] with the keyword subscribe in the body of the note (leavethe subject line blank). A category form and detailed instructions will be sent to you.
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How Customers Can Get ITSO RedbooksCustomers may request ITSO deliverables (redbooks, BookManager BOOKs, and CD-ROMs)and information about redbooks, workshops, and residencies in the following ways:
 • Online Orders (Do not send credit card information over the Internet) — send orders to:
 • Telephone orders
 • Mail Orders — send orders to:
 • Fax — send orders to:
 • 1-800-IBM-4FAX (United States) or (+1)001-408-256-5422 (Outside USA) — ask for:
 Index # 4421 Abstracts of new redbooksIndex # 4422 IBM redbooksIndex # 4420 Redbooks for last six months
 • Direct Services - send note to [email protected]
 • On the World Wide Web
 Redbooks Home Page http://www.redbooks.ibm.comIBM Direct Publications Catalog http://www.elink.ibmlink.ibm.com/pbl/pbl
 • Internet Listserver
 With an Internet e-mail address, anyone can subscribe to an IBM AnnouncementListserver. To initiate the service, send an e-mail note [email protected] with the keyword subscribe in the body of the note(leave the subject line blank).
 IBMMAIL InternetIn United States: usib6fpl at ibmmail [email protected] Canada: caibmbkz at ibmmail [email protected] North America: dkibmbsh at ibmmail [email protected]
 United States (toll free) 1-800-879-2755Canada (toll free) 1-800-IBM-4YOU
 Outside North America (long distance charges apply)(+45) 4810-1320 - Danish(+45) 4810-1420 - Dutch(+45) 4810-1540 - English(+45) 4810-1670 - Finnish(+45) 4810-1220 - French
 (+45) 4810-1020 - German(+45) 4810-1620 - Italian(+45) 4810-1270 - Norwegian(+45) 4810-1120 - Spanish(+45) 4810-1170 - Swedish
 IBM PublicationsPublications Customer SupportP.O. Box 29570Raleigh, NC 27626-0570USA
 IBM Publications144-4th Avenue, S.W.Calgary, Alberta T2P 3N5Canada
 IBM Direct ServicesSortemosevej 21DK-3450 AllerødDenmark
 United States (toll free) 1-800-445-9269Canada 1-403-267-4455Outside North America (+45) 48 14 2207 (long distance charge)
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IBM Redbook Order FormPlease send me the following:
 Title Order Number Quantity
 First name Last name
 Company
 Address
 City Postal code Country
 Telephone number Telefax number VAT number
 • Invoice to customer number
 • Credit card number
 Credit card expiration date Card issued to Signature
 We accept American Express, Diners, Eurocard, Master Card, and Visa. Payment by credit card notavailable in all countries. Signature mandatory for credit card payment.
 DO NOT SEND CREDIT CARD INFORMATION OVER THE INTERNET.
 180 VisualAge Generator Client/Server Communications

Page 195
                        
                        

List of AbbreviationsACL access contol list
 ADSM ADSTAR Distributed Storage Manager
 API application program interface
 APPC advanced program-to-programcommunication
 APPN advanced peer-to-peer networking
 ASCII American National Standard Code forInformation Interchange
 ATM asynchronous transfer mode
 CASE computer assisted softwareengineering
 CDS Cell Directory Service (OSF/DCE)
 CEDA resource definition online transaction(CICS)
 CHS Simplified Chinese
 CICS Customer Information Control System
 CPMI default ECI program transaction (CICS)
 DBCS double-byte character set
 DCE Distributed Computing Environment(OSF)
 DFSMS Data Facility Storage ManagementSubsystem (MVS and VM)
 DLC data link control
 DDL data definition language
 DOUW distributed unit of work
 DPL distributed program link
 DRDA Distributed Relational DatabaseArchitecture
 DSS directory and security server
 DTS distributed time service
 EBCDIC extended binary-coded decimalinterchange code
 ECI external call interface
 ESF external source format
 GA general availability
 GUI graphical user interface
 ID identification
 IMS Information Management System
 IPX Internetwork Packet eXchange
 ITF interactive test facility
 IXF integrated exchange format
 LAN local area network
 LD l istener definition
 LU logical unit
 LUW logical unit of work
 MIT Massachusetts Institute of Technology
 MSL member specification library
 MVS Multiple Virtual Storage
 NDF network definition file
 NetBIOS Network Basic Input/Output System
 NLS national language support
 OSI open systems interconnection
 PCT program control table
 POSIX Portable Operating System Interfacefor Computer Environments
 PPT processing program table
 RACF Resource Access Control Facility
 RCT resource definition on-line
 REXEC remote execution
 Copyright IBM Corp. 1997 181

Page 196
                        
                        

RPC remote procedure call
 RU request/response unit
 SDK software developers kit
 SI shift in
 SIT system initialization table
 SNA System Network Architecture
 SNT sign-on table
 SO shift out
 SQL Structured Query Language
 TCP/IP transfer control protocol/Internetprotocol
 TCS connection and session table
 TCT terminal control table
 TM transaction manager
 TSO Time Sharing Option
 TUI text user interface
 TWA transaction work area
 UPM User Profile Manager
 VSE Virtual Storage Extended
 WAN wide area network
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Index
 Aabbreviations 181access control lists
 authenticated 64checking current entries 89description 61group authority 63initial container creation 61initial object creation 61object 61removing unauthenticated 90security 89target directory 65test authority 64unauthenticated 64
 acronyms 181application server workstation
 description 57implementing multiple workstations 84OS/2 configuration 65Windows NT configuration 70
 Bbibliography 175
 CCDS client
 description 57CICS Client
 client/server communication support 44making CICS connections 44, 152
 CICS OS/2CAIM transaction 34CEDA transaction 39, 154CICS Client connections 152cold start 36Communications Manager/2 149configuration 29, 30connecting CICS servers 49, 149CPMI transaction 38customization 30DBCS customization 147
 CICS OS/2 (continued)DBCS implementation 154DFHMIR 38ECI 38ELAENV.CMD 33ELAEX300.BTR 34ELARUNC.CMD 33FAAAEFIE.BTR 34IBM COBOL 34NetBIOS 31protocols 31security 31SNT 31software 30starting with Workgroup Services 34system initialization table 30, 32, 154TCP/IP 31transaction definition 38transaction work area 36UPM 31VisualAge COBOL 34Workgroup Services configuration 33
 CICS SYNCPOINT 10CICS SYNCPOINT CANCEL 10CICS-based client/server
 CICS Client connections 152CICS OS/2 29CICS/6000 39clients 28configuration 25, 26connecting CICS servers 49, 149ITF as client 49options 25processing flow 27protocol choices 26scenarios 28servers 28tracing calls 48
 CICS-based client/server communicationintroduction 9Open Blueprint assessment 9
 CICS/6000AIX user customization 42configuration 39, 40connecting CICS servers 49
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CICS/6000 (continued)customization 40, 41DB2 shared object 42defining programs 43environment variables 41listener definition 40operations 44restarting 44REXEC 42shutting down 44software 39TCP/IP 40Workgroup Services 41Workgroup Services installation 39
 client/serverdistributed data 103distributed function 103distributed presentation 103implementation issues 16overview 103remote data 103remote presentation 103
 cold start 34, 36communication services
 capabilit ies 8CICS-based 9DCE-based 9description 5DRDA 8introduction 3message queuing 8options 8protocols 8remote procedure call 8VisualAge Generator middleware 9
 Communications Manager/2DBCS configuration 149DRDA connections
 network definition file 120network definition file 120
 configurationCICS 25CICS client 44CICS OS/2 29CICS/6000 39connecting CICS servers 49CSODCES 75DB2 116DBCS-enabled client/server 139DCE 53DCE.CNF 77DRDA connections 120overview 139starting BookManager 140
 CSODCESCDS objects 79configuration 75configuration file 75
 CSODCES (continued)DCE.CNF configuration file 77DCEACLobject 76DCEprincipal 76key table 77parameters 84PUBLIC 76rgy_edit 77SECURE 76server principal authority 62SERVERID 76starting 77, 78startup options 84user definitions 59
 CSOLINKTBL 20CSOTROPT 48CSOUEXIT 22, 23
 Ddatabase
 authorization 21, 22, 23, 37CICS OS/2 36CSOUEXIT 22, 23DB2 shared object 42environment variables 21, 22identification 21, 22, 36logon 22testing 21UPM 22, 23
 database-enabled client/serverbind 126, 131, 133common server connections 117configuration 116
 DB2 common server connectivity 104options 104remote access 107
 configuration optionsDataJoiner 105DRDA connectivity 104
 databaseauthorization 107common server connections 117connection 107DRDA connections 120DUOW 111DUOW configurations 116identification 108implicit connection 109logon 107multiple database connection 114sample application 116testing with ITF 115transaction manager database 113
 DRDA connectionsconfiguration 120network definition file 120
 DUOW configurations 116
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database-enabled client/server (continued)overview 103service name 118testing
 bind 126, 131, 133DUOW access 126
 VisualAge Generator support 106DataJoiner 105DB2
 bind 126, 131, 133common server connections 117common server connectivity 104configuration 116
 remote access 107database
 authorization 107common server connections 117connection 107DRDA connections 120DUOW 111DUOW configurations 116identification 108implicit connection 109logon 107multiple database connection 114sample application 116testing with ITF 115transaction manager database 113
 DataJoiner 105DRDA connections
 configuration 120network definition file 120
 DRDA connectivity 104DUOW configurations 116service name 118testing
 bind 126, 131, 133DUOW access 126
 VisualAge Generator database access 106DB2DBDFT 22DBCS-enabled client/server
 CICS OS/2 customization 147Communications Manager/2 149configurations 139customization 145data definition 140environment setup 145generation 147hardware and software used 142IBM COBOL 145implementation 141introduction 139linkage table definitions 148preparation 147relational database 141sample application 143, 147scenarios 141three-tier 141
 DBCS-enabled client/server (continued)two-tier 141VisualAge COBOL 145VisualAge Generator configuration 145, 146
 DCE celldescription 57
 DCE clientdescription 57
 DCE server programCDS objects 79configuration 75DCE.CNF configuration file 77description 57key table 77rgy_edit 77starting 77, 78
 DCE-based client/serveraccess control lists
 authenticated 64description 61group authority 63initial container creation 61initial object creation 61object 61target directory 65test authority 64unauthenticated 64
 AIXinstallation 59management 60
 application server workstationimplementing multiple workstations 84OS/2 configuration 65Windows NT configuration 70
 authenticated 64cell server 59clients 56configuration
 application server workstation 65, 70authorization required 88basics 56GUI client workstation 68, 73logon required 88options 53OS/2 65, 68OS/2 DCE client 65OS/2 DCE slim client 68overview 57protocol choices 54scenario 57security 88tasks 60Windows 95 73Windows 95 DCE client 73Windows NT 70Windows NT DCE client 70
 creating directories 61, 65dcecp
 adding principal to group 62
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DCE-based client/server (continued)dcecp (continued)
 directories 61, 65groups 60organizations 60server principal authority 62target directory 65users 60
 dcesecure 88GUI client workstation
 OS/2 configuration 68Windows 95 configuration 73
 installationAIX 59
 management 60processing flow 55rgy_edit 77
 key table 77running applications
 DCE server program configuration 75DCE.CNF configuration file 77overview 75starting DCE server program 77, 78trace log 81using the sample application 80
 scenarios 56security
 authorization required 88dcesecure 88forcing logon 89implementation 88implementing authorization checking 93logon required 88unauthenticated 88using dcesecure 93
 server principal authority 62servers 56slim client 68target directory 65TCP/IP 58terminology
 application server workstation 57CDS client 57DCE cell 57DCE client 57DCE server program 57GUI client workstation 57VisualAge Generator server application 57
 unauthenticated 64user definitions
 client 59CSODCES 59dcecp 60group 59implementation 60organization 59principals 59REMOTECOMTYPE=dcesecure 59server 59
 DCE-based client/server communicationintroduction 9Open Blueprint assessment 12
 DCE.CNF 77dcecp
 adding principal to group 62directories 61, 65groups 60organizations 60server principal authority 62target directory 65users 60
 DFHMIR 38distributed data 103distributed function 103distributed presentation 103DPATH
 linkage table 20DRDA 8
 connectivity 104DUOW
 EZECONECT 111implementation 111multiple database connection 114testing with ITF 115transaction manager database 113
 EELAENV.CMD 33ELARTRDB_tttt 22ELARUNC.CMD 33environment variables
 CICS/6000 41CSOLINKTBL 78, 145CSOTIMEOUT 145CSOTROPT 48, 78, 145CSOTROUT 145CSOUEXIT 22, 23, 145DB2DBDFT 22, 108DB2INSTANCE 41DBCS-enabled client/server 145ELARTRDB_tttt 22, 36, 108EZERNLS 41EZERSQLDB 22, 36, 41, 78, 108FCWDB2DIR 41FCWDBNAME_appl 22, 108FCWDBPASSWORD 41FCWDBUSER 41FCWDPATH 41FCWLIBPATH 41FCWTROPT 78, 109LIBPATH 41SQLDBDFT 108working with 108
 errorsCAIM import failure 35CSO7800E 100
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errors (continued)CSO7801E 101DCE setup and configuration 98DCE-based client/server 98EZE4240E 38FAA5513E 34LNK1083 38SQL 98SQL0428N 136SQL0551N 98, 130, 136SQL0567N 136SQL0805N 136SQL0818N 136SQL0859N 136SQL0868N 136SQL0900N 136SQL1013N 136SQL1024N 136SQL1246N 129, 136SQL1403N 136SQL30082N 136SQL30090N 136
 EZECOMIT 10EZECONECT
 DUOW 111using 111
 EZEROLLB 10EZERSQLDB 22
 FFCWDBNAME_appl 22
 Gglobal transparent access 7GUI client workstation
 description 57OS/2 configuration 68Windows 95 configuration 73
 IIBM COBOL
 CICS configuration 34DBCS-enabled client/server 145
 integrationglobal transparent access 7network-wide directory 7network-wide security 7single sign-on 7
 introductionclient/server configuration options 2communication services 3integration objectives 7objectives 2Open Blueprint 3
 introduction (continued)project scope 2
 ITF 19
 Kkey table 77
 Ll inkage table
 :CALLLINK 19, 20CICS OS/2 servers 37CSOLINKTBL 20DCE OS/2 client 69DCE OS/2 servers 67DCE Windows 95 client 74DCE Windows NT servers 71determining active 20DPATH 20external calls 20LINKTYPE 20remote calls 19, 20
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