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200-125: Cisco Certified Network Associate (CCNA) 3.0
 QUESTION 1
 Which two correctly describe steps in the OSI data encapsulation process? (Choose two.)
 A. The transport layer divides a data stream into segments and may add reliability and flow control
 information.
 B. The data link layer adds physical source and destination addresses and an FCS to the segment.
 C. Packets are created when the network layer encapsulates a frame with source and destination host
 addresses and protocol-related control information.
 D. Packets are created when the network layer adds Layer 3 addresses and control information to a
 segment.
 E. The presentation layer translates bits into voltages for transmission across the physical link.
 Correct Answer: A, D
 QUESTION 2
 Which layer in the OSI reference model is responsible for determining the availability of the receiving
 program and checking to see if enough resources exist for that communication?
 A. transport
 B. network
 C. presentation
 D. session
 E. application
 Correct Answer: E
 QUESTION 3
 What layer of the OSI Model is included in TCP/IP Model's INTERNET layer?
 A. Application
 B. Session
 C. Data Link
 D. Presentation
 E. Network
 Correct Answer: E
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QUESTION 4
 Where does routing occur within the DoD TCP/IP reference model?
 A. Application
 B. Internet
 C. Network
 D. Transport
 Correct Answer: B
 QUESTION 5
 Which three encapsulation layers in the OSI model are combined into the TCP/IP application layer?
 (Choose three)
 A. session
 B. transport
 C. presentation
 D. application
 E. data-link
 F. network
 Correct Answer: A, C, D
 QUESTION 6
 What are three characteristics of the TCP protocol? (Choose three.)
 A. It uses a single SYN-ACK message to establish a connection.
 B. The connection is established before data is transmitted.
 C. It ensures that all data is transmitted and received by the remote device.
 D. It supports significantly higher transmission speeds than UDP.
 E. It requires applications to determine when data packets must be retransmitted.
 F. It uses separate SYN and ACK messages to establish a connection.
 Correct Answer: B, C, F
 QUESTION 7
 Which two statements about UDP are true? (Choose two)
 A. It can transmit data at a rate higher than the path capacity
 B. It uses a three-way handshake to ensure that traffic is transmitted properly
 C. It guarantees packet delivery
 D. it includes protection against duplicate packets
 E. it can be used for multicast and broadcast traffic
 Correct Answer: A, E
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QUESTION 8
 Which of the following statements describe the network shown in the graphic? (Choose two.)
 A. There are two broadcast domains in the network.
 B. There are four broadcast domains in the network.
 C. There are six broadcast domains in the network.
 D. There are four collision domains in the network.
 E. There are five collision domains in the network.
 F. There are seven collision domains in the network.
 Correct Answer: A, F
 QUESTION 9
 How many broadcast domains are shown in the graphic assuming only the default vlan is configured
 on the switches?
 A. one
 B. six
 C. twelve
 D. two
 Correct Answer: A
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QUESTION 10
 Refer to the exhibit. What two results would occur if the hub were to be replaced with a switch that is
 configured with one Ethernet VLAN? (Choose two)
 A. The number of collision domains would decrease.
 B. The number of collision domains would increase.
 C. The number of broadcast domains would remain the same.
 D. The number of collision domains would remain the same.
 E. The number of broadcast domains would increase.
 Correct Answer: B, C
 QUESTION 11
 If a router has four interfaces and each interface is connected to four switches, how many broadcast
 domains are present on the router?
 A. 1
 B. 2
 C. 4
 D. 8
 Correct Answer: C
 QUESTION 12
 If a router has 3 hosts connected in one port and two other hosts connected in another port, how may
 broadcast domains are present on the router?
 A. 5
 B. 2
 C. 3
 D. 4
 Correct Answer: B
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QUESTION 13
 If three devices are plugged into one port on a switch and two devices are plugged into a different port,
 how many collision domains are on the switch?
 A. 2
 B. 4
 C. 5
 D. 6
 Correct Answer: A
 QUESTION 14
 What are contained in layer 2 Ethernet frame? (Choose Three.)
 A. Preamble
 B. TTL
 C. Type/Length
 D. Frame check sequence
 E. Version
 Correct Answer: A, C, D
 QUESTION 15
 Which two options are fields in an Ethernet frame? (Choose two)
 A. Frame Check Sequence
 B. Header
 C. Source IP address
 D. Destination IP address
 E. Type
 Correct Answer: A, E
 QUESTION 16
 Which two types of information are held in the MAC address table? (Choose two)
 A. MAC address
 B. Source IP address
 C. Destination IP address
 D. Protocols
 E. Port numbers
 Correct Answer: A, E
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QUESTION 17
 In an Ethernet network, under what two scenarios can devices transmit? (Choose two.)
 A. when they receive a special token
 B. when there is a carrier
 C. when they detect no other devices are sending
 D. when the medium is idle
 E. when the server grants access
 Correct Answer: C, D
 QUESTION 18
 For what two purposes does the Ethernet protocol use physical addresses? (Choose two.)
 A. to uniquely identify devices at Layer 2
 B. to allow communication with devices on a different network
 C. to differentiate a Layer 2 frame from a Layer 3 packet
 D. to establish a priority system to determine which device gets to transmit first
 E. to allow communication between different devices on the same network
 F. to allow detection of a remote device when its physical address is unknown
 Correct Answer: A, E
 QUESTION 19
 What is true about Ethernet? (Choose two.)
 A. 802.2 Protocol
 B. 802.3 Protocol
 C. 10BaseT half duplex
 D. CSMA/CD stops transmitting when congestion occurs
 E. CSMA/CA stops transmitting when congestion occurs
 Correct Answer: B, D
 QUESTION 20
 Which switching method duplicates the first six bytes of a frame before making a switching decision?
 A. fragment-free switching
 B. store and-forward switching
 C. cut through switching
 D. ASIC switching
 Correct Answer: C
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QUESTION 21
 What feature uses a random time to re-sent a frame?
 A. CSMA/CA
 B. CSMA/CB
 C. CSMA/CC
 D. CSMA/CD
 Correct Answer: D
 QUESTION 22
 Which two protocols are used by bridges and/or switches to prevent loops in a layer 2 network?
 (Choose two.)
 A. 802.1d
 B. VTP
 C. 802.1q
 D. SAP
 E. STP
 Correct Answer: A, E
 QUESTION 23
 What can you change to select switch as root bridge?
 A. make lower priority
 B. make higher priority
 C. make lower path cost
 D. make higher path cost
 Correct Answer: A
 QUESTION 24
 Which process is associated with spanning-tree convergence?
 A. determining the path cost
 B. electing designated ports
 C. learning the sender bridge ID
 D. assigning the port ID
 Correct Answer: B
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QUESTION 25
 Refer to the topology shown in the exhibit. Which ports will be STP designated ports if all the links are
 operating at the same bandwidth? (Choose three.)
 A. Switch A - Fa0/0
 B. Switch A - Fa0/1
 C. Switch B - Fa0/0
 D. Switch B - Fa0/1
 E. Switch C - Fa0/0
 F. Switch C - Fa0/1
 Correct Answer: B, C, D
 QUESTION 26
 If the primary root bridge experiences a power loss, which switch takes over?
 A. switch 0040.0BC0.90C5
 B. switch 00E0.F90B.6BE3
 C. switch 0004.9A1A.C182
 D. switch 00E0.F726.3DC6
 Correct Answer: C
 QUESTION 27
 Which switch would STP choose to become the root bridge in the selection process?
 A. 32768: 11-22-33-44-55-66
 B. 32768: 22-33-44-55-66-77
 C. 32769: 11-22-33-44-55-65
 D. 32769: 22-33-44-55-66-78
 Correct Answer: A

Page 10
                        

QUESTION 28
 If primary and secondary root switches with priority 16384 both experience catastrophic losses, which
 tertiary switch can take over?
 A. a switch with priority 20480
 B. a switch with priority 8192
 C. a switch with priority 4096
 D. a switch with priority 12288
 Correct Answer: A
 QUESTION 29
 Refer to the exhibit. Each of these four switches has been configured with a hostname, as well as
 being configured to run RSTP. No other configuration changes have been made. Which three of these
 show the correct RSTP port roles for the indicated switches and interfaces? (Choose three.)
 A. SwitchA, Fa0/2, designated
 B. SwitchA, Fa0/1, root
 C. SwitchB, Gi0/2, root
 D. SwitchB, Gi0/1, designated
 E. SwitchC, Fa0/2, root
 F. SwitchD, Gi0/2, root
 Correct Answer: A, B, F
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QUESTION 30
 Which three statements about RSTP are true? (Choose three)
 A. RSTP significantly reduces topology reconverging time after a link failure.
 B. RSTP expends the STP port roles by adding the alternate and backup roles.
 C. RSTP port states are blocking, discarding, learning, or forwarding.
 D. RSTP also uses the STP proposal agreement sequence.
 E. RSTP uses the same timer-based process as STP on point-to-point links.
 F. RSTP provides a faster transition to the forwarding state on point-to-point links than STP does.
 Correct Answer: A, B, F
 QUESTION 31
 Which two of these statements regarding RSTP are correct? (Choose two.)
 A. RSTP cannot operate with PVST+.
 B. RSTP defines new port roles.
 C. RSTP defines no new port states.
 D. RSTP is a proprietary implementation of IEEE 802.1D STP.
 E. RSTP is compatible with the original IEEE 802.1D STP.
 Correct Answer: B, E
 QUESTION 32
 Which two spanning-tree port states does RSTP combine to allow faster convergence? (Choose two.)
 A. blocking
 B. listening
 C. learning
 D. forwarding
 E. discarding
 Correct Answer: A, B
 QUESTION 33
 Which RPVST+ port state is excluded from all STP operations?
 A. learning
 B. forwarding
 C. blocking
 D. disabled
 Correct Answer: D
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QUESTION 34
 Which of the port is not part of STP protocol?
 A. Listening
 B. Learning
 C. Forwarding
 D. Discarding
 Correct Answer: D
 QUESTION 35
 Which spanning-tree protocol rides on top of another spanning-tree protocol?
 A. MSTP
 B. RSTP
 C. PVST+
 D. Mono Spanning Tree
 Correct Answer: A
 QUESTION 36
 Refer to the exhibit. At the end of an RSTP election process, which access layer switch port will
 assume the discarding role?
 A. Switch3, port fa0/1
 B. Switch3, port fa0/12
 C. Switch4, port fa0/11
 D. Switch4, port fa0/2
 E. Switch3, port Gi0/1
 F. Switch3, port Gi0/2
 Correct Answer: C
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QUESTION 37
 Which address class includes network 191.168.0.1/27?
 A. Class C
 B. Class B
 C. Class D
 D. Class A
 Correct Answer: B
 QUESTION 38
 Assuming a subnet mask of 255.255.248.0, three of the following addresses are valid host addresses.
 Which are these addresses? (Choose three.)
 A. 172.16.9.0
 B. 172.16.8.0
 C. 172.16.31.0
 D. 172.16.20.0
 Correct Answer: A, C, D
 QUESTION 39
 Which RFC was created to alleviate the depletion of IPv4 public addresses?
 A. RFC 4193
 B. RFC 1519
 C. RFC 1518
 D. RFC 1918
 Correct Answer: D
 QUESTION 40
 For which two reasons was RFC 1918 address space define? (Choose two)
 A. to preserve public IPv4 address space
 B. to reduce the occurrence of overlapping IP addresses
 C. to preserve public IPv6 address space
 D. reduce the size of ISP routing tables
 E. to support the NAT protocol
 Correct Answer: A, B
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QUESTION 41
 What are two benefits of private IPv4 addresses? (Choose two.)
 A. they can be implemented without requiring admin to coordinate with IANA
 B. they are managed by IANA
 C. increase the flexibility of network design
 D. provide network isolation from the internet
 E. they are routable over internet
 Correct Answer: A, D
 QUESTION 42
 What are two benefits of private IPv4 IP addresses? (Choose two.)
 A. They are routed the same as public IP addresses.
 B. They are less costly than public IP addresses.
 C. They can be assigned to devices without Internet connections.
 D. They eliminate the necessity for NAT policies.
 E. They eliminate duplicate IP conflicts.
 Correct Answer: B, C
 QUESTION 43
 Which component of a routing table entry represents the subnet mask?
 A. Routing Protocol Code
 B. Prefix
 C. Metric
 D. Network Mask
 Correct Answer: D
 QUESTION 44
 How many usable hosts are there per subnet if you have the address of 192.168.10.0 with a subnet
 mask of 255.255.255.240?
 A. 4
 B. 8
 C. 16
 D. 14
 Correct Answer: D
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QUESTION 45
 Which IP configuration does the CIDR notation 192.168.1.1/25 refer?
 A. 192.168.1.1 255.255.255.64
 B. 192.168.1.1 255.255.255.1
 C. 192.168.1.1 255.255.255.32
 D. 192.168.1.1 255.255.255.128
 E. 192.168.1.1 255.255.255.256
 Correct Answer: D
 QUESTION 46
 You have been asked to come up with a subnet mask that will allow all three web servers to be on the
 same network while providing the max number of subnets. Which network address and subnet mask
 meet this requirement?
 A. 192.168.252.8 255.255.255.248
 B. 192.168.252.8 255.255.255.252
 C. 192.168.252.16 255.255.255.240
 D. 192.168.252.0 255.255.255.252
 E. 192.168.252.16 255.255.255.252
 Correct Answer: A
 QUESTION 47
 Refer to the exhibit. Which three statements correctly describe Network Device A? (Choose three.)
 A. With a network wide mask of 255.255.255.128, each interface does not require an IP address.
 B. With a network wide mask of 255.255.255.128, each interface does require an IP address on a
 unique IP subnet.
 C. With a network wide mask of 255.255.255.0, must be a Layer 2 device for the PCs to communicate
 with each other.
 D. With a network wide mask of 255.255.255.0, must be a Layer 3 device for the PCs to communicate
 with each other.
 E. With a network wide mask of 255.255.254.0, each interface does not require an IP address.
 Correct Answer: B, D, E
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QUESTION 48
 Refer to the exhibit. All of the routers in the network are configured with the ip subnet-zero command.
 Which network addresses should be used for Link A and Network A? (Choose two.)
 A. Network A - 172.16.3.48/26
 B. Network A - 172.16.3.128/25
 C. Network A - 172.16.3.192/26
 D. Link A - 172.16.3.0/30
 E. Link A - 172.16.3.40/30
 F. Link A - 172.16.3.112/30
 Correct Answer: B, D
 QUESTION 49
 Refer to the exhibit. What is the most appropriate summarization for these routes?
 A. 10.0.0.0 /21
 B. 10.0.0.0 /22
 C. 10.0.0.0 /23
 D. 10.0.0.0 /24
 Correct Answer: B
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QUESTION 50
 Refer to the exhibit, you determine that Computer A cannot ping Computer. Which reason for the
 problem is most likely true?
 A. The Subnet mask for Computer A is incorrect
 B. The default gateway address for Computer A is incorrect
 C. The subnet mask for computer B is incorrect.
 D. The default gateway address for computer B is incorrect
 Correct Answer: B
 QUESTION 51
 Refer to the exhibit, you determine that Computer A cannot ping Computer. Which reason for the
 problem is most likely true?
 A. The Subnet mask for Computer A is incorrect
 B. The default gateway address for Computer A is incorrect
 C. The subnet mask for computer B is incorrect.
 D. The default gateway address for computer B is incorrect
 Correct Answer: A
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QUESTION 1
 Answer:
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QUESTION 2
 Answer:
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QUESTION 3
 Answer:
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Cisco Certified Network Associate (CCNA)
 Exam 200-125Cisco Certified Network Associate(CCNA) v3.0Simulation Question
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CCNA Simulation: Access List Configuration
 考試題目要求：A corporation wants to add security to its network. The requirements are:
 - Host B should be able to use a web browser (HTTP) to access the Finance Web Server.
 - Other types of access from host B to the Finance Web Server should be blocked.
 - All access from hosts in the Core or local LAN to the Finance Web Server should be blocked.
 - All hosts in the Core and on local LAN should be to access the Public Web Server.
 You have been tasked to create and apply a numbered access list to a single outbound interface.
 They can contain no more than three statements that meet these requirements.
 Access to the router CLI can be gained by clicking on the appropriate host.
 All passwords have been temporarily set to "cisco".
 切換或隱藏右圖的按
 鈕：Hide Topology 或
 Show Topology
 用滑鼠 click “Console” 電腦以
 開啟 “Corp1” router 的 Terminal
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輸入 “show run” 查看 router 的各項基本設定，並分清 Router 的那一個介面連接着 Host B，那一
 個介面連接着 Finance Web Server，方便較後時間懂得選擇那一個介面執行 Access List。
 f0/0 介面連接着 Host B
 f0/1 介面連接着 Finance Web Server
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輸入 “enable” 指令進入 Privileged Mode，密碼為 “cisco”，然後進入 Configure Mode 設定 AccessList。
 輸入 “show ip int f0/1” 指令查看 Access List 是否在此介面執行。
 - Outgoing access list is 100
 來源地: Host B 目的地: Finance Web Server Port # 80: HTTP
 “deny” 攔截 “tcp” HTTP 使用 TCP Protocol “any” 來源地: (任何電腦) “host 172.22.188.25” 目的地: (Finance Web Server) “eq 80” HTTP port number
 最後容許其他
 Packet 通過
 選擇 f0/1 介面 “out”的方向執行 Access List
 Extended Access List 編號 100-199
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用滑鼠 click 向 Host B，畫面便會出現一個網頁瀏覽器 (Browser)，然後輸入 “http://172.22.188.25”測試 “Host B” 是否成功連接到 “Finance Web Server”，成到的話會顯示以下訊息 “You have
 successfully conncted to Finance Web Server.”。
 然後再 click 向 Host A、Host C、Host D、打開網頁瀏覽器 (Browser) 測試其餘這三部電腦是否
 成功被所設定的 Access List 攔截到 “Finance Web Server”，成到攔截的話會顯示以下訊息 “There
 was an error connecting to the host you specified. Please check your network setting and
 try again.”。
 最後返回 Router 用 “copy run start” 指令複製所有設定至 NVRAM，輸入 “exit” 離開。
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PPP Multilink & GRE Tunnel
 Refer to the topology below and answer the following questions.
 You are implementing PPP over serial links between R1 router and branch offices. In Phase 1 you must implement and verify PPP and GRE tunnel configurations as mentioned in the topology. In Phase 2 your colleague is expected to do NAT and ISP configurations between R1 and ISP router.
 Identify the issues that you encounter during PPP over serial links implementation. PPP multilink implementation is recommended between R1 and Branch1 routers. The GRE tunnel is configured between R2 and Branch2 routers, and traffic between Server farm1 10.10.10.0/24 network and Branch2 LAN 10.10.20.0/24 network, is routed over GRE tunnel using static route.
 You have console access on R1, R2, Branch1, Branch2, and Branch3 devices. Use only show commands to troubleshoot the issues.
 Question 1 Why is the Branch2 network 10.10.20.0/24 unable to communicate with the Server farm 1 network 10.10.10.0/24 over the GRE tunnel? A. The GRE tunnel destination is not configured on the R2 router. B. The GRE tunnel destination is not configured on the Branch2 router.
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C. The static route points to the tunnel0 interface that is misconfigured on the Branch2 router. D. The static route points to the tunnel0 interface that is misconfigured on the R2 router.
 Answer: C
 Explanation The destination IP address for this static route is not correct. It should be 192.168.24.1 (Tunnel0’s IP address of R2), not 192.168.24.10 -> Answer C is correct.
 The Branch2 network is communicating to the Server farm, which is connected to R2, via GRE Tunnel so we should check the GRE tunnel first to see if it is in “up/up” state with the “show ip interface brief” command on the two routers.
 On Branch2:
 Branch2# show ip interface brief 
 Interface    IP‐Address   OK?  Method  Status  Protocol 
 Ethernet0/0    10.10.20.1   YES  manual  up  up 
 Ethernet0/1    192.168.11.1  YES  manual  up  up 
 Ethernet0/2    unassigned   YES  unset   administratively down  down 
 Ethernet0/3    unassigned   YES  unset   administratively down  down 
 Serial1/0       192.168.15.2  YES  manual  up  up 
 Serial1/1     unassigned   YES  unset   administratively down  down 
 Serial1/2     unassigned   YES  unset   administratively down  down 
 Serial1/3     unassigned   YES  unset   administratively down  down 
 Tunnel0     192.168.24.2  YES  manual  up  up   
 On R2:
 R2# show ip interface brief 
 Interface    IP‐Address   OK?  Method  Status  Protocol 
 Ethernet0/0    172.16.10.2  YES  manual  up  up 
 Ethernet0/1    10.10.10.1   YES  manual  up  up 
 Ethernet0/2    192.168.18.1  YES  manual  up  up 
 Ethernet0/3    unassigned   YES  unset   administratively down  down 
 Tunnel0     192.168.24.1  YES  manual  up  up  
 We see interfaces Tunnel0 at two ends are “up/up” which are good so we should check for the routing part on two routers with the “show running-config” command and pay attention to the
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static routing of each router. On Branch2 we see:
 On Branch2:
 Branch2# show running‐config 
 <output omitted> 
 ip route  10.10.10.0 255.255.255.0 192.168.24.10 
 The destination IP address for this static route is not correct. It should be 192.168.24.1 (Tunnel0’s IP address of R2), not 192.168.24.10 -> Answer C is correct.
 Note: You can use the “show ip route” command to check the routing configuration on each router but if the destination is not reachable (for example: we configure “ip route 10.10.10.0 255.255.255.0 192.168.24.10” on Branch2, but if 192.168.24.10 is unknown then Branch2 router will not display this routing entry in its routing table.
 Note: The IP address or configuration may be different in the exam.
 Question 2 Which statement about the router configurations is correct? A. PPP PAP is authentication configured between Branch2 and R1. B. Tunnel keepalives are not configured for the tunnel0 interface on Branch2 and R2. C. The Branch2 LAN network 192.168.11.0/24 is not advertised into the EIGRP network D. The Branch3 LAN network 192.168.10.0/24 is not advertised into the EIGRP network E. PPP CHAP is authentication configured between Branch1 and R1.
 Answer: D
 Explanation In this question we have to check each option to see if it is correct. When we check Branch3 router we notice that “network 192.168.10.0” command is missing under “router eigrp 100” -> Answer D is correct.
 On Branch3:
 Branch3# show running‐config 
 <output omitted> 
 ! 
  router eigrp 100 
   network 192.168.16.0 
 ! 
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Question 3 Why has the Branch3 router lost connectivity with R1? Use only show commands to troubleshoot because usage of the debug command is restricted on the Branch3 and R1 routers? A. A PPP chap hostname mismatch is noticed between Branch3 and R1. B. A PPP chap password mismatch is noticed between Branch3 and R1. C. PPP encapsulation is not configured on Branch3. D. The PPP chap hostna1ne and PPP chap password commands are missing on the Branch3 router.
 Answer: A
 First we should check Branch3 (and R1) with the “show ip interface brief” command to find any Layer1/Layer 2 issue.
 On Branch3: Branch3# show ip interface brief 
 Interface    IP‐Address   OK?  Method  Status  Protocol 
 Ethernet0/0    192.168.10.1  YES  manual  up  up 
 Ethernet0/1    unassigned   YES  unset   administratively down  down 
 Ethernet0/2    unassigned   YES  unset   administratively down  down 
 Ethernet0/3    unassigned   YES  unset   administratively down  down 
 Serial1/0       192.168.16.2  YES  manual  up  down 
 Serial1/1     unassigned   YES  unset   administratively down  down 
 Serial1/2     unassigned   YES  unset   administratively down  down 
 Serial1/3     unassigned   YES  unset   administratively down  down 
 We see the interfaces connecting between them are in “up/down” states which indicates an Layer 2 issue so we should check the configuration of these interfaces carefully with the “show running-config” command and pay attention to these interfaces.
 On R1: R1# show running‐config 
 <output omitted> 
 interface Serial1/2 
 ip address 192.168.16.1 255.255.255.252 
 ip nat inside 
 ip virtual‐reassembly in 
 encapsulation ppp 
 ppp authentication chap 
 serial restart‐delay 0 
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On Branch3:
 Branch3# show running‐config 
 <output omitted> 
 interface Serial1/0 
 ip address 192.168.16.2 255.255.255.252 
 encapsulation ppp 
 ppp chap hostname Branch_3 
 ppp chap password 0 Branch3_Secret! 
 serial restart‐delay 0 
 We learn from above config is R1 is using CHAP to authenticate Branch3 router (via the “ppp authentication chap” command on R1). Branch3 router is sending CHAP hostname “Branch_3” and CHAP password “Branch3_Secret!” to R1 to be authenticated. Therefore we should check if R1 has already been configured with such username and password or not with the “show running-config” command on R1:
 On R1:
 R1# show running‐config 
 <output omitted> 
 username Branch2 password 0 Branch2_Secret! 
 username Branch3 password 0 Branch3_Secret! 
 On R1 we see the configured username is “Branch3”, not “Branch_3” so the usernames here are mismatched and this is the problem -> Answer A is correct.
 Question 4 Why did Branch1 router lose WAN connectivity with R1 router? A. The IP address is misconfigured on PPP multi link interface on the Branch1 router. B. The PPP multilink group is misconfigured on the Branch1 serial interfaces. C. The PPP multilink group is misconfigured on the R1 serial interfaces. D. The Branch1 serial interfaces are placed in a shutdown condition.
 Answer: A
 Explanation This question clearly stated there is a WAN connectivity issue between R1 and Branch1 so we should check both of them with the “show ip interface brief” command. On R1:
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On R1:
 R1# show ip interface brief 
 Interface    IP‐Address   OK?  Method  Status  Protocol 
 Ethernet0/0    172.16.10.1  YES  manual  up  up 
 Ethernet0/1    203.1.1.2      YES  manual  up  up 
 Ethernet0/2    unassigned   YES  unset   administratively down  down 
 Ethernet0/3    unassigned   YES  unset   administratively down  down 
 Serial1/0       unassigned   YES  unset   up  up 
 Serial1/1       unassigned   YES  unset   up  up 
 Serial1/2       192.168.16.1  YES  manual  up  down 
 Serial1/3       192.168.15.1  YES  manual  up  up 
 Multilink1     192.168.14.1  YES  manual  up  up 
 NVI0       unassigned    NO   unset   up  up 
 On Branch1:
 Branch1# show ip interface brief 
 Interface    IP‐Address   OK?  Method  Status  Protocol 
 Ethernet0/0    192.168.12.1  YES  manual  up  up 
 Ethernet0/1    unassigned   YES  unset   administratively down  down 
 Ethernet0/2    unassigned   YES  unset   administratively down  down 
 Ethernet0/3    unassigned   YES  unset   administratively down  down 
 Serial1/0       unassigned   YES  unset   up  up 
 Serial1/1       unassigned   YES  unset   up  up 
 Serial1/2      unassigned   YES  unset   administratively down  down 
 Serial1/3      unassigned   YES  unset   administratively down  down 
 Multilink1     192.168.41.2  YES  manual  up  up 
 We can see that although the Multilink1 interfaces are in “up/up” state but they are not in the same subnet. According to the IP address scheme shown on the topology we can deduce the Multilink interface on Branch1 has been misconfigured, it should be 192.168.14.2 instead.
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