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 case notes
 Everyone knows someone who can ‘do you afavour’ and for many people that person was
 Abdul Musa, a back street garage mechanic whoearned £24,000 during a four year scam bycharging his customers £300 a time to take theblame for their speeding fines.
 Using an assortment of fake driving licences andaliases, Musa, 48, dealt with almost 120 speedingtickets on behalf of others before a LancashirePolice operation stopped him in histracks.
 The dodgy Blackburn-based mechanicmade a large sum of money as wordof mouth meant those who had cometo him for repairs – many withpreviously clean driving licences –sought help with their fines.
 “The investigation started when a member ofpolice staff, preparing court files, becamesuspicious of the driver address nominated on the
 notice of intended prosecution,” said PC MarkPilkington, who led the investigation.
 “Musa’s home address had been seen by themember of police staff on a number of occasions,but with differing names. When she investigatedfurther we found that there were over a hundredoffences pertaining to the one address.”
 The investigation soon revealed that Musa, a casualmechanic, was using his business as afront for carrying out the scam.
 He charged ‘customers’ up to £300per offence and told them that hewould provide details to the police,which would result in them evadingprosecution for speeding offences.
 The scamMusa told those requiring his service that theircover story would be that he wasservicing/repairing the vehicle and it was on a test
 The ghost licencespeeding fine scam
 Peter Stelfox the head of Investigative Practice atthe NPIA talks to Carol Jenkins about the progress
 made over the past decade in crime investigation.
 feature art icles
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 best practice
 One district in the Police Service of NorthernIreland (PSNI) re-emphasised Offences Taken
 in Consideration or TICs and saw their clearancerate increase. Carol Jenkins talks to DI MarkDennison from the force and DI Matt Bonner fromHertfordshire Constabulary about the reasonsbehind the success.
 When DI Matt Bonner from HertfordshireConstabulary gave a media interview about thebenefits his force had gleaned by implementingTICs – his words resonated with DI Mark Dennisona detective working within the H district of PSNI.
 On reading about the success Hertfordshire washaving in its clearance rates and also on victimsatisfaction levels, Mark quickly realised thatimplementing TICs could have the opportunity tomake a positive impact on performance.
 Last year the total TICs detected in the force was125 – which contributed less than 0.01 per cent ofthe clearance rate – a figure that starkly illustratedjust how little emphasis was being put on TICs.Mark contacted Matt at Hertfordshire who thenvisited the force in May last and gave apresentation on his work.
 The reaction I got was mixed and in some casessceptical. Some of the audience members said theydidn’t think it would work in Northern Irelandbecause of the supposed ‘not guilty’ culture inNorthern Ireland and the attitude of the courts,”said Matt.
 “This wasn’t really a surprise because these werecomments officers here were making years ago.The reason is that there are too many badheadlines around TICs and so you can understandwhy they might be negative.”
 Matt was quick to stress to his PSNI colleagues thatthe rationale of implementing TICs was not to‘fiddle the figures’ or clear up more crime but toprovide greater victim satisfaction.
 “The reason we are detecting these crimes isn’tsimply so the number go up but so there are lessvictims and that people have more confidence inthe service we are delivering,” said Matt.
 “If you put officers under pressure to do TICsbecause of the detection rate then they can switchoff. This has to be looked at in wider context.”
 Soon after, Mark began working with detectives inH district to create a culture of TICs. This came at atime when the overall clearance rate for the forcewas around 20 per cent with the burglary clearancerate languishing at ten per cent.
 One of the towns in H district Ballymena had alarge heroin-taking community who were fuellingtheir habits by committing crime.
 When H district officers began working with suchoffenders they found they were engaging withthem in a different way and that a new level of co-operation emerged.
 DDeetteeccttiinngg SSuucccceessss
 BTP is to become one of the first forces to trial self-administered interviews to help investigators deal
 more effectively with victims and witnesses.
 feature art icles
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 cover story
 The professionalisation of crime investigationhas developed considerably over the past
 decade. Carol Jenkins talks to Peter Stelfox, Headof Investigative Practice at the NPIA about thefactors that have influenced its developments.
 It might seem surprising that investigation practiceis still a relatively new concept in UK policing andthat it is only in the past decade that it hasdeveloped into a discipline in its own right.
 The progress that has been made in ensuringcriminal investigation is now an important sub-discipline has been charted in a new book writtenby Peter Stelfox, The NPIA’s Head of InvestigativePractice.
 Entitled Criminal Investigation – an introduction toprinciples and practice – the book is aimed atpractitioners and looks at the purpose and role ofan investigation, the legal, policy andorganisational context in which criminalinvestigations take place as well as the evidenceand information that criminal investigators seek.
 It also provides an analysis of the process andmethods of criminal investigation; the knowledge,techniques and decision making abilities thatpractitioners require to carry out criminalinvestigations; how and why it is that some crimesare solved and some are not; the supervision ofcriminal investigation as well as a review of some ofthe key contemporary issues that have a bearing oncriminal investigations.
 Although the Macpherson inquiry into the failedinvestigation into the death of Stephen Lawrenceis widely attributed as a key milestone in thehistory of criminal investigation, Mr Stelfoxbelieves its origins lie much earlier.
 “While Lawrence was an important milestone, itwasn’t the origin of the development,” heexplained.
 “One of the most significant factors was thesetting up of the homicide working group and therealisation that there were too many questionsbeing asked about the competence ofinvestigations,” he continued.
 Lawrence was one example of this but there wereother examples of where courts were identifyingmiscarriages of justice – cases where you wouldhave expected to get a detection but weren’tgetting one.”
 While there have always been examples of goodpractice within the police service, it has, in the past,been patchy.
 The idea of investigative practice grew up withinthe homicide working group as a way of promotingthis best practice within the police service as awhole.
 “Lawrence was actually a good example in thatnot every criminal investigation was poor at thetime. Some of them were really good. It’s toomuch of a sweeping statement to say they were all
 Brought to Book
 How one district in the PSNI made greater use ofTICs and saw crime reduce and a better deal for
 victims and witnesses. Carol Jenkins reports.
 12
 12 www.the-investigator.co.uk
 best practice
 British Transport Police will be piloting selfadministered interviews that will help
 witnesses preserve their memory of a crime. CarolJenkins talks to the force interview champion IanTrantum about the latest development.
 The interviewing of large numbers of witnesses tothe same crime have traditionally provedchallenging for investigators.
 This is largely due to concern both over thereliability of a witness account and the very real riskof contamination of evidence.
 A group of 80 Tier 3 Advanced Interviewers fromthe British Transport Police met in Birmingham lastweek to discuss plans for the force to pilot asystem of self administered interview designed toaddress such concerns.
 Force interview champion Ian Trantum describedthe new scheme as a “tool for investigators to usewhere there are multiple eye witnesses to anoffence.”
 Speaking exclusively to the Investigator, Ianexplained: “The key thing is that we aremaintaining and capturing early accounts ofincidents and we are preserving people’s memoriesso that they give an uncontaminated account.”Ian said that at the moment, the current systemwhereby forces give witnesses questionnaires and
 ask them questions about an incident, runs the riskof influencing their replies.
 Influencing memory“If you ask someone a question such as ‘have youseen the white escort?’ When actually they mightthink its a blue escort then if you suggest to them itwas a white escort then you have the potential toinfluence their answer.”
 Under the pilot, multiple witnesses to serious andmajor crime will be given a booklet to completethat will be handed to officers. This will enableofficers to collate an uncontaminated account andalso inform which witnesses are a priority.
 “It will also enable us to record some basisinformation about what details the witness recallsfrom the incident at an early stage to prevent anyrisk of their memory failing,” said Ian.
 “Once we receive the individual witness accountsthen we will be able to prioritise them and decidewho should be video-interviewed.”The BTP Advanced Interviewers were given apresentation of the pilot scheme, by Dr LorraineHope and Dr Fiona Gabbert, who devised the SelfAdministered Interview (S.A.I.). It is particularlyrelevant to the force because many of the incidentsthat occur in and around the transport system areseen by multiple witnesses.
 IInntteerrvviieewwiinnggiinnnnoovvaattiioonn
 Lancashire detectives secured a conviction against amechanic who used fake driving licences to deal
 with 120 speeding tickets on behalf of others. DanielDexter reports.
 19
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 This week’s interview with Peter Stelfox puts in context thereasons why investigative practice has developed as animportant discipline over the past decade.
 Mr Stelfox charts the key developments that have occurredsince the introduction of PACE.
 He singles out investigative interviewing as being the area thathas been subject to most change and progress during this time.
 Our feature on the BTP pilot into self-administeredinterviews is a good example of this as the service continues towork to make the most out of witness evidence by conductingeffective interviews. This is turn helps ensure the needs ofvictims and witnesses are paramount to the whole process.
 This theme is also echoed in our feature on how one district inPSNI has made greater use of TICs as way of not justimproving performance but also providing a better service forvictims and witnesses.
 All of our main features highlight the fact that the need toprofessionalise the process of criminal investigation all stemsback to this issue of public confidence and of the need tomaintain what can often be a complex and often fragilebalancing act.
 Carol Jenkins
 From the editor
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 news
 The masterclass will take place over two days andimmediately follows the iIIRG Annual Conference.The first session starts at 2pm and will involve anafternoon workshop analysing interviewtranscripts and witness statements.
 Participants will examine question types andfunctions, applying discourse analysis andconversation analysis techniques and producingeffective witness statements by taking account ofnarrative theory.
 The first day will close with a general lecture on thecontribution of forensic linguistics to policing. Thiswill be a review of techniques and cases, deliveredduring and after dinner at the Thistle Hotel,Middlesbrough, on the evening of the first day.
 The second day of the masterclass will run from9am to 5pm and will focus on interviewing with aninterpreter. This will sensitise interviewers to theissues involved in public service interpreting andwill offer advice on how to manage interpreter-mediated interaction.
 The workshop will raise awareness of the role ofinterpreters and the nature of their work, enablingthe participants to define their expectations forsituations where non-English-speaking parties areinvolved. It will also provide relevant practicaltraining, making use of role playing activities andreal life case studies.
 Masterclass fees
 The cost for the masterclass is £295 per person. Theprice includes all tuition, dinner and hotelaccommodation in the five star Thistle Hotel,Middlesbrough, and all refreshments on both daysat the University.
 Gavin OxburghTel: +44 (0) 1642 342 342
 Email: [email protected]
 Contact information
 www.tees.ac.uk
 The second International InvestigativeInterviewing Research Group AnnualConference takes place from 14-16 April,2009, at the University of Teeside, Middlesbrough.
 A number of highly-respected academics havebeen invited to speak at the conference, which istitled Putting Theory into Practice: The Dilemmasof Law and Psychology.
 Keynote speakersProfessor Michael E LambKeynote address - ConductingDevelopmentally AppropriateInterviews of Young Witnesses
 Professor Aldert VrijKeynote address - DetectingDeception: Pitfalls andOpportunities
 Professor Malcolm CoulthardKeynote address - The Problems ofLegal/Lay Communication in ForensicSettings
 Professor Peter van KoppenKeynote address - SweetInterrogations: The Role ofInterrogations in Complicated PoliceInvestigations
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MARCH COMPETITION WINNERSCSI Grave Danger DVD - DI Stuart Cossar, Dunfries and GallowayMobile phone – DS Jeff Boxer, NPIA WybostonMobile phone – Peter Boyd Harperley HallMr Whicher book – DC Ian Bennett South Yorkshire, DI Tim Wilkinson - Met, DS Jennifer Bond - Queensland Police, Gerry Davies - NPIA Wyboston, Clare - Bedfordshire Police
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 news
 SIO Regionalseminar held
 The ACPO HomicideWorking Group, inconjunction with the NPIA,held the first of threeregional seminars last week.
 Led by SIO Registrar SteveMaher, the event was heldat Bramshill and the aim wasto provide an update oncurrent SIO policy, anddisseminate good practiceidentified duringstandardisation team visitsto forces.
 Key features of the seminarincluding an update on theSIO DevelopmentProgramme (SIODP);registration process andcontinuing professionaldevelopment framework;new evidential requirementsfor PIP Level 3 relating tohomicide investigation andstandardisation strategy.
 Delegates who attendedincluded heads of crime,force HR, PIP Champions,PIP Level 3 Assessors; PIPLevel 3 Internal Verifiers;Force Assessment Co-ordinators and SIODPtraining managers anddeliverers.
 National Firearms conference date announcedThe National Police Firearms Conference will take place next month toenable professionals from across the firearms spectrum are able toget together to share experiences, knowledge and best practice.
 The conference will be held on May 8 to May 10 at NPIA Ryton.The programme will include: workshops, keynote speakers, latestspecialised products from a wide range of exhibitors, such as weaponsmanufacturers as well as an opportunity to ask questions ofrepresentatives of ACPO, NPIA and IPCC on a range of topics ofinterest.
 Topics covered will include: Police Use of Firearms Manual of Guidance(The Management, Command and Deployment of Armed Officers), theOlympics, Command, Firearms licensing and the NPFTC, Counter-terrorist units, SOCA and lesson learned and shared from operationalexperiences.
 UK’s first Supreme Court to open in October Justice Minister Jack Straw has confirmed that the UK’s first SupremeCourt is to open in October.
 He announced that the renovation ofMiddlesex Guildhall has now beencompleted on time and within budget.The building has been handed to theMinistry of Justice to carry out the finalphase of works.
 “This is a major milestone in the development of a Supreme Court forthe United Kingdom.” said Mr Straw. “This renovation has breathednew life into a previously tired building, which sits in one of the mosthistoric and recognisable public spaces in the world. The renovationworks have been completed to the highest standard, as appropriate forits setting and required for a Grade II listed building.”
 The Ministry of Justice will now take forward the final phase of works .
 As announced in July 2008, work will soon begin to ensure the securityprovision at Middlesex Guildhall is in line with other high profile centralgovernment and court buildings.
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 cover story
 The professionalisation of crime investigationhas developed considerably over the past
 decade. Carol Jenkins talks to Peter Stelfox, Headof Investigative Practice at the NPIA about thefactors that have influenced its developments.
 It might seem surprising that investigation practiceis still a relatively new concept in UK policing andthat it is only in the past decade that it hasdeveloped into a discipline in its own right.
 The progress that has been made in ensuringcriminal investigation is now an important sub-discipline has been charted in a new book writtenby Peter Stelfox, The NPIA’s Head of InvestigativePractice.
 Entitled Criminal Investigation – an introduction toprinciples and practice – the book is aimed atpractitioners and looks at the purpose and role ofan investigation, the legal, policy andorganisational context in which criminalinvestigations take place as well as the evidenceand information that criminal investigators seek.
 It also provides an analysis of the process andmethods of criminal investigation; the knowledge,techniques and decision making abilities thatpractitioners require to carry out criminalinvestigations; how and why it is that some crimesare solved and some are not; the supervision ofcriminal investigation as well as a review of some ofthe key contemporary issues that have a bearing oncriminal investigations.
 Although the Macpherson inquiry into the failedinvestigation into the death of Stephen Lawrenceis widely attributed as a key milestone in thehistory of criminal investigation, Mr Stelfoxbelieves its origins lie much earlier.
 “While Lawrence was an important milestone, itwasn’t the origin of the development,” heexplained.
 “One of the most significant factors was thesetting up of the homicide working group and therealisation that there were too many questionsbeing asked about the competence ofinvestigations,” he continued.
 Lawrence was one example of this but there wereother examples of where courts were identifyingmiscarriages of justice – cases where you wouldhave expected to get a detection but weren’tgetting one.”
 While there have always been examples of goodpractice within the police service, it has, in the past,been patchy.
 The idea of investigative practice grew up withinthe homicide working group as a way of promotingthis best practice within the police service as awhole.
 “Lawrence was actually a good example in thatnot every criminal investigation was poor at thetime. Some of them were really good. It’s toomuch of a sweeping statement to say they were all
 Brought to Book
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 cover storyimplemented and interpreted differently indifferent forces.
 “Even allowing for that. It has been successful ingiving the service a way of adopting commonstandards for the training and accreditation ofinvestigators,” he explained.
 “I think that PIP will undoubtedly develop into newareas. There is a wide range of people currentlyinvolved in criminal investigation who are notcurrently covered by PIP who is years to come withhave their training and accreditation includedwithin the PIP regime,” he said.
 At present, there is a heavy emphasis towardshomicide and major incidents but Mr Stelfoxpredicts that PIP will need to adapt to be able totake in a range of investigators involved in fraud,
 organised crime and child abuseat senior level.
 “PIP needs to acknowledge thatand find a way of includingthem.”
 Another key driver of change hasbeen the introduction of
 legislation that has helped shape investigativepractice. This includes PACE, Criminal Procedureand Investigation Act 1996, the Prosecution ofOffences Act 1985 and the Regulation ofInvestigatory Powers Act 2000.
 Mr Stelfox describes the legislation as being“massively influential in defining the role of theinvestigator.”
 He hopes that his book will provide a valuablereference resource for frontline officers in onesingle place about how the different componentsof investigative practice have developed.
 “There was no book that brought all that togetherand by writing the book I hope that I have broughttogether all those strands to give practitioners anidea of the principles underlying that practice andhow they are connected to the various disciplinesinvolved.”
 flawed. The task was to make sure they becamestandardised.”
 The key to this standardisation andprofessionalisation of this area of policing has notprincipally been through review or businessprocesses but with the realisation that the mostimportant aspect is professionalising the skills andpractice of individual investigators.
 The strong leadership of the Homicide WorkingGroup under Tony Rogers and now Jon Stoddart isan important factor in the development says MrStelfox.
 “You’ve got the ideal mix – you’ve got good chiefofficers leading it who provide the motivation anddrive. They are supported by high rankingpractitioners who are doing this as their day job.”
 While his book looks at theprogress that has been made withtechnology and forensics, MrStelfox believes the biggestimprovement has been in the areaof investigative interviewing.
 “You can have a DNA hit but unlesssomeone has the competence to go in and speak tothat suspect and the witness and put the DNA hit incontext then the case will not get to court.”
 He attributes the success of improved standards ofinvestigative interviewing to the National StrategicInvestigative Interview Group and the leadership ofNational Interview Advisor Gary Shaw.
 Despite the progress already been made, there isstill much to do and Mr Stelfox charts a possibleway forward as greater collaboration betweenuniversities and the police service. This has been aparticular success in Australia with universities suchas Charles Sturt working closely with police toconduct research.
 The introduction of PIP as not just aprofessionalisation of standards but as a newbusiness process has been another factor.However, Mr Stelfox recognises this has been
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 cover storyLooking to the future challenges for investigativepractice, Mr Stelfox believes that one key factorwill be adapting it to cope with the changesbrought about by the use of the internet andelectronic media as well as the increasinginternational element of investigations and thechallenges they bring.
 “We increasingly have to carry out investigationsinto possible offences that have occurred online orhave partially happened in other jurisdictions.
 “The challenge for the police service now and inthe coming years is to make investigative practicemore relevant to a globalised world where mosttransactions are based on electronic date ratherthan paper. These are where the newdevelopments are coming from and are somethingthat we now need to be alive to.”
 Criminal Investigation - An introduction to principles and practicePeter Stelfox (Head of Investigative Practice, National Policing Improvement Agency [NPIA])
 About the bookCriminal investigation has a high profile in the media, and has attracted widespread interest. Within the policeit has been a rapidly developing field, important scientific and technological developments have had aconsiderable impact on practice, and important steps have been taken in the direction of professionalizing thewhole process of investigation. Within police studies criminal investigation has now emerged as an importantsub-discipline.
 This book provides an authoritative and highly readable introduction to the subject from somebody ideallyplaced to write about it, focusing on how police practitioners carry out investigations. It looks systematically atthe purpose and role of criminal investigation; the legal, policy and organisational context in which criminalinvestigation takes place; the evidence and information that criminal investigators seek; the process andmethods of criminal investigation; the knowledge, techniques and decision making abilities that practitionersrequire to carry out criminal investigations; how and why it is that some crimes are solved and some are not;the supervision of criminal investigation; and a review of some of the key contemporary issues that have abearing on criminal investigation.
 Criminal Investigation will be essential reading for both policing practitioners (student police officers as well asofficers taking higher levels of CPD within the police service) and students taking courses in criminalinvestigation, forensic sciences and investigation, police studies and police science, and other courses where aknowledge of criminal investigation is required.
 Competition
 To win a copy of Criminal Investigation by PeterSelfox, simply answer the question at thebottom of this page and email your answer to:[email protected]
 6 copiesto bewon inthis issue
 Competition detailsQuestion: Which city in England is Inspector Morse associated with?
 The competition closes on 30th April 2009. The winners will be notified by email and will have their names published in the next edition of The Investigator. The editor’s decision is final.
 In association with Willan Publishing, Culmcott House, Mill Street, Uffculme, Devon, EX15 3AT. Tel: 01884 849085
 www.willanpublishing.co.uk
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 best practice
 British Transport Police will be piloting selfadministered interviews that will help
 witnesses preserve their memory of a crime. CarolJenkins talks to the force interview champion IanTrantum about the latest development.
 The interviewing of large numbers of witnesses tothe same crime have traditionally provedchallenging for investigators.
 This is largely due to concern both over thereliability of a witness account and the very real riskof contamination of evidence.
 A group of 80 Tier 3 Advanced Interviewers fromthe British Transport Police met in Birmingham lastweek to discuss plans for the force to pilot asystem of self administered interview designed toaddress such concerns.
 Force interview champion Ian Trantum describedthe new scheme as a “tool for investigators to usewhere there are multiple eye witnesses to anoffence.”
 Speaking exclusively to the Investigator, Ianexplained: “The key thing is that we aremaintaining and capturing early accounts ofincidents and we are preserving people’s memoriesso that they give an uncontaminated account.”Ian said that at the moment, the current systemwhereby forces give witnesses questionnaires and
 ask them questions about an incident, runs the riskof influencing their replies.
 Influencing memory“If you ask someone a question such as ‘have youseen the white escort?’ When actually they mightthink its a blue escort then if you suggest to them itwas a white escort then you have the potential toinfluence their answer.”
 Under the pilot, multiple witnesses to serious andmajor crime will be given a booklet to completethat will be handed to officers. This will enableofficers to collate an uncontaminated account andalso inform which witnesses are a priority.
 “It will also enable us to record some basisinformation about what details the witness recallsfrom the incident at an early stage to prevent anyrisk of their memory failing,” said Ian.
 “Once we receive the individual witness accountsthen we will be able to prioritise them and decidewho should be video-interviewed.”The BTP Advanced Interviewers were given apresentation of the pilot scheme, by Dr LorraineHope and Dr Fiona Gabbert, who devised the SelfAdministered Interview (S.A.I.). It is particularlyrelevant to the force because many of the incidentsthat occur in and around the transport system areseen by multiple witnesses.
 IInntteerrvviieewwiinnggiinnnnoovvaattiioonn
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 best practiceACPO has approved field trials for the new systemand a number of forces including GMP haveexpressed an interest in taking part. BTP officershave received training in the new system and theterms of reference are being set by the force.
 Ian explained that the contamination of witnesseswas a “massive issue that a lot of forces haven’twoken up to yet.”
 “In my opinion, the next miscarriage of justice willarise from witness contamination,” he said.“Although we are initially using self administeredinterviews for serious major crime, I can see a timewhen it will be used more widely once it becomesembedded into the service.”
 Sentence guidelinesBTP officers also use sentence guidelines in suspectinterviews. These were introduced into the force acouple of years ago. Prior to an interview, theinterviewing officer would prepare a disclosuredocument for a pre-interview briefing with asolicitor, including “Sentence Guidelines”, Once the
 interview commences, they will form part of theintroduction by the interviewing team.
 “If someone is willing to accept responsibility foran offence at the earliest opportunity, they maybeentitled to a reduction in sentence.” said Ian.
 Witness StrategiesDr Kevin Smith from the NPIA also gave officers apresentation about witness strategies concerningvulnerable witnesses – again another issue ofconcern to investigative interviewers.
 He gave details of current legislation and bestpractice. BTP is unique in that is has over seventyTier 3 Advanced Interviewers and also one hundredand fifteen officers trained in the skills ofinterviewing children.
 For more information on the BTP pilot contact Ian at: [email protected]
 Serving Police Forces throughout the UK
 OmniPerception Ltd, 15 Frederick Sanger Rd, Guildford, SurreyTel: 01483 688 350 [email protected] www.omniperception.com
 Custody Imaging & Identity Solutions
 Reduce custody process costswith facial biometrics
 Rapid identif ication
 Faster throughput
 Save time, save money
 Unique biometric softwareby OmniPerception Ltd
 Digital Image RegisterManufactured by DW Group Ltd
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 best practice
 One district in the Police Service of NorthernIreland (PSNI) re-emphasised Offences Taken
 in Consideration or TICs and saw their clearancerate increase. Carol Jenkins talks to DI MarkDennison from the force and DI Matt Bonner fromHertfordshire Constabulary about the reasonsbehind the success.
 When DI Matt Bonner from HertfordshireConstabulary gave a media interview about thebenefits his force had gleaned by implementingTICs – his words resonated with DI Mark Dennisona detective working within the H district of PSNI.
 On reading about the success Hertfordshire washaving in its clearance rates and also on victimsatisfaction levels, Mark quickly realised thatimplementing TICs could have the opportunity tomake a positive impact on performance.
 Last year the total TICs detected in the force was125 – which contributed less than 0.01 per cent ofthe clearance rate – a figure that starkly illustratedjust how little emphasis was being put on TICs.Mark contacted Matt at Hertfordshire who thenvisited the force in May last and gave apresentation on his work.
 “The reaction I got was mixed and in some casessceptical. Some of the audience members said theydidn’t think it would work in Northern Irelandbecause of the supposed ‘not guilty’ culture inNorthern Ireland and the attitude of the courts,”said Matt.
 “This wasn’t really a surprise because these werecomments officers here were making years ago.The reason is that there are too many badheadlines around TICs and so you can understandwhy they might be negative.”
 Matt was quick to stress to his PSNI colleagues thatthe rationale of implementing TICs was not to‘fiddle the figures’ or clear up more crime but toprovide greater victim satisfaction.
 “The reason we are detecting these crimes isn’tsimply so the number go up but so there are lessvictims and that people have more confidence inthe service we are delivering,” said Matt.
 “If you put officers under pressure to do TICsbecause of the detection rate then they can switchoff. This has to be looked at in wider context.”
 Soon after, Mark began working with detectives inH district to create a culture of TICs. This came at atime when the overall clearance rate for the forcewas around 20 per cent with the burglary clearancerate languishing at ten per cent.
 One of the towns in H district Ballymena had alarge heroin-taking community who were fuellingtheir habits by committing crime.
 When H district officers began working with suchoffenders they found they were engaging withthem in a different way and that a new level of co-operation emerged.
 DDeetteeccttiinngg SSuucccceessss
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where Mark has liaised with Matt to ensure thatthey are taking the correct approach.
 One issue occurred with shoplifting offences that inthe past might not have been reported andincorporated into stock loss. Now that officers areimplementing TICs they were finding they weregetting admissions to crimes that hadn’t beenrecorded.
 Matt advised them recording standards would notallow individual shoplifting offences to be crimed
 but to crime each shop as oneoffence and if they had anycrimes that had previously beenreported then detect those.
 Another issue was around howto respond if an admissiondoesn’t fit an investigation. Matt
 said that it is not likely because officers are tryingto detect more than they should but maybebecause there was more than one offence beingreported at the scene and they have go the wrongone.
 Results are now beginning to be seen in the crimefigures where the burglary clearance rate is 29 percent and the clearance rate is 41.7 per cent.
 The Public Prosecution Service (PPS) and alsovictims have also been supportive of the work.The PSNI/Hertfordshire collaboration continuesand officers from PSNI recently came over theHertfordshire to shadow detectives and observehow they were using TICs.
 Mark summed up just what an impact this workwas having. “One DS has been in CID for ten yearsand he says this is the most rewarding work he hasever done and this is something I would echo.
 “TICs have helped up do what we joined up to doto prevent and detect crime and make people feelsafer.”
 www.the-investigator.co.uk 15
 best practice“We recently worked with an individual who was alevel two criminal who we wouldn’t have pitchedTICs to a year ago – but now we have him onboard.”
 Other benefits include the fact officers now havemore accurate intelligence about the crime-committing patterns of prolific offenders.
 In one case, a prolific offender provided police withdetails of a number of burglaries he was involved inbut it turned out that he wasn’t as actively involvedin crime as they had first thought.The perception was that everytrailer or plant hire theft linkedback to him, but closer workingwith the individual caused police todiscover this wasn’t the case.
 Another offender was servingthree-and-a-half years in prison foraggravated burglary and officersvisited him in prison and he agreedto help them within ten minutes of their visit – withthe full support of his solicitor. As a result, officerstook 90 TICS – the majority of which wereburglaries.
 In another case, officers worked with a heroinaddict who was stealing purses from behind shopcounters to fund his £175 a day drug habit Hehelped them clear up 40 job and with the supportof police and other agencies is working onbecoming drug free and turning his life around.
 The positive impact that TICs were having on HDistrict has not been lost on the force as a wholeand the ACPO officers are now backing theinclusion of TIC training within investigator courses.
 Mark has also conducted briefings with otherdistricts to highlight the benefits. H District is nowlooking to develop its work further by allocated 1DS, 4 DCs and an analyst full time to the work.
 ChallengesIntroducing a TIC culture hasn’t been without itschallenging and there have been several examples
 DI Mark Mark Dennisonand DI Ma� Bonner (right)
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 The Psychology of Police Investigations is a moduledesigned to provide students with a criticalunderstanding of the psychological and legal issuesregarding the psychology of police investigations.
 The module will analyse the ways in whichpsychological theories can be applied to the policeinvestigative process (including the gathering ofevidence) and will consider the investigatoryprocess of victims, witnesses and suspects ofcrime.
 The Legal Principles of Evidence focuses on the lawof evidence in both civil and criminal spheres. Themodule will start with a brief overview of theEnglish Legal System before introducing thefundamental principles governing the law ofevidence, including the burden and standard ofproof in criminal and civil trials and the competenceand compellability of witnesses to testify.
 It then goes on to examine key aspects of theadmissibility of evidence at trial, such as hearsay,bad character evidence, privileged evidence, PublicInterest Immunity and opinion evidence. Itchallenges students to explore the practical andtheoretical implications of the rules from anacademic viewpoint, particularly in the light of theEuropean Convention on Human Rights and theHuman Rights Act 1998.
 Introduction to Concepts of Terrorism and CounterTerrorism Strategy introduces a range of conceptsrelating to terrorism and will explore a number ofkey issues including definitions of terrorism;
 training promotion
 The BSc Policing and Investigation has beendesigned especially as a ‘top up’ programme
 of study for police students who have successfullycompleted the Foundation Degree in PoliceStudies or in Professional Policing or a comparableFoundation Degree in Policing.
 In line with DfES requirements for foundationdegrees, student officers who successfullycomplete each stage of these programmes will beeligible to use their full credit towards completionof an undergraduate degree programme. The teamhas consulted with colleagues within ClevelandPolice and West Mercia Constabulary.
 E-Learning expertise has been provided by Dr. JohnDent and Michael Teague from the University ofTeesside as well as inter-school expertise fromwithin the School of Social Sciences and Law.Lecturers on the programme include GavinOxburgh (Psychology), Dr. Georgios Antonopoulos(Criminology), Emma Martin (Law, Policing andInvestigation),Barrie Sheldon (West Mercia based -Law, Policing and Investigation) and RachelStrzelecki (West Mercia based - Law, Policing andInvestigation).
 With this subject expertise we are confident thatpolice officers will find the course useful for workand for their professional development. Studentswill study all core modules and would choose 1option module using their own computers at homewhich will allow officers to fit in their study aroundtheir busy shift patterns.
 UUUU nnnn iiii vvvv eeee rrrr ssss iiii tttt yyyy oooo ffff TTTTeeee eeee ssss iiii dddd eeee llll aaaa uuuu nnnn cccc hhhh eeee ssss nnnn eeee wwww cccc oooo uuuu rrrr ssss eeee iiii nnnn pppp oooo llll iiii cccc iiii nnnn gggg aaaa nnnn dddd iiii nnnn vvvv eeee ssss tttt iiii gggg aaaa tttt iiii oooo nnnn
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 training promotionideologies; typology; group structures; tactics;methods of operation; target selection; stateresponse; use of technologies; funding; and mediaimpact.
 The module will also explore the concept of anddelivery of counter terrorism initiatives with a focuson the measures being adopted within the UnitedKingdom. It will examine the role of the policeduring pre-emptive operations and major terroristincidents allowing the student to analyse theeffectiveness of the approaches being adopted.
 A number of influential terrorist groups will also bestudied which will provide the student with theopportunity of applying theory to practice. Thesegroups will include Islamic; political; and domesticextremist terrorist organisations.
 The Application of Intelligence to Crime,Criminology and Criminal Justice will providestudents with a comprehensive understanding ofthe role, uses and application of intelligence withincontemporary law enforcement and partneragencies.
 The students will also develop an understanding ofhow intelligence can be collected, collated,evaluated, managed and analysed, and will includethe impact of the National Intelligence Modelwithin the criminal justice arena.
 Throughout the module students will explore thesynthesis between intelligence and thecomplexities of related criminological theories andhow combined they impact on the discipline.
 Policing and Investigation Dissertation/ Work-BasedProject begins with five weeks of e-lectures tocover study and research skills then students willcomplete an on-line workbook relating to theirown research and study skills.
 Two further lectures will consider issues relating tohow to conduct a dissertation or work –basedproject for BSc Policing and Investigation. Issuessuch as time-tabling and reflective diary as well asundertaking the research process, supervision,structure and guidelines will be covered in order to
 provide the personal development plan element ofthis module.
 Following from this, students are provided withsupervisors to assist in terms of support andguidance on the dissertation process. In this waystudents move towards more autonomy within thedissertation.
 Race, Crime and Social Exclusion is an explorationof the ways in which the categories ‘race’,‘ethnicity’ and ‘social class’ are constructed andrepresented by the various forms and institutionsthat constitute the criminal justice system andwider systems of social control.
 The module also aims to examine the ideological,historical, economic and socio-political context ofhow ‘race’ and class came to be associated withcrime and criminal justice.
 This association of ‘race’, ethnicity, and class withcrime has been generated in part through earlycriminological discourse and throughcontemporary academic assessment of evidenceand explanations about whether and to whatextent minority ethnic criminality and victimisationis constructed by forms of racism.
 Various case studies of criminality andvictimisation, policing, stop and search, the courts,penality, genocide, racial violence etc. are utilised.Students are asked to acquaint themselves withrelevant theoretical and policy perspectives anddebates about minority ethnic groups in relation tothe criminal justice system, and to ask themselveswhether theories of racisms can enhance acriminological understanding of ‘race’, crime andsocial exclusion.
 For further details contact:AdministratorAdmissions & Marketing: Katrina SavageTel: 01642 342306 Email: [email protected]
 Policing Administrator: Sue HymanTel: 01642 384498 Email [email protected]
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Specialist Books on Analysis and Policing
 Get 15% off purchases of books on analysis and
 policing through , The Investigator plus free postage.
 Handbook of Policing (2e)
 Edited by Tim Newburn (LSE, University of London)
 This new edition of the Handbook of Policing updates and expands the highly successful first edition, and now includes a completely new chapter on policing and forensics. It provides a comprehensive but highly read-able overview of policing in the UK, and is an essential reference point combining the expertise of leading academic experts on policing and policing practitioners them-selves.
 'A major contribution to the study of policing in the UK ... authoritative, interesting and ex-tremely wide ranging.' - Sir Ian Blair (Commissioner, Metropolitan Police)
 August 2008 912pp 9781843923237 (Pbk) £34.99 / 9781843925002 (Hbk) £85.00
 Dictionary of Policing
 Edited by Tim Newburn (LSE, University of London) and Peter Neyroud (Chief Executive, NPIA)
 'This is the first time that the body of knowl-edge about Policing has been brought to-gether in a single volume dictionary accessi-ble to practitioner and member of public alike. It is a really welcome development.’ - Paul Stephenson QPM (Deputy Commis-sioner, Metropolitan Police Service)
 This dictionary contains approximately 300 entries (of between 500 and 1500 words) on key terms and concepts arranged alphabetically . It is edited by the UK’s leading academic ex-pert on policing and the Chief Executive of the National Policing Im-provement Agency
 April 2008 384pp 9781843922872 (Pbk) £24.99 / 9781843922889 (Hbk) £62.00
 Policing Key Readings
 Edited by Tim Newburn (LSE, University of London)
 This book aims to bring together the key readings which constitute this core of polic-ing studies, setting them within the neces-sary theoretical, social and political context, and providing an explanatory commentary. It will provide both students and practitioners with key literature and writing on policing. 'A collection of classic and contentious contri-butions to the literature on policing that will be an indispensable com-panion to any course on police and policing' - Professor P. A. J. Waddington (University of Wolverhampton)
 November 2004 848pp 9781843920915 (Pbk) £33.99 / 9781843920922 (Hbk) £87.50
 Handbook of Criminal Investigation
 Edited by Tim Newburn (LSE), Tom Williamson (formerly Univ. of Portsmouth) and Alan Wright (Keele Univ.)
 Handbook of Criminal Investigation is the most comprehensive and authoritative book yet published on the subject of criminal investigation, provides a rigorous and critical approach to not only the process of criminal investigation but also the context in which this takes place, the theory underlying it.
 May 2007 728pp 9781843921875(Pbk) £32.99 / 9781843921882 (Hbk) £85.00
 Introduction to Police Work
 Edited by Colin Rogers (University of Glamorgan) and Rhobert Lewis (University of Glamorgan)
 This book provides student police officers with a highly read-able and up to date introduction to the work of the police, exploring what this currently involved and the directions it may be going in.
 ‘Written by practitioners for practitioners, this book is a com-prehensive introduction to the work of policing and will provide a useful insight for anyone, seeking to understand our profession.’ – Peter Neyroud QPM (Chief Executive, NPIA)
 July 2007 312pp 9781843922834 (Pbk) £19.50
 Criminal Investigation Peter Stelfox (Head of Investigative Practice, National Policing Improvement Agency [NPIA])
 This book provides an authoritative and highly readable introduction to criminal investigation, from somebody ideally placed to write about it, focusing on how police practitioners carry out investigations. It will be essential reading for both student police officers as well as officers taking higher levels of CPD within the police service.
 March 2009 256pp 9781843923374 (Pbk) £18.50 / 9781843923381 (Hbk) £50.00
 Police Corruption Exploring police deviance and crime Maurice Punch (LSE) Policing and corruption are inseparable. This book argues that corruption is not one thing but covers many deviant and criminal practices in policing. It provides a fresh, accessible overview of this under-researched topic for students, academics, police and criminal justice officials and members of oversight agencies.
 March 2009 256pp 9781843924104 (Pbk) £21.99 / 9781843924111 (Hbk) £55.00
 Police Interviewing Styles and tactics
 Stephen Moston (James Cook University)
 Police Interviewing Styles and Tactics aims to describe and critically evaluate a wide range of police interviewing styles and tactics that might be used during the questioning of suspects in criminal investigations. This book will be essential reading on the subjects for both police practitioners and those studying the subject. July 2009 224pp 9781843925224(Pbk) £25.00 / 9781843925217 (Hbk) £55.00
 Policing and the Legacy of Lawrence
 Edited by Nathan Hall , John Grieve and Stephen P. Savage (University of Portsmouth)
 Foreword by Doreen Lawrence OBE February 2009 marks the 10th Anniversary of the publication of the Inquiry into the events surrounding the investigation of the murder of Stephen Lawrence. This book marks this anniversary and examines various dimensions of the impact of Lawrence on policing policy and practice.
 February 2009 304pp 9781843925057(Pbk) £22.00 / 9781843925064 (Hbk) £50.00
 Order via our website www.willanpublishing.co.uk using discount code INV09, or call 44(0)1884 849085 quoting The Investigator to receive your discount.
 All orders are made through Willan Publishing, Culmcott House, Mill Street, Uffculme, Devon EX15 3AT.
 Police Work Principles and practice
 Tim John, Rhobert Lewis and Colin Rogers (University of Glamorgan)
 This book provides a highly readable account of police work. It builds upon the same authors’ Introduction to Police Work to provide a comprehensive, in depth and critical understanding of policing in today’s diverse society. It will be especially appropriate for those on proba-tioner training programmes.
 Sept 2009 336pp 9781843925316 (Pbk) £20.99 / 9781843925323 (Hbk) £50.00
 NEW EDITION
 NEW TITLE
 NEW TITLE
 NEW TITLE
 NEW TITLE
 NEW TITLE
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 case notes
 Everyone knows someone who can ‘do you afavour’ and for many people that person was
 Abdul Musa, a back street garage mechanic whoearned £24,000 during a four year scam bycharging his customers £300 a time to take theblame for their speeding fines.
 Using an assortment of fake driving licences andaliases, Musa, 48, dealt with almost 120 speedingtickets on behalf of others before a LancashirePolice operation stopped him in histracks.
 The dodgy Blackburn-based mechanicmade a large sum of money as wordof mouth meant those who had cometo him for repairs – many withpreviously clean driving licences –sought help with their fines.
 “The investigation started when a member ofpolice staff, preparing court files, becamesuspicious of the driver address nominated on the
 notice of intended prosecution,” said PC MarkPilkington, who led the investigation.
 “Musa’s home address had been seen by themember of police staff on a number of occasions,but with differing names. When she investigatedfurther we found that there were over a hundredoffences pertaining to the one address.”
 The investigation soon revealed that Musa, a casualmechanic, was using his business as afront for carrying out the scam.
 He charged ‘customers’ up to £300per offence and told them that hewould provide details to the police,which would result in them evadingprosecution for speeding offences.
 The scamMusa told those requiring his service that theircover story would be that he wasservicing/repairing the vehicle and it was on a test
 The ghost licence speeding fine scam
 Specialist Books on Analysis and Policing
 Get 15% off purchases of books on analysis and
 policing through , The Investigator plus free postage.
 Handbook of Policing (2e)
 Edited by Tim Newburn (LSE, University of London)
 This new edition of the Handbook of Policing updates and expands the highly successful first edition, and now includes a completely new chapter on policing and forensics. It provides a comprehensive but highly read-able overview of policing in the UK, and is an essential reference point combining the expertise of leading academic experts on policing and policing practitioners them-selves.
 'A major contribution to the study of policing in the UK ... authoritative, interesting and ex-tremely wide ranging.' - Sir Ian Blair (Commissioner, Metropolitan Police)
 August 2008 912pp 9781843923237 (Pbk) £34.99 / 9781843925002 (Hbk) £85.00
 Dictionary of Policing
 Edited by Tim Newburn (LSE, University of London) and Peter Neyroud (Chief Executive, NPIA)
 'This is the first time that the body of knowl-edge about Policing has been brought to-gether in a single volume dictionary accessi-ble to practitioner and member of public alike. It is a really welcome development.’ - Paul Stephenson QPM (Deputy Commis-sioner, Metropolitan Police Service)
 This dictionary contains approximately 300 entries (of between 500 and 1500 words) on key terms and concepts arranged alphabetically . It is edited by the UK’s leading academic ex-pert on policing and the Chief Executive of the National Policing Im-provement Agency
 April 2008 384pp 9781843922872 (Pbk) £24.99 / 9781843922889 (Hbk) £62.00
 Policing Key Readings
 Edited by Tim Newburn (LSE, University of London)
 This book aims to bring together the key readings which constitute this core of polic-ing studies, setting them within the neces-sary theoretical, social and political context, and providing an explanatory commentary. It will provide both students and practitioners with key literature and writing on policing. 'A collection of classic and contentious contri-butions to the literature on policing that will be an indispensable com-panion to any course on police and policing' - Professor P. A. J. Waddington (University of Wolverhampton)
 November 2004 848pp 9781843920915 (Pbk) £33.99 / 9781843920922 (Hbk) £87.50
 Handbook of Criminal Investigation
 Edited by Tim Newburn (LSE), Tom Williamson (formerly Univ. of Portsmouth) and Alan Wright (Keele Univ.)
 Handbook of Criminal Investigation is the most comprehensive and authoritative book yet published on the subject of criminal investigation, provides a rigorous and critical approach to not only the process of criminal investigation but also the context in which this takes place, the theory underlying it.
 May 2007 728pp 9781843921875(Pbk) £32.99 / 9781843921882 (Hbk) £85.00
 Introduction to Police Work
 Edited by Colin Rogers (University of Glamorgan) and Rhobert Lewis (University of Glamorgan)
 This book provides student police officers with a highly read-able and up to date introduction to the work of the police, exploring what this currently involved and the directions it may be going in.
 ‘Written by practitioners for practitioners, this book is a com-prehensive introduction to the work of policing and will provide a useful insight for anyone, seeking to understand our profession.’ – Peter Neyroud QPM (Chief Executive, NPIA)
 July 2007 312pp 9781843922834 (Pbk) £19.50
 Criminal Investigation Peter Stelfox (Head of Investigative Practice, National Policing Improvement Agency [NPIA])
 This book provides an authoritative and highly readable introduction to criminal investigation, from somebody ideally placed to write about it, focusing on how police practitioners carry out investigations. It will be essential reading for both student police officers as well as officers taking higher levels of CPD within the police service.
 March 2009 256pp 9781843923374 (Pbk) £18.50 / 9781843923381 (Hbk) £50.00
 Police Corruption Exploring police deviance and crime Maurice Punch (LSE) Policing and corruption are inseparable. This book argues that corruption is not one thing but covers many deviant and criminal practices in policing. It provides a fresh, accessible overview of this under-researched topic for students, academics, police and criminal justice officials and members of oversight agencies.
 March 2009 256pp 9781843924104 (Pbk) £21.99 / 9781843924111 (Hbk) £55.00
 Police Interviewing Styles and tactics
 Stephen Moston (James Cook University)
 Police Interviewing Styles and Tactics aims to describe and critically evaluate a wide range of police interviewing styles and tactics that might be used during the questioning of suspects in criminal investigations. This book will be essential reading on the subjects for both police practitioners and those studying the subject. July 2009 224pp 9781843925224(Pbk) £25.00 / 9781843925217 (Hbk) £55.00
 Policing and the Legacy of Lawrence
 Edited by Nathan Hall , John Grieve and Stephen P. Savage (University of Portsmouth)
 Foreword by Doreen Lawrence OBE February 2009 marks the 10th Anniversary of the publication of the Inquiry into the events surrounding the investigation of the murder of Stephen Lawrence. This book marks this anniversary and examines various dimensions of the impact of Lawrence on policing policy and practice.
 February 2009 304pp 9781843925057(Pbk) £22.00 / 9781843925064 (Hbk) £50.00
 Order via our website www.willanpublishing.co.uk using discount code INV09, or call 44(0)1884 849085 quoting The Investigator to receive your discount.
 All orders are made through Willan Publishing, Culmcott House, Mill Street, Uffculme, Devon EX15 3AT.
 Police Work Principles and practice
 Tim John, Rhobert Lewis and Colin Rogers (University of Glamorgan)
 This book provides a highly readable account of police work. It builds upon the same authors’ Introduction to Police Work to provide a comprehensive, in depth and critical understanding of policing in today’s diverse society. It will be especially appropriate for those on proba-tioner training programmes.
 Sept 2009 336pp 9781843925316 (Pbk) £20.99 / 9781843925323 (Hbk) £50.00
 NEW EDITION
 NEW TITLE
 NEW TITLE
 NEW TITLE
 NEW TITLE
 NEW TITLE

Page 20
                        

The investigation consulted DVLA’s records in moredetail and further comparison showed that all theNIPs bore the signatures of the vehicles’ owners. However the nomination details on every NIP werefrom the same author. “This showed that everysingle document had been completed by the sameauthor and then signed by the owner,” said PCPilkington.
 It became evident atthis point that theinvestigation haduncovered a ‘fixer’; anindividual you couldpay to help you avoidprosecution.
 Game overMusa was arrested inJune last year in aseries of raids inwhich 15 initialsuspects were held.When officers
 searched his home, they found five £60 fixedpenalty notices, seven NIPs and one notice of courtproceedings. Many of the speeding offences wereless than 10 miles per hour over the limit and wouldhave led only to a £60 fine and three penaltypoints. Musa initially blamed an employee beforepleading guilty to 13 offences of perverting thecourse of justice.
 PC Pilkington said the evidence against Musa was“extremely strong and quite clearly showed thatthere was a conspiracy to pervert the course ofjustice” from the outset. This was more than asimple perjury/false statement offence due to theobvious collusion of the parties involved.”
 He added: “Whilst we were able to gather enoughevidence to put 13 of Musa’s customers before thecourt, Musa admitted that he took the blame forother people's speed camera offences on up to 120occasions.”
 The key challenges, said PC Pilkington, were incarrying out the arrests of the fixer and hiscustomers simultaneously. “There was always a
 20 www.the-investigator.co.uk
 drive at the time the offence was committed.
 “He used a string of false names at his address, anddue to the fact that police could not identify thepersons named, no proceedings were ever broughtagainst any driver,” explained PC Pilkington.
 “In the few cases that proceedings were broughtfor failing to identify thedriver of the vehicle, theDVLA would create a ‘ghostlicence’ to carry the penaltypoints awarded.”
 As the investigationprogressed it was identifiedthat there were up to 20mobile camera offenceswhere there was a clearimage of the driver.
 “These images werecompared to the DVLA-helddriver photographs andfound to be the owner of thevehicle and not the driver named on the notice ofintended prosecution (NIP),” said PC Pilkington.
 case notes
 Points to considerAlthough not used in the Musa case, PCPilkington said a number of experts could becalled upon to net similar scammers.
 “In this case the services of a forensicimaging expert were considered. Howeverdue to the clarity of the images that we had,and the early guilty pleas, it was notnecessary to do this. However, the expert hasbeen used in other cases with great success.
 “Although it was not used in this case theforce’s intelligence analysts are able toproduce offence timelines and spider chartsto show links between offenders. This wouldhave been invaluable at an early stage had itbeen used. It is currently being used in othersimilar complex investigations and is of greatuse to the investigator.”
 Abdul Musa
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 case notes
 Top tipsPC Pilkington has some advice for investigators who may experience a similar case:
 1. Utilise forensic experts where required in order to provide clear identification evidence.
 2. Consider intelligence analysts to provide timelines and spider charts. This is extremely helpful inshowing links that may not be apparent when information is initially recorded.
 3. Make use of search facilities available within the central ticket offices offence recording systems toidentify offence patterns. This will help to identify multiple driver nominations abroad, multipleaddresses and repeat offender names.
 4. Refer to details of vehicle keepers held by DVLA in order to confirm identity/handwriting/signatureof the person completing any documentation.
 Ghost licenceIn this investigation the details that Musaprovided to police were of individuals whodid not exist. He used variations of his ownname, along with false dates of birth. Whenprosecutions for failing to identify the driverwere brought against the people named whohad obviously not responded because theydid not exist, it was found by the courts andthe DVLA that there was no licence availableto endorse.
 A DVLA spokesperson has explained that
 When there is no driving licence for a personconvicted of an offence that attracts penaltypoints, the DVLA creates what is known as a‘non-licence holder record’ (referred to as aGhost licence). This is essentially a licencecreated for a non-licence holder, and it iscreated purely to record convictions wherethere is no licence holder.
 At the time these ghost licences are createdit is not possible to confirm the actualexistence of those named. The non licence iscreated in the event of a previous non-licence holder subsequently applying for alicence to drive, and in which case the pointswould be transferred to the new record.
 fear that if the operation was not carried out inthis way, but over a period of time, vital evidencecould be lost.
 “Also, due to this being a relatively new type ofoffence to be investigated by the force, therespective host policing division for the arrestshad to be convinced that it was an importantinvestigation for them to become involved in.”
 PC Pilkington said a number of lessons werelearned during the investigation.
 “This type of offence has only been investigated inLancashire since 2006. Although there have beenother smaller prosecutions/convictions, this wasthe first large and complex enquiry carried out bythe force. Without any pre existing frameworkbeing in place, a structure had to be identified inorder to show the evidence in a clear manner.”
 PC Pilkington said the defendants - Musa and hiscustomers - all entered guilty pleas. Thedefendants were all of Asian heritage whichnecessitated the use of interpreters and differentdefence barristers. “It also demonstrates howword of mouth within a particular community wasbehind Musa’s illegal enterprise.
 Musa was jailed for 16 months while his customersreceived a range of suspended prison terms andordered to carry out community work.
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 in this week
 ADutch lorry driver has been sentenced to 14years in prison for his part in the deaths of 58
 Chinese illegal immigrants.
 They were found suffocated in the back of PerryWacker's lorry when it was searched at the ferryport in Dover last June after arriving from Belgium.Wacker, from Rotterdam, had closed the only airvent on the side of the container to avoid detectionby immigration officials.
 At Maidstone Crown Court he was found guilty of58 charges of manslaughter, as well as four countsof conspiracy to smuggle immigrants into the UK.
 Wacker's co-accused, interpreter Ying Guo, wasjailed for six years for conspiring to smuggle illegalimmigrants into Britain. The jury of nine womenand three men convicted them unanimously afternearly 13 hours of deliberations following a six-week trial.
 Human 'cargo'The judge, Mr Justice Alan Moses, said that Wackerhad treated the victims as 'cargo'.
 "People like you create a risk of greater prejudiceagainst those people who quite legitimately cometo this country seeking refuge as asylum seekers orwhatever," he said.
 Only two of the 60 immigrants hidden in the backof the lorry survived the five-hour sea journey.Wacker claimed he thought he was bringing overtomatoes but fingerprint and DNA evidence linked
 2001Driver jailed forimmigrant deaths
 him to the warehouse where the Chineseimmigrants were held before they were locked intothe container.
 After the conviction, the Crown ProsecutionService (CPS) said it had ended in justice for thevictims. CPS prosecutor Karen Wiseman said: "Thesmuggling of humans has become as profitable asdrugs.
 "This trade hinges on the promise that at the endof the journey the illegal immigrants are headingfor a better life. "Tragically for these 58 victims,commercial gain took precedence over humanlife."
 5 April
 In Context
 In May 2001 the leader of the international ringbehind smuggling the Chinese into Britain wasgiven a nine-year sentence by a Dutch court.
 Gursel Ozcan, a Turk, was cleared ofmanslaughter but found guilty of negligence. Thesame month, six members of a UK-based"Snakehead" - or Chinese mafia - gang were jailedfor a total of almost 50 years for smugglingillegal immigrants into the UK and holding themfor ransom.
 Police believe 10 "Snakehead" gangs control thetrade in Britain.Many of the migrants, like the 58dead Chinese at Dover, come from Fujianprovince in east China and are charged up to$30,000 for the journey.
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 on this day
 Eric Rudolph agrees to plead guilty to a series ofbombings, including the fatal bombing at the
 1996 Olympics in Atlanta, in order to avoid thedeath penalty.
 He later cited his anti-abortion and anti-homosexual views as motivation for the bombings.Eric Robert Rudolph was born September 19, 1966,in Merritt Island, Florida. He served a brief stint inthe U.S. Army and later supported himself byworking as a carpenter.
 On July 27, 1996, a 40-pound pipe bomb explodedin Atlanta’s Centennial Olympic Park, killing onewoman and injuring over 100 people. A securityguard named Richard Jewell was initiallyconsidered the prime suspect in the case.
 Then, on January 16, 1997, two bombs went off atan Atlanta-area medical clinic that performedabortions, injuring seven people. In February ofthat same year, a bomb detonated at a lesbiannightclub in Atlanta, injuring four people. OnJanuary 29, 1998, a bomb exploded at aBirmingham, Alabama, women’s health clinic,killing a security guard and critically injuring anurse.
 Rudolph became a suspect in the Birminghambombing after witnesses reported spotting hispickup truck near the clinic before the bomb wentoff. Authorities then launched a massive manhuntin North Carolina, where he was spotted stockingup on supplies.
 In February 1998, Rudolph was officially charged asa suspect in the Birmingham bombing.
 In March 1998, Rudolph’s brother Daniel cut off hishand to protest what he saw as the mistreatmentof Eric by the F.B.I and the media.
 In May of that same year, Eric Rudolph was namedto the FBI’s Ten Most Wanted Fugitives list and a $1million reward was offered for his capture.
 In July, a North Carolina health food store ownerreported that Rudolph had taken six months’ offood and supplies from him, leaving $500 inexchange.
 In October 1998, Rudolph was officially charged inthe three Atlanta bombings. He continued to eludeauthorities, who believed he was hiding in theAppalachian wilderness and possibly gettingassistance from supporters in the region.
 Then, on May 31, 2003, after over five years as afugitive, Rudolph was arrested by a rookie policeofficer who found him digging through a grocerystore Dumpster in Murphy, North Carolina.
 On April 8, 2005, just weeks before his trial wasscheduled to begin, the Department of Justiceannounced that Rudolph would plead guilty to thecharges against him in all four bombings. He waslater sentenced to four life terms without paroleand in August 2005 was sent to the supermaxfederal prison in Florence, Colorado.
 5 April 2005Olympic Park bomberagrees to plead guilty

Page 24
                        

24 www .the-investigator.co.uk
 crime vault
 The murder of a young actress aboard a ship offthe coast of Portugese Guinea in 1948 will go
 down in history as one of the few murderconvictions to be secured without the presence of abody.
 Another unusual factor about the case was thateven though the murder of glamorous 21-year-oldactress Eileen ‘gay’ Gibson was committed off theWest African coast – because it was on a British ship– there is a ruling that states that it is subject to thejurisdiction of the British courts.
 The trial of 31-year-old ship steward James Camb forher murder must also surely go down as one of themost bizarre in history. Camb, strangled the youngactress in her cabin after she spurned his advancesand then pushed her body through a porthole andinto the ocean.
 He stood trial for her murder on March 18, 1948 butwas unable to be tried in the usual chamber at theAssize Court of Winchester Castle as plannedbecause it was discovered that the court walls hadsubsidence. As an alternative, a make-shift courtwas formed out of plywood partitions and proved tobe an unlikely setting for a murder case.
 What made proceedings more bizarre was thecollection of unusual exhibits which the prosecutioninsisted on showing the jury to prove Camb hadmurdered Miss Gibson.
 The exhibits included a cabin bed, pillow, sheets andtowels, a bell push, a porthole mounted on a
 wooden frame and a collection of objectsranging from cosmetics to a femalecontraceptive appliance.
 Camb, who was married with one daughter,pleaded not guilty to theoffence which happenedaboard a ship called theDurham Castle. The ship was onher homeward bound voyageto Southampton when themurder occurred. Camb wassaid to have taken an interest in Miss Gibson right from the start of the voyage.
 On the night of her death, she was seen talkingto Camb after dinner and he was reported tohave said to her “I have a bone to pick with youand a big one at that.” He was also spottedlater that night leaving Miss Gibson’s cabin.
 The following morning, a stewardess went toher cabin to wake her and there was no reply.The stewardess noticed there were stains onthe sheets and pillow case and so she raised thealarm. It was first thought that Miss Gibson had fallen overboard in an accident.
 However, when staff reported they had seenCamb near her cabin, he was asked to submit amedical examination. The ship’s doctor foundnew scratches on Camb’s shoulders and wrists.He tried to cover his tracks by claiming he hadfelt itchy due to the heat.
 TThhee PPoorrtthhoollee mmuurrddeerr
 Eileen Gibson
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 The finger of suspicion continued to point atCamb and unbeknown to him, the police inSouthampton were informed by the ship’s radioand Camb was held for questioning when the shipdocked in England.
 At first he had denied visiting her cabin at all, buteventually admitted to police that he had goneinto her cabin and that she hadconsented to sexual intercourse.Camb claimed she died half waythrough the act of natural causes.He said he had tried to revive herwithout success, after which helifted her body through theporthole and pushed it throughbecause he felt “terriblyfrightened” about being accused of her murder.
 The prosecution told the court that Miss Gibsonhad objected to Camb’s advances and shepressed the alarm bell in her cabin. She scratchedthe prisoner and then he murdered her out ofpanic.
 The most significant exhibits included the twosheets from the bed of Miss Gibson’s cabin whichrevealed traces of human blood which it wasconcluded belonged to Miss Gibson. Thecontraceptive appliance was found in a suitcase inher cabin. It was unused, which threw doubt onCamb’s story that there had been sexualintercourse with consent.
 Well-known pathologist Dr Donald Teare, testifiedfor the prosecution and told the court that thebloodstains on the bedclothes were consistentwith strangulation.
 Camb was found guilty of her murder but wasreleased on licence just 11 years’ later inSeptember 1959. He changed his name to Clarkeand got a job as a head waiter. However, prisonhad done nothing to rehabilitate him and Cambwas convicted of indecently assaulting a 13-year-old girl. Instead of being sent back to prison, hewas put on probation for two years.
 Following this period of probation, he moved toScotland where he was charged with sexual mis-behaviour with three schoolgirls. As a result, hislicence was revoked and he was returned to jail,where he arguably belonged, to continue hisoriginal life sentence.
 James Camb
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ACPO-APA 2009 Summer Conference &
 International Policing Exhibition
 Manchester Central, Conference 7-9 July Exhibition 8-9 July
 The biggest and mostinfluential event forpolicing in the UK
 The latest products and services, updateson training, policies and procedures fromleading police organisations, for all policestaff, associates and colleagues.
 Register today atwww.acpo-apa.co.ukto receive your freefast-track entry badge
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 Research and Policy OfficerPolice Superintendents’ Association
 Based in Pangbourne, Berkshire (good rail links to Reading, London and Oxford)One Year Contract - £25,000 p.a.
 The Police Superintendents’ Association of England and Wales is the professional staffAssociation for police officers of Superintendent and chief superintendent rank throughoutEngland and Wales. We are seeking a research and policy officer to support the work of ourNational Officers and to progress the Association’s objectives. The post holder will be part ofa small team based at the Association’s national office in Pangbourne. The work will bevaried and interesting covering the range of activities and interests of the Association. To find out more about what we do visit our website at www.policesupers.com
 An information pack and application form are available by e-mailing [email protected]
 or by phoning 0118 984 4005.
 The closing date for applications is 14th April 2009.Interviews will be held on Wed 27th May 2009.
 recruitment - www.the-investigator.co.uk
 Recruitment advertisingTel: 0844 660 8707
 email: [email protected]
 ACPO-APA 2009 Summer Conference &
 International Policing Exhibition
 Manchester Central, Conference 7-9 July Exhibition 8-9 July
 The biggest and mostinfluential event forpolicing in the UK
 The latest products and services, updateson training, policies and procedures fromleading police organisations, for all policestaff, associates and colleagues.
 Register today atwww.acpo-apa.co.ukto receive your freefast-track entry badge
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 Win a Life on Mars DVDThis Boxset contains Series 1 & 2 of Life On Mars, thesmash-hit cop show starring John Simm as a detective whois involved in a car accident and wakes to find himselftransported back to 1973 a world dominated by FordCortina's, sheep-skin jackets and very hard coppers.
 ccoommppeettiittiioonn
 How to enter
 Email the answer to the below question to: [email protected]
 Q. What is the name of the DCI in the TV programme Life on Mars?
 Conditions: Closing date for entries 30 April 09. The editor’s decision is final. The winner will be notified by email and their name will be published in the next issue of The Investigator. Winners drawn randomly.
 + 5 runners up prizes of The Modern Rules ofPolicing 1973 Edition & The Future of ModernPolicing 1981 Edition.
 l i fe on mars
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 8 April 2009
 COMPUTER AND MOBILE PHONE SUPPLEMENTF INVESTIGATOR
 Radio Tactics is the UK's leading provider of mobile phoneforensic solutions to law enforcement agencies.Millbrook Technology Campus, Second Avenue, Southampton, SO15 0DJ
 Tel: +44 (0) 2380 511131 email:sales@radio-tac�cs.com www.radio-tac�cs.com
 Win a Life on Mars DVDThis Boxset contains Series 1 & 2 of Life On Mars, thesmash-hit cop show starring John Simm as a detective whois involved in a car accident and wakes to find himselftransported back to 1973 a world dominated by FordCortina's, sheep-skin jackets and very hard coppers.
 competition
 How to enter
 Email the answer to the below question to: [email protected]
 Q. What is the name of the DCI in the TV programme Life on Mars?
 Conditions: Closing date for entries 30 April 09. The editor’s decision is final. The winner will be notified by email and their name will be published in the next issue of The Investigator. Winners drawn randomly.
 + 5 runners up prizes of The Modern Rules ofPolicing 1973 Edition & The Future of ModernPolicing 1981 Edition.
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Hi -Tech Crime – the low downDespite the absence of a
 national hi-tech crime unit,the majority of forces haveestablished their own specialistunit. The Investigator examinesthe different types of crimethat these unit investigation.
 The purpose of Hi-tech crimeunits (HTCUs) is to be thecentre of excellence within theforce for all matters relating tohi-tech crime. The followingactivities are as defined in theACPO Good Practice Guide forHi-Tech Crime Units, namely:• To secure and retrieveevidential material from digitalmedia. • To conduct investigationsinto network based criminalactivity. • To conduct covert basedinvestigations of Hi-tech crime. • To produce sevidence that isadmissible in Court.
 To provide technical advice,support and guidance in thefollowing areas:• To officers encountering suchmedia during investigationsinto computer crime or wheredigital media has been used inthe commission of such crimes. • In the search and seizure ofdigital media. • In the subsequent interviewsof the offender. • With Judicial orders. • Advise SIOs. • Educate Local businessgroups. • Liaise Education facilities. • Input on
 Probationer/developmenttraining.
 With the technologicaladvances that the world hasseen over the past few years, itis not surprising that High-TechCrime is on the up rise. But, what is high-tech crime? Inessence, high-tech crime refersto those crimes that are beingconducted using the internet orthe help of a computer. Thesecrimes are also referred to ascyber crimes, computer crimesand technological crimes,depending on the area in whichthey are being committed.
 With newer and moreintelligent computer systemscome even more sophisticatedopportunities for those lessthan honest people to commit
 traditional crimes in ways thatare more non-traditional.
 Typically, high-tech crimes fallinto two very distinctcategories. The first high-techcrime category includes thosetraditional crimes that arebeing committed by usingcomputers. This categoryincludes any crimes that arecomputer assisted such as
 distributing child pornography,selling or purchasing illegaldrugs, laundering money,gambling illegally, distributinghate propaganda orpublications, committing anytype of internet fraud and usingany technology to store, hideor communicate with criminaland/or terrorist activities orassociations.
 It goes without saying thatwith new technologies alsocomes new opportunities forcriminals to create crimes andabuses. The second high-techcrime category includes thosecrimes that are actuallydirected toward a computer orcomputer network.
 This is called pure high-techcrime and includes any offenses
 likeunauthorizeduse of acomputersystem such ashacking intoanothercomputer oranyunauthorizeduse ordistribution ofdata. Denial of
 service attacks and distributingcomputer viruses falls into thissecond category as well.
 High-tech crime has become agrowing problem in virtuallyevery country in the world. Inthe past, those who werecommitting these crimestypically stuck to crimes againstcomputers themselves, whichrequired a specific knowledge
 2 www.the-investigator.co.ukforensics supplement
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 of information and datasystems.
 Time and patience were alsorequirements in the earlier daysof high-tech crimes as it tooktime to identify the computersand/or networks vulnerabilitiesin order to transmit viruses orhack into these systems. Computer hacking, internetfraud, denial of service attacksand transmissions of viruseswere the traditional methodsof committing high-techcrimes. These forms of crimesalone are estimated to costmore than one trillion dollars tothe worlds economy each yearin damage to computerequipment and data and loss ofbusiness revenues.
 The advances in technology,including automated hackingtools, have made these crimesmuch easier to commit today.Hackers now have the ability tomount remote and anonymousattacks over the internet.Criminals and terrorists havethe ability to send emailsthrough a variety of differentinternet services providersaround the world, giving thema hidden quality and making itmuch harder for authorities tofind them.
 Authorities around the worldare working to increase theirexpertise and to develop toolsthat will effectively fight thesehigh-tech crimes. Manycountries have developedinitiatives to combat thecomplexities of these crimesand to attempt to bring themto an end.
 Coalition set up to fight online child abuseMajor financial, internet and technology corporations have joinedforces with international policing agencies, the EuropeanCommission and specialist child protection NGOs to track anddisrupt child sex offenders through the money they make.
 Led by the Child Exploitation and Online Protection (CEOP) Centre –the UK’s dedicated policing organisation for protecting children fromsexual exploitation – and funded by the European Commission, thenew European Financial Coalition (EFC) will bring together anincreasing number of organisations from across all key sectors to sendout a stark warning to criminals who seek to make money from thedistribution of child sex abuse images.
 MasterCard, Microsoft, PayPal, VISA Europe and the NGO MissingChildren Europe are amongst the founding members of the newcoalition and are joined by international legal practice Allen & Overyand ICMEC - the International Centre for Missing and ExploitedChildren as advisory members to the EFC.
 On the law enforcement side of the EFC,founding members also include Europol, whoare working with the CEOP team to deliver aEuropean-wide policing response, and theItalian National Postal and CommunicationPolice who are close allies of the UKnational centre as both are part of aninternational alliance of law enforcementagencies under the banner of the Virtual GlobalTaskforce.
 The objective of the EFC is to bring together all stakeholder groupsengaged in the fight against the commercial distribution of child abuseimages in order to facilitate and support pan-European policeoperations, with cross-sector solutions targeting, in particular, theelectronic payment systems that are used to purchase child exploitationand abuse images on the internet.
 Organisations behind the coalition believe that this will ultimatelyhelp to: • Identify, locate and safeguard victims• Identify, locate and arrest perpetrators• Identify, trace and seize the assets of offenders• Educate, inform and empower key stakeholders to prevent the spreadand ultimately disrupt and dismantle this crime once and for all.
 The government is determined to tackle child sex abuse in all its formsand cracking down on those that make financial gain from thedistribution of these sickening images is a priority.
 The UK is a world leader in protecting children offline and online withour internet service providers blocking access to child sex abuseimages on 95 per cent of all consumer broadband lines. It is arecontinuing to work with the private sector to make that coverage 100per cent.
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Chicago Police Training Academyand the O'Hare Marriott
 Chicago, Illinois, USAMay 26-30, 2009
 Mobile Forensics World is the ONLY Conference specifically dedicated to Federal, State and Local Law Enforcement Forensic Specialists,
 Corporate and Private Forensic Examiners, the Intelligence Community, Military and Homeland Security Agencies, Industry Leaders and
 Academic Researchers performing Mobile Forensics!
 Mobile Device Forensics (Mobile Phones, GPS, etc.)Advanced Techniques of Mobile Forensics,SIM/USIM Card Analysis, Cell Site Analysis,Mobile Spyware, Hex Dumps and Flashing,
 Call Data Record Analysis, and otherMobile Forensics Applications and Research
 Register Online: www.mobileforensicsworld.comRegistration: $300 Just visit the Exhibit Halls: $150
 For questions concerning registration, email Erica [email protected] or by phone at +001 (765) 494-7221.
 O'Hare Marrio&, 8535 West Higgins Road, Chicago, Illinois60631 USA
 MFW09 Room Rate:$149/per nightTHIS RATE EXPIRES May 4, 2009
 Make sure you request the "Mobile Forensics World 2009Rate". Only 250 Rooms Reserved for this Conference!
 Reserva%ons for MFW09 must be mad directly to Marrio&reserva%ons at: 001 (800)228-9290
 Hotel Information
 event promotion
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 The University of Glamorgan has teamed upwith American company AccessData to offer
 the first courses in the world to be accredited bythe leading Computer Forensic softwarecompany.
 From September 2009 both the University’sundergraduate and postgraduate degree coursesin Computer Forensics will carry the uniqueaccreditation from AccessData.
 Paula Thomas, Head of Computer Science Divisionexplained, “We are the first University in theworld to work in partnership with AccessData inthis way. This accreditation will give our studentsa head start when it comes to finding employmentin the Computer Forensics industry.”
 AccessData delivers court-validated, state-of-the-art computer forensic, password cracking anddecryption solutions to law enforcement,government agencies and corporations aroundthe world. Recognized as an industry leader,AccessData provides unsurpassed training in thefield of computer forensics, and its ACEcertification is one of the most sought afterdesignations among industry professionals.
 Paula continued, “The AccessData software is theindustry standard, and anyone working in thesector has to gain proficiency working with thissoftware. In most cases employers have to sendnew staff on the training courses run byAccessData to get them up to standard.”
 AccessData’s professional certification (ACE®) willnow be incorporated into Glamorgan’s courses sothat students will be fully certified on graduationwith no need for costly further training from theiremployers. An assessor from AccessData will visitthe University each year to formally providestudents with their certifications.
 Keith Lockhart, Vice President of Training atAccessData commented, “We are proud to beworking with the University of Glamorgan, and
 commend them on their real-world approach tocomputer forensics education. Their ACE certifiedgraduates will undoubtedly have a leg up in thework place, as employers in this space wouldprefer to put their new employees to workstraight away with the confidence that they canhandle the technology and utilize it to its fullestcapacity.”The University of Glamorgan’s ComputerForensics team is recognised internationally forthe high profile investigative work it does for lawenforcement agencies, government andcommercial organisations.
 Simon Steggles Director of Disklabs® and apotential employer of computer forensicsstudents said, “Graduates with degrees orMasters from good universities are essential in theworld of computer forensics. As an employer, acommon problem we encounter is that once agraduate is employed, we must send them toattend expensive courses which enable them todo the ‘hands-on’ work we require.
 Having gained ACE status through the Universityof Glamorgan, these graduates are now anobvious choice for available positions and will betop of the list for most if not all employers.Disklabs is proud to be working closely with PaulaThomas, Head of Computer Science at the Facultyof Advanced Technology at the University andcongratulates them on their progressive approachto the teaching of computer forensics.”
 Mark Larson Forensics Manager at CCL Forensicsagreed, “It is great to hear that a leadinguniversity in the digital forensics field is able tooffer certification in one of the leading forensictools. Lack of experience in the use of theindustry’s standard tools can present a majorchallenge for a graduate entering the field.Glamorgan’s ability to offer AccessDatacertification will give their graduates a realadvantage when they want to enter the digitalforensics field as practitioners.”
 World First for Computer Forensics
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addresses of those who posted the informationwhich would enable them to identify them via theirISPs’ customer records.
 When they informed police they didn’t store IPlogs. The force seized a server and used computerforensic experts to trace the identity of thesuspect.
 A suspect was under provisions of the SeriousCrime Act that outlaws “intentionally encouraging
 or assisting anoffence;encouraging orassisting anoffence believingit will becommitted orencouraging orassisting offencesbelieving one ormore will becommitted.”
 The suspect remains on bail and the investigation isongoing.
 The case highlights the increasing use of computerforensic experts in investigations relating topossible offences committing online.
 With a full understanding of computer law and IT ina commercial environment, the computer forensicsinvestigations team can add significant value to acase. Their expertise involves analysing email
 Computer forensic experts are playing anincreasingly important part in investigations
 due to the increase in online-related crime.Jonathan Waldron reports.
 Kent Police is one force that is using computerforensic experts in investigations as illustrated in arecent on-going case that hit the headlines.
 The force is trying to break new ground by usingoffences under the Serious Crime Act to prosecutea suspect for the actions ofother online.
 It is currently investigatingthe case of a suspectwanted in connection withthe country’s largest animalrights extremism case.
 Detectives are looking intothe possibility that thesuspect was involved in awebsite that allowedactivists to publish thepersonal date of a senior high court judge of itsforums.
 The judge in question Mr Justice Neil Butterfieldconvicted seven members of Stop HuntingdonAnimal Cruelty in January this year. The next day ananimal rights activist posted his personalinformation to the comments section of an articleon a site frequented by protestors.
 Kent Police contacted the site asking for the IP
 Stop Huntingdon Animal Cruelty, the group whose sentencing led to the exposé
 focus
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focuscorrespondence including deleted emails, internetactivity, stolen electronic data /intellectualproperty, password cracking, deleted files andfolders, creation times and dates.
 As internet use grows and as a consequenceonline-related crime grows., computer forensicexperts are expected to continue to play a majorrole in investigations.
 Seizing evidenceNew guidelines have been produced in relation toencrypted data which means that criminals arenow required by law to provide investigators withencryption passwords or face charge for aseparate offence.
 It’s important that officers familiarise themselveswith all the up to date guidelines to maximisetheir potential for a successful case.
 In cases where the prosecution is trying to provethat a computer programme has been used forillegal purposes, the defence will ask for one oftheir experts to examine the computerprogramme.
 If this is not done early on in the process then itcan lead to unnecessary delays so investigatorsare advised to establish a facility at an early stagefor the defence to come and have access to thecomputer. This ensures that it can’t be used as adelaying tactic.
 The reason this activity has to be done in person isthat it is impractical to download all the computerprogrammes from a home computer in paperformat.
 The amount of data stored in your average homecomputer is so vast that it would fill a large officefrom floor to ceiling with paper.
 This means that the defence will request an actualphysical examination for the computer.
 What officers increasingly finding it that thedefence will claim that a computer programmehas been innocently downloaded and not as part
 of a crime. In order to counteract this, you willneed to instruct your expert to explain howdifficult it is it accidentally download aprogramme.
 It is also good practice to encourage your expertsto predict any excuses or claims the defencemight use for innocent use of programme orcabling so that you are fully prepared from theoutset. Bear in mind that with all this advice youhave to make sure that in providing suchinstructions to your experts that you are notcoaching a witness.
 Core Skills in Mobile Phone Forensics
 Who Should Attend?This course is designed for staff who need to beable to retrieve data from mobile phonehandsets and SIM cards in a forensically soundmanner.
 OverviewMobile telephone evidence can play a criticalrole in criminal investigations.
 The extent to which this evidence can be reliedupon in court depends upon that evidencehaving been acquired in a forensically soundmanner by a competent individual. This coursewas developed to address that requirement.
 Dates and VenueFrom: 14 Sep 2009 To: 17 Sep 2009From: 20 Oct 2009 To: 23 Oct 2009From: 09 Feb 2010 To: 12 Feb 2010Venue: Wyboston
 Methods of deliveryTrainer led theoretical inputs and practicalscenario based exercises.
 Course / Module duration4 daysFor bookings and enquiries, please contact:Tel: 01480 [email protected]
 www.the-investigator.co.uk 7forensics supplement
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record of all calls, and the spot where a mobilephone was used can be traced to within a shortdistance.
 Mr Latham showed them a list of numbers heconsidered important and drew particularattention to the fact Jessica had a phone with heron Sunday, 4 August 2002, the day the girlsdisappeared.
 The jury heard that as Jessica was about to leavefor Holly's house, Rebecca, her "safety conscious"older sister, checked to make sure she had her pay-as-you-go mobile with her.
 Electronic signal A final signal sent by Jessica's phone as it wasturned off at 1846 BST, just 30 minutes after thebest friends vanished, provided vital information,the prosecution said.
 Mr Latham said it would have sent out theelectronic signal if it was turned off, or ran out ofbattery power, as it "explicitly detached from thenetwork".
 The signal would have been sent automatically andwas "nothing to do with human beings", he said.
 By "a quirk" its last communication was sent to atelecoms mast in nearby Burwell, which could onlybe accessed from a handful of spots around Soham- including the area outside Mr Huntley's home, itwas claimed.
 Mr Latham suggested the girls were in the
 Investigators used cell sight analysis to prove thewhereabouts of Soham murderer Ian Huntley
 and Jessica Chapman one of his victims. JonathanWaldron reports on this growing area ofexpertise.
 The mysterious disappearance of Soham schoolgirls Holly Wells and Jessica Chapman in August2002 prompted a wide scale police hunt todetermine their whereabouts.
 Central to the piecing together of their final lastmoments and the movements of their killer IanHuntley was evidence gleaned from mobile phonesand landlines.
 Richard Latham QC claimed an electronic"goodbye" from Jessica Chapman's phone showedthat she and Holly Wells could last be traced to aspot right outside the home of Ian Huntley.
 The jury also heard about a series of alleged phonecalls between Huntley and his ex-girlfriend MaxineCarr.
 Mr Latham argued records from the calls and sometext messages showed that she was in Grimsbywhen Mr Huntley allegedly killed the 10-year-oldsand that she deliberately misled police.
 Mr Latham told the jury: "To know where atelephone was, or was not, can be veryinformative. Telephone evidence is very importantin this case.”
 He highlighted the fact that operators keep a
 case notes
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case notes"immediate area" of the house, adding that thefinal signal from Jessica's phone would become"highly significant" as the jury heard furtherevidence.
 Later on the Sunday night, at 2040 BST, Jessica'smother, Sharon, tried to call her daughter's phoneafter discovering the girls were missing. It wasturned off.
 Girls' visitMr Latham also said phone records showed thatMs Carr was in Grimsby at the time he believes MrHuntley killed Holly and Jessica.
 He said Ms Carr made the trip on Saturday 3August , the day before the girls disappeared, andonly returned on Tuesday 6 August, because ofwhat was happening.
 The prosecution claims she only admitted being inGrimsby after her arrest and misled police aboutthe times of calls between her and Mr Huntleywhile she was away and what was said in them.
 In particular, it claims that Ms Carr said Mr Huntleytold her that two girls had asked about her, butthat he had been more interested in what she wasdoing that night.
 The prosecution says the call was registered at1824 BST - before Mr Huntley could have seenHolly and Jessica.
 Suspect associationMobile phones can also be an effective way ofproving association between suspects. A wealthof information relating to contact details of themain protagonists in a crime can be accessedthrough the phone book.
 Text messages can also not only provide vitalclues about association but can often contain keyinformation that might prove important to theinvestigation. What officers need to be aware of isthat text messages are classed as communicationsand so it isn’t as simple as just being able todownload the messages and use them as part oftheir evidence.
 Depending in the circumstances, officer may needto apply for a Section 22 RIPA if the texts are inthe process of being communicated or stored.There are exceptions where a RIPA might notapply but an ordinary search warrant would bemore appropriate.
 If you haven’t got the correct authorisation thenthat piece of evidence could be in breach of thelegal requirements and be thrown out in court.The defence if beginning to focus on this area andwill challenge anything they believe to be illegallyobtained in the manner.
 Stored dataInvestigators are becoming particularly good atusing the data stored in phone books to itsmaximum potential but it is important to treadcarefully in this area and take time establishingwhich telephone number relates to whichoffender.
 This can take a lot of time and effort to establishbecause you officers have to apply to the relevantservice provider to get access to the data, whichcan be both time-consuming and costly.
 Some officers have arrangements whereby theyare given advanced or short-term informationfrom the different providers whereas othershaven’t yet put such a process in place.
 Obtaining this information can be a laboriousprocess and it can also hold up inquiries. With thisis mind, it is useful to start having a discussionwith the mobile phone providers from the outsetto enable the process to be as straight forward aspossible.
 One of the key issues is that this whole area hasyet to be regulated and established properlywhich can lead to problems.
 Despite this, officers can any legal challenges byanticipating the pitfalls and setting up as muchactivity in advance to avoid any unnecessarydelay.
 www.the-investigator.co.uk 9forensics supplement
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 Brian Mills a solicitor with the Supreme Courtof New South Wales and a senior lecturer at
 Charles Sturt University looks at two recentcomputer hacking cases prosecuted by the courtsand examines the impact they might have onfuture investigations.
 In recent times, two well publicised ‘hacking’cases have been decided in our courts triggeringwidespread debate in the computer securityindustry and amongst law enforcement andprosecuting authorities. Issues such as whetheror not the penalties awarded in those cases wereadequate in the circumstances; whether or notthe penalties would have anydeterrent effect on futurewould be cybercriminals; andwhether or not the reportingof these classes of offenceswould be affected in thefuture, have been some of theissues fuelling this debate.
 ‘Hacking’ occurs when:
 ‘…..the confidentiality, integrity, or availability ofa computer’s information or services is attacked.This form of crime targets a computer systemwithout authorisation or payment (theft ofservice), or to alter the integrity of data orinterfere with the availability of the computer orserver. Many of these violations involve gainingunauthorised access to the target system, i.e.‘hacking’ into it’ (Lim 2004 p248).The case of Dendtler
 The first of these cases involved Stephen CraigDendtler, a former employee of Optus, whoexploited his knowledge of the Optus Network toremote access a computer connected to theNetwork to modify the data held on thecomputer.
 On the December 18 2001, an ISP Engineerbecame aware of suspicious activity on acomputer called ‘Capricorn’. The administratorthen took the following steps:-
 * connected to ‘Capricorn’ from anotherworkstation and inspected the binary file, which
 appeared to be in order.* checked the SSH loginrecords for the loggingsessions to ‘Capricorn’.* ran the SSH program in adebug environment whichdisclosed that the SSH was infact a trojan. The Trojanwrote to a file in the directory
 usr/man/man8, which normally only contained themanpages.
 On the basis that this was evidence of a probablecompromise, ‘Capricorn’ was disconnected andthe IP traffic redirected to another machine tomonitor any intrusion. The administrator thenextracted the session data showing connectionsbetween ‘Capricorn’ and other servers. Thisidentified one program which had been installedand left running. The program was killed andsaved to another file.
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 This was the starting point for a reconstruction ofthe network compromise. It led to inspections ofother machines on the network which were alsoidentified as having modified SSH shells,‘Hazlenut’ a customers machine, ‘Westinghouse’,which was located in another Sydney suburb.
 The attacker was observed listing files (ls) on‘Westinghouse’, in a directory/dev/.b. Thisdirectory contained the rootkit which wascaptured by Optus staff and burned to CD. The CDwas later handed to the police as evidence of thecrime.
 A telnet to ‘Westinghouse’ was conducted and afile downloaded from that machine. This filecontained a list of customer passwords. Theattacker, apparently realising that he had beenobserved, deleted the /dev/.b file. The quickresponse by Optus, however, resulted in thepreservation of some of this evidence.
 Eventually, the evidence found on these machinesled to the following reconstruction:
 * ‘Westinghouse’ was compromised using an SSHexploit.* ‘Hazlenut’ was compromised and in turn used tocompromise ‘Capricorn’.* Administrator’s keys were capturedon ‘Capricorn’ using a keylogger.* The captured keys were used tocompromise several other mail serversconnected to ‘Capricorn’.
 On the December 18 2001, the attackerwas detected on ‘Westinghouse’connected to ‘Capricorn’, removed hisrootkit from ‘Westinghouse’ and sent it to amachine in Germany. At the same time theattacker had connections to machines in the USand Japan. It was at this time that Optus reportedthe matter to the Computer Crime InvestigationUnit of the New South Wales Police.
 The network attack was found to begeographically diverse and involved computers inSydney, Japan, Germany and the US, which gavethe attacker multiple points of entry. Under the
 provisions of the Mutual Assistance in CriminalMatters Act (Cth) 1987, the police receivedassistance from Law Enforcement authorities inthose jurisdictions and as a result, raw images ofthe machines were obtained for analysis.
 At this point a number of important pieces ofevidence and information had been collected.Eventually, images of ‘Capricorn’, ‘Westinghouse’and computers in Germany and the US would beused to identify and trace the source of theintrusion. The most important pieces of evidenceat this time were traces of the rootkit located on‘Westinghouse’ and ‘Capricorn’. Filenames suchas linhijack, exploit and doit gave the police someindication of what they were used for.
 Some of the files contained the letters sen in thefilename (the importance of which would laterbecome apparent). The rootkit also held a largefile containing passwords of customers of theservice which had been copied and with hadcompromised the security of those accounts. Thefiles appeared to have been slightly modified bythe attacker at the time of capture.
 The Trojan was identified as a program which wasactivated by a particular ping packet and was 240
 bytes in length. This caused a backdoor programto call back to the calling host and open a shellprompt which then listened on port 23282. Thisport was associated with a DVP protocol andappears to have been selected as a means ofpassing through firewalls. It became known asthe mingetty backdoor and modified the securityof the compromised machine by being activatedon startup and giving root access. A honeypot analysis showed that the passwordSeNiF was used to open the back door and an
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 examination of the programs revealed that manyof the programs were attributed to an authorusing the handle SeN. Another program found inthe rootkit was called Ozidler , which whenexecuted, joined a cyberchat channel. It alsocontained IP addresses for those servers hostingthe cyberchat channel.The police now worked with Optus in anendeavour to identify the hacker by using theOzidler program to connect to the cyberchatchannel. A whois command then produced a listof users, some of which had the same user names
 contained in the Ozidler program. One of theusers was found to use the handle SeN and the/whois command showed that SeN was connectedwith a particular ISP. The real name of the userwas set to SoCioPaTHS ‘r’ uZ, and the status fieldto workin on ze multi-shellcode…bug me at yourown risk. The police now had a name for theattacker.
 The IP address was then entered in a browserwhich displayed a web page with links. One ofthese links contained pictures of a group of youngmales and females. Two pieces of information onone of these links provided information about theidentity of the attacker. Firstly, the word Dendtler
 used in a file name. Secondly, there was a pictureof some young persons, one of whom was ayoung man using the handle FiNeSt.
 Reversing the letters of FiNeSt and removing the‘t’, reads SeNiF which was the password for theTrojan. The police then sought to identify thephysical address which connected to the IPaddress and found that it related to an address atBankstown in Sydney. Background checks of theoccupants revealed that a young man resided atthat address with his parents and that he was
 about to graduate with adegree in Informationtechnology. Aphotograph of this youngman was then comparedwith the photographlabelled FiNeSt on thehomepages and found tobe identical.
 On the 10 July 2002,police executed a searchwarrant at the address, inthe company of asoftware engineer, andseized two computers.Following examination ofthe two computers, theyfound that certain datawas located in inodeswhich had been deleted.
 The first was a partial listof the usernames and passwords which had beencopied from the Optus server. The second was anumber of files which were identical to the rootkitfound on Westinghouse and finally a list of IPaddresses with comments beside them, such as,worm-deceased, wiped, ripped, slow, can spoofbut very unresponsive, no spoof.
 Dendtler was charged with two counts ofUnauthorised Modification of Data with Intent toCause Impairment under Section 308D of theCrimes Act (NSW) 1900. Section 308D provides that:A person who: causes any unauthorisedmodification of data held in a computer, and
 Austral ian Focus
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 Austral ian Focusknows that the modification is unauthorised, andintends by the modification to impair access to, orto impair the reliability, security or operation of,any data held in a computer, or who is reckless asto any such impairment, is guilty of an offence.
 Maximum penalty: Imprisonment for 10 years.
 Dendtler appeared in the Downing Centre LocalCourt on the 9 April 2003 and pleaded ‘Guilty’ tothe charges. The Magistrate found the offencesproved but without proceeding to a conviction,dismissed the charges pursuant to Section 10(1)(a) of the Crimes (Sentencing Procedure) Act(NSW) 1999.
 News of the Dendtler decision had a profoundeffect on the police and computer securityindustry. The decision to letMr Dendtler simply walk awaywithout even a criminalconviction being recordedwas widely condemned inthese circles.
 Thereafter, the Director ofPublic Prosecutions, wasmotivated to appeal against the inadequacy of theoriginal penalty handed down to Dendtler in theDowning Centre Local Court.
 The Appeal was upheld and the Court imposed afine of $400, together with a Good BehaviourBond for a period of two years under theprovisions of Section 9 of the Crimes ( SentencingProcedure) Act (NSW) 1999.
 The case of Smith
 Matthew Dean Smith was hired byGreenGrocer.com.au as a computer networkengineer. Greengrocer.com.au Pty Limited is afruit and vegetable home delivery service based inSydney and Melbourne with their main officebeing situated at Woolloomoolloo. Purchases aremade from an online store on the Internet.On the 21 March 2000, Smith had an argumentwith the company’s chief executive and quit hisposition. A few days earlier he changed all of the
 security codes and upon returning to his home,accessed the computer system for GreenGrocer.He began deleting files, until the business lost itsconnection to the Internet with the result that thecompany could no longer take orders fromcustomers.
 GreenGrocer.com.au managed to re-establish aconnection that night, but the following day,Smith again accessed the system and begandeleting files crucial to the operating system.
 Greengrocer.com.au reported the matter to theComputer Crime Investigation Unit of the NewSouth Wales Police who then caused enquiries tobe made with Telstra for an audit trail with a viewto establishing the IP address. It was discoveredthat the IP address assigned to a cable modem
 was at the time of the intrusions,communicating with an IP addressbelonging to servers onGreenGrocer.com.au’s network. It wasalso established that the cable modemwas connected to Smith’s homeaddress in Sydney.
 Police then executed a search warrantat that address and seized a number of computerswhich were networked and connected to a cablemodem. An examination of the data on the harddrives revealed that pcAnywhere was installedand was configured to remotely access PC’s withIP addresses that belonged to servers of theGreenGrocer.com.au network.
 The second attack ensured that theGreenGrocer.com.au site remained offline untilthe 26 March 2000 with the result that it wasforced to cease trading during that time.GreenGrocer.com.au estimated their overall lossduring this period at $112,500.00. Mr Smith wascharged by the police with two counts ofUnauthorised Modification of Data with Intent toCause Impairment under the provisions of Section308D of the Crimes Act (NSW) 1900. On the 1 February 2002, Smith appeared in thePenrith District Court and pleaded guilty to bothcharges. He was sentenced to imprisonment for aperiod of eighteen months which was suspended
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upon him entering a recognizance to be of goodbehaviour for a period of eighteen months. Therewas no order as to compensation toGreenGrocer.com.au.
 Dendtler and Smith – The aftermath
 What is clear following the decisions in Dendtlerand Smith, is that the Courts in New South Walesappear to be reluctant to impose custodialsentences on computer criminals who commit‘hacking’ offences. This, notwithstanding that atleast in relation to Smith’s case, the financiallosses incurred by the victim were considerable tosay the least ($112,500) and despite the legislaturepreviously demonstrating their level of concernfor this class of offence by imposing a maximumperiod of ten years imprisonment.
 Furthermore, the fact that the time and effortexpended by the police in investigating bothmatters was also considerable, seemed not toinfluence the courts when called uponto ascribe penalties in thesematters.
 But if the courts are indeedreluctant to imposecustodial sentences for suchmatters in order to deterfuture computer criminals,then what alternative sanctionsmight the courts consider?
 Forfeiture orders seek to punish offenders byremoving from them something of value, which inthe case of high tech criminals is the ability to usecomputers and the internet (Smith 2004 p.2). Thisis clearly of considerable value, both financially (interms of undertaking gainful employment) as wellas psychologically (in terms of demonstratingone’s expertise and enhancing one’s self esteem).Some courts have imposed orders requiring theforfeiture of computer hardware or conditionalorders that seek to limit computer-based andonline activities as a form of punishment.
 As an alternative to confiscating and forfeitingan offender’s computer hardware, courts have
 made orders banning offenders from possessingcomputers or prohibiting them from having orusing modems or gaining access to the Internet.Though a clear alternative to the former sanction,this type of penalty would in reality be difficult, ifnot impossible, to enforce. It would requiresignificant resources and a high level ofsupervision of the computer criminal to beeffective.
 Perhaps the most effective remedy available tothe victims of ‘hacking’ offences in New SouthWales, in circumstances where there is aperception that the criminal sanctions are notbeing fully utilised and where the ‘compensation’provisions are not being effectively implementedby our criminal courts, is to recover theconsequential losses caused by such criminalbehaviour through the civil courts. Once a plaintiffin a civil matter proves his/her case on the balanceof probabilities (ie obtains judgment), then the
 courts have well established and relativelyeffective procedures to enforce the
 judgment including the issue ofwrits of execution, garnishee
 orders, examinationsummonses and bankruptcyproceedings.
 It is perhaps the latter remedywhich victims of ‘hacking’
 offences might find moreappealing and which may be
 impacting upon the reportingof such attacks to law enforcement authorities inNew South Wales.
 As Detective Inspector Van Der Graaf from theNew South Wales Police Computer CrimeInvestigation Unit noted:“Many types of crime, hacking and denial ofservice attacks are under-reported. A number ofcompanies use their in-house investigators or seekthe services of a private investigation firm. Thismakes it difficult for police to determine the fullextent of these types of crime.”
 Detective Inspector Van Der Graaf also made thepoint that law enforcement agencies were
 16 www.the-investigator.co.ukforensics supplement
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seeking to build cooperative relationships withISPs with a view to improving their capacity todetect, prevent and investigate all computercrime.
 However, apart from the relatively minor offenceof ‘Concealing an Offence’ under Section 316 ofthe Crimes Act (NSW) 1900, there is currently noobligation on the part of ISPs or victims to actuallyreport incidents. In fact some may not evenregard this activity as a crime at all but merely acost of doing business. Thus there may be anideological barrier as to whether this type ofactivity represents a crime in the first place. Suchviews may well be encouraged and reinforced bythe perceived leniency that was extended by thecourts in Dendtler and Smith.
 Several other reasons may also contribute to thisunder reporting. Forexample, a companymay not wish to makesuch attacks on theirorganisation known tothe public in order toprevent further ‘copy-cat’ attacks.Additionally, anorganisation may alsowish to protect theirbrand name in themarket place so as notto affect future sales;or where theorganisation is a publiclisted company, theprospect that theremay be a loss of shareholder confidence in themanagement team, could be further reasons forunder reporting.
 The 2005 AusCert Survey indicates that in 2005there were 35% of the respondent organisationswho experienced one or more electronic attacks,however, of these 69% chose not to report theattack to anyone outside the organisation. Thereasons advanced for not reporting included,negative publicity 27%; unaware of lawenforcement interest 31%; did not think the
 perpetrators would be caught 32%; did not thinkthat law enforcement was capable 33%; civilremedy seemed best 21%; organisation notexplicitly targeted 63%; incident not seriousenough to report 63%; and other reasons 9%.
 Though the incidence of attacks have declined inthe past three years, which may be explained bythe higher levels of protection now beingemployed by organisations, the really disturbingfeature of the study is that 69% of therespondents chose not to report the attacks at all.Whilst the AusCert study provides a number ofreasons for this phenomenon, it would beinteresting if the survey were to include anotherfield in the list provided to future respondents,viz, - Whether the court’s apparent application of‘soft’ penalties to persons convicted of electronicattacks affected your reporting of such incidents
 to law enforcementauthorities. Theresults may berather illuminating.
 The investigationand prosecution ofhigh-tech computercrimes in New SouthWales is still verymuch in its infancyand it will beinteresting to seehow the courts andthe police deal withfuture ‘hacking’offences followingthe decisions in
 Dendtler and Smith.
 Some fear that the perceived soft approach takenby our courts in the past will adversely affect theallocation of resources by the police to any futurecomputer crime investigation. After all, the policelike any other organisation in society, are subjectto a cost-benefit analysis of the allocation of theirresources in order to assist them with theprioritisation of their considerable workload.
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